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2      Discussion 
RAN2 LS R2-169124[1] is prompted by the reported redirection attacks in LTE networks  to GSM, the RAN WG2 there are pending LSs to address the issue and they seek the guidance from SA3 on a way forward. To cater for the low delay requirement, S3-170353[2] has proposed a NAS-token based solution without additional exchange of messages. The call flow is shown below.


[image: image1.emf]1.Random Access Request

MME eNB

UE

2. Random Access Response

3. RRC Connection Request SRB0

4. RRC Connection Setup SRB0

5. RRC Connection Setup Complete (SRB1)

+ (Service Request) NASint

6.NAS Service Request 

(voice call)

8. S1-AP CS Fallback{

(NAS Command to UE: CS 

Fallback)NASint}

7. 1)MME determines that for a 

Voice Call UE need to redirected 

to GERAN network.

2)MME forms a NAS command 

to the UE and integrity protect 

the command using the NASint 

key from the UE’s NAS context.

9. RRC Connection Release{(NAS Command to 

UE: CS Fallback)NASint,Cell Redirection -

>GERAN}

The MME includes a NAS part ‘(NAS Command) NASint’ in the S1AP message, and eNB should include the ((NAS Command)NASint+ Cell Change Order) in the RRC Connection release. Finally, UE verifies the ‘(NAS Command) NASint’ received in Msg5 with NASint key, only if the integrity check passes, UE obeys the Cell change order. Thus, a fake eNB could not forge a RRC Connection Release message with valid NAS-MAC to redirect a UE to a fake BS.
For RRC release with CSFB, PCI, associated system information, release cause, and redirection control information in RRC Connection Release message are related to the UE’s decision of redirection. When UE knows the release cause is for CSFB, UE will select one PCI according to redirection control information, and then camp on the cell according to the PCI associated system information. 

These parameters are important for UE to redirect to a 2G BS, but in S3-170353, these parameters are not protected, which may be tampered with by a fake eNB, thus, there are other two attack scenarios the solution could not handle.
Scenario 1: UE unknowingly camps on a fake eNB, and the fake eNB acts as a relay node between UE and network waiting for a MO voice call, when a MO voice call comes, the fake eNB receives RRC Connection Release message with valid NAS-MAC and unprotected RRC parameters, e.g. PCI, related system information, and redirection control information. Then, fake eNB could tamper with the RRC parameters, e.g. redirection control information, and system information of PCI in the message to redirect the UE to a fake BS in a passive mode.     

Scenario 2: Fake eNB pages the UE in idle mode indicating CSFB, UE will trigger a MT voice call, then, the fake eNB does the same as what scenario 1 said. Finally, fake eNB could also redirect the UE to a fake BS proactively.
So, the contribution proposes a solution to address the additional threats based on the solution in S3-170353 by using the NAS token to protect some RRC related parameters that have potential to cause the UE to be redirected (e.g. PCI, system information, release cause, etc., the solution still has no additional signalling in the air, little influence on delay and is more secure than solution in S3-170353.

3      Proposed Solution
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The flow proceeds as follows:

1. UE sends extended service request message to the network, including a service type to indicate CSFB type, e.g. mobile originating CS fallback or 1xCS fallback, mobile terminating CS fallback or 1xCS fallback, etc.

2. eNB receives the extended service request message, and may know that UE is trying to trigger CSFB procedure, e.g. according to service type in service request message, or old/new establishment cause in RRC Connection Request.  
3. After the eNB knows that UE is trying to trigger CSFB procedure, eNB sends initial UE message to MME, including some RRC parameters which may be sent in RRC Connection Release message, e.g. PCI, associated system information, release cause, etc.
NOTE1: redirection control information may not be sent to MME, because it is related to LAI received in step5.
4. The MME knows that UE is trying to trigger CSFB procedure according to Extended Service Request, and generates a NAS-MAC using Knas-int with inputs of received RRC parameters in step3 and NAS COUNT.
NOTE2: Since redirection control information may not be protected, it may be tampered with by a fake eNB. However, the other RRC parameters could be protected. Since a fake eNB will not be included in the PCI and system information in a genuine eNB, even the attacker tampers with the redirection control information, but the PCI and system information are protected, UE will not select the fake PCI in the RRC Connection Release message.
5. The MME sends an S1-AP UE Context Modification Request (CS Fallback Indicator, LAI) message to eNB. In addition, the NAS-MAC and LSB of NAS COUNT shall be included in the message.
6. The eNB can trigger RRC connection release with redirection to GERAN or UTRAN and include “CS Fallback High Priority" in release cause, PCI, associated System Information and redirection control information based on the PLMN ID for CS domain in LAI and RAT/frequency priority configured in the eNB into the RRC Connection Release message. In addition, the received NAS-MAC and LSB of NAS COUNT shall also be included in the message. 

7. UE verifies the NAS-MAC with Knas-int, only if the integrity check passes, UE obeys the Cell change order.
4      Proposal

We suggests that SA3 could accept the proposed solution above. 
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