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1. Introduction

The proposal deletes the 4 ENs.
1. Delete “EN: it is ffs whether a separate SEAF-KDF negotiation procedure is needed.”

The EN is depended on the agreement on separated SEAF of SA3,according to E.1.2.2.2, “In 5G phase 1, the SEAF and the AMF are co-located.”, so, SEAF-KDF negotiation procedure shall be the same as AMF-KDF negotiation procedure, and the proposal removes the whole clause about the SEAF-KDF negotiation procedure. . 
2. Delete “EN: it is ffs whether a separate SMF-KDF negotiation procedure is needed.”

The EN is depended on the agreement on separate SM security of SA3, according to E.1.2.2.2, “In 5G phase 1, the SEAF and the AMF are co-located. The SMF is a separate entity, as defined in TS 23.501.”, so, SMF-KDF may not need to derive the keys, and the proposal removes the whole clause about the SMF-KDF negotiation procedure.
3. Delete “EN: it is ffs whether the use of AMF bits is the right approach as the number of such bits is very limited.”

AMF in AV still has 7 bits for standardization use (8 bits for proprietary purposes), it is enough for indicating the selected ARPF-KDF, e.g. If there are 4 different KDF algorithms, it just needs 2 bits to indicate the selected KDF algorithm. So, the proposal deletes the EN.
4. Delete “EN: it is ffs whether it would be more suitable to negotiate the KDF together with an AKA algorithm set such as MILENAGE or TUAK.”

Since AKA algorithm is implemented in USIM, which is under control of operator. So, AMF for proprietary purposes may be used for AKA algorithm set negotiation. In this way, it can be processed together with ARPF-KDF negotiation. However, the contribution just concentrates on KDF negotiation, AKA algorithm negotiation shall be done in other proposal. So, the proposal changes it into NOTE.
2. Proposal

It is proposed to approve below pCR.
***********************Start of the first change************************

5.1.4.29 

Solution #1.29: A solution for KDF negotiation
5.1.4.29.1

Introduction

The solution addresses the key issue #1.18 flexible security capability negotiation in control plane. 
NextGen has a long lifetime, a suitable KDF may be discovered. However, in LTE, KDF is implemented stably, and cannot be negotiated, it is the only way to upgrade KDF that replace all the devices related to KDF. 

However, in this solution, KDF can be updated in a comfortable way. There are five different KDFs including gNB-KDF, AMF-KDF, SEAF-KDF, SMF-KDF and ARPF-KDF according to different communication peers, so that UE could negotiate KDF with different NEs separately for a suitable KDF algorithm. Firstly, KDF can be added in UE and different NEs at different time. Secondly, when KDF algorithm addition is complete in two devices, the devices could use a suitable KDF to generate communication keys after KDF negotiation procedure. Finally, when all the devices have been added suitable KDF algorithm completely, all of them could use a suitable KDF. During the whole updating period, solution ensures that there is no communication barriers because of partly updating.

However, it is not means that UE shall implement 5 different KDF algorithms. The 5 different KDF could just be one KDF algorithm, the only difference is the communication peer in negotiation procedure. 
5.1.4.29.2

Solution details
In figure 5.1.4.9.2.2-1 in solution #1.9, there are 5 different kind of KDFs:

gNB-KDF: the KDF for KANCP to generate KRRCenc and KRRCint at both UE and gNB

AMF-KDF: the KDF for KNAS to generate KNASenc and KNASint at both UE and AMF

SEAF-KDF: the KDF for KNG to generate KNAS, KANCP and KUP at both UE and SEAF

SMF-KDF: the KDF for KUP to generate Ksession-enc and Ksession-int at both UE and SMF

ARPF-KDF: the KDF for K to generate KNG at both UE and ARPF
For this solution, UE will inform it’s supported KDFs to gNB, AMF, SEAF, SMF and ARPF, and will negotiate with them respectively. In the solution, gNB-KDF is negotiated in AS SMC procedure, AMF-KDF and SEAF-KDF are negotiated in MM SMC procedure, SMF-KDF is negotiated in SM SMC procedure, and ARPF-KDF is negotiated in AKA procedure.
5.1.4.29.2.1 gNB-KDF negotiation
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1. UE has been authenticated to network, and the supporting UE’s gNB-KDFs can be included in UE network capability and be informed to AMF in attach/TAU request.
2. AMF informs the UE’s gNB-KDFs to gNB via NG2 interface, like initial context setup request signalling through S1 in LTE.

3. The gNB selects one KDF used to derive KRRCenc and KRRCint.

4. GNB sends AS SMC message to UE including selected gNB-KDF.

5. UE receives AS SMC message, and knows the gNB-KDF selected by gNB.
5.1.4.29.2.2 AMF-KDF negotiation
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1. UE has authenticated to network, and the supporting UE’s AMF-KDFs can be included in UE network capability and informed AMF in attach/TAU request.
2. AMF selects one KDF used to derive KNASenc and KNASint.

3. AMF sends MM SMC message to UE including selected AMF-KDF.

4. UE receives MM SMC message, and knows the AMF-KDF selected by AMF.
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5.1.4.29.2.3 ARPF-KDF negotiation

ARPF-KDF must be negotiated between UE and ARPF. However, UE only has communication in authentication procedure with ARPF, and there is no need to add another signalling for ARPF to indicate the selected algorithm. So, the solution indicates the UE in AMF in AV, not in NAS SMC.
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1. UE sends Attach/TAU Request message to SEAF, the UE network capability included in Attach Request/TAU message will include the ARPF-KDFs supported by UE. 

2. SEAF decides to run an AKA procedure, and sends Authentication Data Request message to AUSF, the ARPF -KDFs supported by UE is included in Authentication Data Request message. 

3. AUSF sends Authentication Information Request message to ARPF, which includes at least IMSI or temporary ID of UE, ARPF-KDFs supported by UE, etc.

4. ARPF receives the Authentication Information Request and achieves the ARPF-KDFs supported by UE, and then ARPF selects one KDF used to derive Kng according to the configured allowed list of security capabilities of the ARPF and sets certain bits in the AMF field of AUTN to indicate the selected KDF of Kng, and gets new AV’ with AMF’.
5. ARPF sends Authentication Information Response message to AUSF which includes RAND and AUTN’ with AMF’.   

6. AUSF sends Authentication Data Response message for transiting RAND and AUTN’ to UE. 

7. SEAF sends Authentication Request message to UE for transiting RAND and AUTN’.
8. UE receives Authentication Request message, and checks the certain bits of AMF in AUTN and knows the ARPF-KDF selected by ARPF.  



NOTE: Since AKA algorithm is implemented in USIM, which is under control of operator, AMF for proprietary purposes can be used for AKA algorithm set negotiation. In this way, it can be processed together with ARPF-KDF negotiation. However, the current solution focuses on KDF negotiation, AKA algorithm negotiation can be a separate solution.
5.1.4.29.3

Evaluation

Security:

1) Bidding-down attack to the uplink message

The KDFs supported by UE in the first Attach/TAU request message may be tampered by an attacker, the attacker could change the KDFs into weak ones, which impacts the network’s decision, and UE may negotiate a weak KDF with the network. However, solution#1.13 has solved the problem.

2) Bidding-down attack to the downlink message
The integrity of all selected KDF is protected, because certain bits in the AMF field of AUTN indicates ARPF-KDF selected by ARPF, whose integrity is protected by MAC in AUTN, and gNB-KDF, AMF-KDF, SEAF-KDF, SMF-KDF is included in SMC, whose integrity is protected by KNASint. So, the negotiated KDF will not be tampered by an attacker. 
Flexibility:
1) Evolutionary

NextGen has a long lifetime, a suitable KDF may be discovered. However, in LTE, KDF is implemented stably, and cannot be negotiated, the way to upgrade KDF is that replace all the devices related to KDF, e.g. UE, gNB, AMF, SMF, ARPF and so on. Otherwise, during the updating period, e.g. gNB and UE have been updated, but AMF has not done, UE cannot communicate with AMF because they have the different KDF algorithm, which results in failure for UE to attach the network. So, it is a difficult way to update the KDFs. 

However, the solution solve the problem. The upgrade infects little about protocol, and could update the devices one by one without any communication barriers. For example, UE updates its supporting gNB-KDFs, and gNB also updates its supporting gNB-KDFs in the same way, then UE could negotiate a suitable KDF with gNB. During the updating period, e.g. gNB has been updated, and UE has not done, UE could still communication with gNB with former KDF. The solution makes two elements using a suitable KDF easily and cheaply.

2) Partly-Upgrade

The upgrade in the solution is partly implemented, the system is communicable all the time, whenever UE and other NEs upgrade their supported KDFs, because KDF negotiation in different NE is separated. There are some update scenarios.

UE has updated the KDF, other NEs has not done: UE will negotiate an old KDF with other NEs.

UE has not done, other NEs have updated the KDF: UE will negotiate an old KDF with other NEs.

UE has updated the KDF, NE1 (e.g. ARPF) has done, NE2 (e.g. gNB) has not done: UE will negotiate a new KDF with NE1 to generate Kng, and negotiate an old KDF with NE2 to generate KRRCenc and KRRCint.

So, the negotiation system is flexible, and it is easy to evolve.  
Overhead：
1) Communication:

The solution is a based on the existing security procedure in TR 33.899, e.g. AS/MM/SM SMC, AKA, so there is no additional signalling. The communication overhead is based on the additional length of the message.

All the UE supported KDFs are included in UE network capability in Attach/TAU request. In LTE, UE supported ciphering/integrity protection algorithm is indicated by two octets in UE network capability. So, UE supported KDFs could also do like that. Since there are 5 kind of KDFs, and assume that each KDF has 8 possible algorithms, the maximum increasing length of Attach/TAU request is 5 bytes. However, considering that different kind of KDFs may use the same KDF algorithm, and there may be some combination of NEs and reduction of supported algorithms, the increasing length could be shorter.

The selected KDF is returned by NE in AS/MM/SM SMC message or AMF in Authentication Information Response. In LTE, selected ciphering/integrity protection algorithm by MME is indicated by an octet in NAS security algorithms with 1 bit for spare and 3bits for indication of each algorithm. Meanwhile, selected ciphering/integrity protection algorithm by eNB is indicated by 2 IEs (2 octets) in SecurityAlogrithmConfig. So, the selected KDF could also do like that. Since there are 2 KDFs returned in MM SMC, 1 KDF returned in SM SMC, and 1 KDF returned in AS SMC, the maximum increasing length of SMC message are separately 2, 1, and 1 bytes. Meanwhile, if the number of ARPF supporting KDFs are 4, 2 bits in AMF shall be used. Since AMF in AV still has 7 bits for standardization use (8 bits for proprietary purposes), it is sufficient for ARPF negotiation and still leave enough bits left for future standardization. However, consider that there may be some combination of NEs, or supported algorithms may be decreased, the increasing length could be shorter.

In summary, there is no additional signalling for the solution, and it is low-cost on message length, so, the communication overhead is cheap. 
2) Computation:

The additional computation for the solution is also cheap, UE and NEs just need a selection operation for indicating the selected KDF algorithm, which could be ignored. 

3) Storage:

Though there are 5 different kind of KDFs, but the algorithm they use may be the same in a large probability, or UE may support 2 different KDF algorithms at the same time for compatibility with non-updated NEs. If the solution is just used for KDF upgrade, the unused KDF could be remove in the next upgrade, and just keep at most 2 KDF algorithms in UE. So, the algorithms implemented in UE are acceptable.  

Summary:

In this solution, KDF could be negotiated separately between UE and NEs with tiny overhead on communication, computation and storage resource, which introduces a flexible and safe negotiation system. A suitable KDF could be updated in different NEs and UE so that UE and NE could negotiate a new KDF in a comfortable way without any communication barriers during the long lifetime usage of NextGen.
***********************End of the first change*************************
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