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1	Decision/action requested
This contribution proposes an interim agreement on UP integrity protection negotiation. 
2	References
 [1]	3GPP TR 33.899
[2]	3GPP TS 23 501
[3]	Solution for UP security negotiation, S3-171210,SA3#87
3	Rationale
SA3 has already reached two agreements about UP integrity protection:
-“UP integrity is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase 1”.
-“It shall be possible to negotiate the use of UP integrity between 5G UEs and 5G networks in 5G phase 1. Its use shall be determined by the network. ” .
In LTE, security protection negotiation is based on network security capability and UE security capability. But in 5G, various services or applications would have different requirements on integrity protection, e.g., VoIP service does not need UP integrity protection. Therefore, for 5G, the network should determine its usage according to security requirement of application in addition to network security capability and UE security capability. The network capability is configured via O&M system and the UE capability is sent to the network while attach. To enable the network to get the security requirement of application, e.g. on and off of UP integrity protection, schema similar as QoS can be used. 
In LTE the PCC rules and QoS requirements were passed through PCRF to PGW. But in 5G architecture there are several new policy control related functionalities
1) It supports the policy information to be passed from PCF to SMF and AMF through N7 and N15 respectively. 


Figure 4.2.3-2: Non-Roaming 5G System Architecture in reference point representation
2) it supports the policy information to be passed from the PCF to the UE (ref to 33.501 A.3.1.156	UE Access and Mobility Management Control)
FFS is needed about how to pass the security requirement of application to network for the purpose of determining the usage of UP integrity protection.

4	Detailed proposal

***********Beginning of the first Change************
[bookmark: _Toc475606744][bookmark: _Toc475608218][bookmark: _Toc476247544][bookmark: _Toc479242913][bookmark: _Toc479327975]E.1.3 	Questions and Interim Agreements for Key Issue #1.3
[bookmark: _Toc475606745][bookmark: _Toc475608219][bookmark: _Toc476247545][bookmark: _Toc479242914][bookmark: _Toc479327976]E.1.3.0 	Questions in other clauses affecting this key issue
Questions with respect to the selection of a UP security termination point are addressed in the questions on key issue 1.15.
[bookmark: _Toc475606746][bookmark: _Toc475608220][bookmark: _Toc476247546][bookmark: _Toc479242915][bookmark: _Toc479327977]E.1.3.1 	Support of User plane integrity between UE and network
[bookmark: _Toc475606747][bookmark: _Toc475608221][bookmark: _Toc476247547][bookmark: _Toc479242916][bookmark: _Toc479327978]E.1.3.1.1 	Description of Question
This question addresses whether it should be mandatory for the UE and the Network to support user plane integrity protection between the UE and the Network. "Shall UP integrity be mandatory to support / use by 5G UEs, 5G networks?"
[bookmark: _Toc475606748][bookmark: _Toc475608222][bookmark: _Toc476247548][bookmark: _Toc479242917][bookmark: _Toc479327979]E.1.3.1.2 	Interim Agreement
UP integrity is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase 1, with the exception of 5G UEs that can only access the EPC.
[bookmark: _Toc475606749][bookmark: _Toc475608223][bookmark: _Toc476247549][bookmark: _Toc479242918][bookmark: _Toc479327980]E.1.3.2 	How should use of the feature be negotiated between UE and network 
[bookmark: _Toc475606750][bookmark: _Toc475608224][bookmark: _Toc476247550][bookmark: _Toc479242919][bookmark: _Toc479327981]E.1.3.2.1 	Description of Question
This question addresses how use of the feature is negotiated between UE and network "How should use of the feature be negotiated between UE and network?"
[bookmark: _Toc475606751][bookmark: _Toc475608225][bookmark: _Toc476247551][bookmark: _Toc479242920][bookmark: _Toc479327982]E.1.3.2.2 	Interim Agreement
It shall be possible to negotiate the use of UP integrity between 5G UEs and 5G networks in 5G phase 1. Its use shall be determined by the network. 
E.1.3.x 	How should the network determine the usage of the feature
E.1.3.x.1 	Description of Question
This question addresses how should the network determine the usage of UP integrity " How should the network determine the usage of the feature".
E.1.3.x.2 	Interim Agreement
It shall be possible for the network to get security requirement of application and determine the usage of UP integrity according to it. 
The network shall decide whether to activate/deactivate the UP integrity protection as described in Solution [3]. The method for the network to get security requirement of application need to be specified in the basic solution.
************End of The first Change***************
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