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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v1.1.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system

3
Rationale

In the transition of Inactive state to Connected state, RAN rebuild RRC connection to UE without signalling to CN (as defined in clause 6.3.2 TR23.799), and the authentications for these inactive UE are addressed by RAN. In some scenarios, e.g. goal in soccer game for UE, or massive UE accessed to different ANs are controlled by malicisou attacker and luhching a D-DOS attack over a certain target AN, it will bring a significant signalling and computing overhead to the AN. Based on the above consideration, in this contribution, we propose to update the key issure 4.7 by including aforementioned threats.

There is a similar solution defined in 5.2.4.5 to address key issue of overload of network signalling. But here is two reasons to redefine the solution for transition from Inactive state to Active state: 1) this solution is to address Inactive scenario, not attach procedure; 2) UE transimit to RRC_CONNECTED stats means UE have to connect to the network immediately, e.g. have data to send, and the network should provide connection ASAP. The “back off” time was considered but it is not appropriate for addressing this case.
4
Detailed proposal

***************Start of Change 1****************
5.4.3.7
Key Issue #4.7 Key handling in RRC inactive state to RRC active state transition 
5.4.3.7.1
Key issue details 
In additional to RRC idle and RRC connected, inactive connected state has been introduced into the new RAN.  In the inactive connected state, the connection (both CP and UP) between RAN and Core should be maintained, and the AS context should be stored in RAN and the UE. As forward security defined in TS 33.401, for a eNB with knowledge of KeNB, shared with a UE, it shall be computationally infeasible to predict any future KeNB.  Similar with LTE, the next generation network also needs forward security during RRC state transition.  Consequently, key handling mechanism in RRC inactive connected state to RRC connected state transition is needed.
5.4.3.7.2
Security threats
For a gNB with knowledge of KAN, shared with a UE, if it can predict any future KAN that will be used between the same UE and another gNB, the confidentiality of messages may be broken. 
In some scenario, e.g. goal in soccer game for UE, or massive IOT device which are triggered to send data periodically, or massive UE accessed to different ANs are controlled malicisouly to lunch D-DOS attach over a certain target AN, it will bring a significant signalling and computing overhead to AN. With authentication method define in TS 33.401[50], when resuming an RRC connection, the UE sends resume ID and MAC in the RRC Connection Resume Request message in plain text. The source eNB calculates and verifies the MAC after receiving the message from target eNB The resume ID contained in the RRC Connection Resume Request message is in plain text, and can be used to construct malicious message and form a D-DOS attack over an AN.
5.4.3.7.3
Potential security requirements
If a UE transits to RRC connected state from RRC inactive connected state when connecting a new (another) gNB, new KAN shall be derived between the UE and the new gNB.
In the UE state transition from RRC_INACTIVE to CONNECT, the source AN should support an method which is resilient to DoS attack casued by massive number of normal UE or abnormal UE in a short period. 
………….
***************End of Change 1****************
***************Start of Change 2****************
5.4.4.x
Solution #4.x: Security solution for key handling in RRC_INACTIVE state to RRC_CONNECTED state transition
5.4.4.x.1
Introduction
This solution addresses significant signalling and computing overload casued by massive number of normal UE or abnormal UE in a short period in key issue 5.4.3.7.3.
5.4.4.x.2
Solution details 

The target AN should monitor the connection resume request message. In case the number of request message exceed a certain threshold, the target AN should send an appropriate message to the UE and no longer process the request message.
The source AN should monitor the Retrieve UE Context Request message. In case the number of the request message beyond a certain threshold, the source AN should return a appropriate message to the target AN and no longer process the request. Then, target AN send an appropriate message to the UE.
5. 4.4.x.3
Evaluation 

TBD
***************End of Change 2****************
