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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v1.1.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]

3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system

3
Rationale

1)  In subclause “5.4.3.7 Key Issue #4.7 Key handling in RRC inactive state to RRC active state transition”, forward security is introduced in subclause “5.4.3.7.1
Key issue details”, but forward security is not included in requriements.
2) Althought Backward security is always basic requirement to computationally infeasible to predict any passed KAN, and backward security have already been achieved in LTE, we suggest adding it to make it more complete.
4
Detailed proposal

***************Start of Change 1****************
5.4.3.7
Key Issue #4.7  Key handling in RRC inactive state to RRC active state transition 
5.4.3.7.1
Key issue details 
In additional to RRC idle and RRC connected, inactive connected state has been introduced into the new RAN.  In the inactive connected state, the connection (both CP and UP) between RAN and Core should be maintained, and the AS context should be stored in RAN and the UE. As forward security defined in TS 33.401, for a eNB with knowledge of KeNB, shared with a UE, it shall be computationally infeasible to predict any future KeNB. Additionally, backward security means it shall be computationally infeasible to predict any past KeNB. Similar with LTE, the next generation network also needs forward security during RRC state transition.  Consequently, key handling mechanism in RRC inactive connected state to RRC connected state transition is needed, i.e., providing forward security for new KAN and backward security for past KAN.
5.4.3.7.2
Security threats
For a gNB with knowledge of KAN, shared with a UE, if it can predict any future KAN that will be used between the same UE and another gNB, the confidentiality of messages may be broken. 
5.4.3.7.3
Potential security requirements
If a UE transits to RRC connected state from RRC inactive connected state when connecting a new (another) gNB, new KAN shall be derived between the UE and the new gNB and shall provide forward security and backward security.
***************End of Change 1****************
