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Abstract of the contribution: This contribution proposed new threats and requirements during RRC Connection Activation.
1 Rationale

NR is expected to support three RRC states: RRC_IDLE, RRC_INACTIVE and RRC_CONNECTED.  UE can transit to CONNECT from INACTIVE by connection activation procedure. 
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During the connection activation procedure, if gNB does not verify the authenticity of UE, illegal UE can impersonate a legal UE to complete RRC connection procedure.  As RRC resource is limited, many illegal UEs staying in RRC connection mode may lead to RRC resource exhaustion that will influence legal UEs’ service.

Additional, if UE does not verify the authenticity of gNB, UE may establish an RRC connection with a rogue gNB and exposure to DoS attack. 
2 Detailed Proposal

 ***
BEGIN CHANGES
***
5.4.3.7
Key Issue #4.7  Key handling in RRC inactive state to RRC active state transition 
5.4.3.7.1
Key issue details 
In additional to RRC idle and RRC connected, inactive connected state has been introduced into the new RAN.  In the inactive connected state, the connection (both CP and UP) between RAN and Core should be maintained, and the AS context should be stored in RAN and the UE. As forward security defined in TS 33.401, for a eNB with knowledge of KeNB, shared with a UE, it shall be computationally infeasible to predict any future KeNB.  Similar with LTE, the next generation network also needs forward security during RRC state transition.  Consequently, key handling mechanism in RRC inactive connected state to RRC connected state transition is needed.
During the connection activation procedure, if gNB does not verify the authenticity of UE, illegal UE can impersonate a legal UE to complete RRC connection procedure.  As RRC resource is limited, many illegal UEs staying in RRC connection mode may lead to RRC resource exhaustion that will influence legal UEs’ service.

Additional, if UE does not verify the authenticity of gNB, UE may establish an RRC connection with a rogue gNB and exposure to DoS attack. 
5.4.3.7.2
Security threats
For a gNB with knowledge of KAN, shared with a UE, if it can predict any future KAN that will be used between the same UE and another gNB, the confidentiality of messages may be broken. 
If UE does not authenticate gNB during connection activation procedure, UE may camp to a rogue gNB and suffer DoS attack. 

If gNB does not authenticate UE during connection activation procedure, gNB may suffer DoS attack.
5.4.3.7.3
Potential security requirements
If a UE transits to RRC connected state from RRC inactive connected state when connecting a new (another) gNB, new KAN shall be derived between the UE and the new gNB.

When UE is performing RRC connection activation procedure, next generation system should provide mutual authentication means between UE and gNB.
*** END OF CHANGES ***
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