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1
Decision/action requested

Agree on the pCR below.
2
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3
Rationale
Key issue #4.7 for key handling in state transition from RRC_INACTIVE state to RRC_CONNECTED state transition is updated in this pCR.

Questions and agreements for this key issue #4.7, have been added as well into this pCR.
4
Detailed proposal

***BEGIN CHANGES***
5.4.3.7
Key Issue #4.7  Key handling in RRC_INACTIVE state to RRC_CONNECTED state transition 
5.4.3.7.1
Key issue details 
In addition to RRC_IDLEand RRC_CONNECTED, RRC_INACTIVE state has been introduced into the new RAN in TR 38.804 [62].  In the RRC_INACTIVE state, the connection (both CP and UP) between RAN and Core should be maintained, and the AS context should be stored in RAN and the UE. As forward security defined in TS 33.401 [51], for a eNB with knowledge of KeNB, shared with a UE, it shall be computationally infeasible to predict any future KeNB.  Similar with LTE, the next generation network also needs forward security during RRC state transition.  Consequently, key handling mechanism in RRC_INACTIVE state to RRC_CONNECTED state transition is needed.
5.4.3.7.2
Security threats
For a gNB with knowledge of KAN, shared with a UE, if it can predict any future KAN that will be used between the same UE and another gNB, the confidentiality of messages may be broken. 
A malicious UE could, on behalf of a real UE, contact the network (gNB) in order to transit to RRC_CONNECTED state and send false UP data on behalf of the real UE. This attack could also imply that the attacker (malicious UE) could cause a DoS attack on the real UE by moving the UE security context from one gNB to a different gNB, so that when the real UE has UP data pending to be sent to network and initiates transfer to RRC_CONNECTED state, the gNB may not be able to find the UE security context identified by the Resume ID. 
5.4.3.7.3
Potential security requirements
If a UE transits to RRC_CONNECTED state from RRC_INACTIVE state when connecting a new (another) gNB, new KAN shall be derived between the UE and the new gNB.
The network (gNB) shall be able to perform UE verification in order to be able to detect a malicious UE acting on behalf of a real UE.
***NEXT CHANGE***
E.4.7 
Questions and Interim Agreements for Key Issue #4.7
E.4.7.1
Security aspects of inactive mode 

E.4.7.1.1
Description of question

Should key handling in RRC_INACTIVE state to RRC_ACTIVE state transition be addressed in Phase I?
Shall a new KAN be derived between the UE and the gNB when a UE transits to RRC_CONNECTED state from RRC_INACTIVE state when connecting to a new gNB? 
E.4.7.1.2
Interim agreement
Yes. 
Yes. The chosen solution is TBD.
***END CHANGES***

