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Annex x1 (normative): Security aspects of xMB reference point between Content Provider and BM-SC
X1.1
General

The xMB reference point and related stage 2 protocol procedures are defined in TS 26.346 [13]. The present Annex specifies the security aspects of the xMB reference point.

X1.2
Protection of the xMB reference point 

The control plane (xMB-C) shall use TLS and the user plane (xMB-U) shall use TLS for TCP-based transport and DTLS for UDP-based transport as is specified in the following:

The profile for TLS and DTLS implementation and usage shall follow the provisions given in TS 33.310 [31], Annex E. Certificate based mutual authentication using TLS or DTLS between a BM-SC and a Content Provider shall be based on certificate profiles in clauses 6.1.3a and 6.1.4a in TS 33.310 [31]. The structure of the PKI used for these certificates is out of scope of the present document, thus the provisions in these clauses on issuers of the certificates do not apply.
