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1
Decision/action requested

We propose resolution of ENs and addition of evaluation clause for solution #11.3 for TR 33.899 [x].
2
References

[x]
3GPP TR 33.889 v1.1.0 Study on the security aspects of the next generation system
3
Rationale

It is proposed to resolve ENs in solution #11.3 and add evaluation of the solution.

[1st EN in Solution #11.3]

Editor's Note: It is ffs if it is feasible that users can understand security capability items suggested.

It is up to implementation how to present configurable security capability to users. Some of simple example cases such as ‘NG authentication’, ‘LTE authentication’ might be understandable, and more extensive set of configuration could be only understandable to advanced users. This could possibly addressed with recommendation or examples in normative phase. The proposal is to delete EN.

[2nd EN in Solution #11.3]

Editor's Note: It is ffs to how to deliver the preference. One option is to include preference flag/bits in UE security capabilities delivered to the system. Alternative is to include only the strongest algorithm that UE can afford in the UE capability, which is not practical.
As proposed for solution #11.2 in the accompanied contribution, it is proposed to use usual security capability negotiation procedure in default, and consider optimization in normative phase, by deleting EN and adding a note.

 NOTE: Security preference of UE will be delivered to network when security capability negotiation happens. Detail procedure and further optimisation will be specified in normative phase.

[3rd EN in Solution #11.3]

Editor's Note: It is ffs to enlist detail items to be included in the proposed policy within the specification, including distinction of signalling and user data, but this list could be updated later, when there are new security items (from new security features) or needs (newly found vulnerabilities).

As suggested for solution #11.2 in the accompanied contribution, this solution provides a flexible framework to add any set of configurations. Default common set will be specified in normative phase. The following note is proposed, replacing the EN.

 NOTE: The set of items and conditions for security control policy could be customized by network operators or service providers, or updated in the specification when there is needs. The default common set will be specified in the normative phase.

[4th EN in Solution #11.3]

Editor's Note: The policy format/syntax should be simple and essential enough to manage. At the same time, it should be flexible to add new item and value later in the future.
It needs more elaboration in the normative phase, but it is currently simple pair of item and condition, and framework flexible to update. Therefore it is proposed to delete the EN.

[5th EN in Solution #11.3]

Editor's Note: It is ffs when UE is to take action (and following recovery action after taking such actions as off/reject of connection).

Current solution and its example suggests that it could be after it fails to meet the configured preference of security control. Recovery action could be specified in the security control configuration as illustrated by examples. More details should be specified in normative phase, by replacing the EN with a note.

 NOTE: Detail rules and procedures of actions, when the preference of security is not met, will be specified in normative phase.

[Evaluation text for solution #11.3]

This solution supports the requirements of security control in key issue #11.3, by providing means of setting preference to UEs. UE shall be able to deliver its preference during security capability negotiation procedures. Risk of accidental connection failure caused from user’s misunderstanding, could be avoided if UE control configuration by network has priority, or configuration setting by UEs has some predefined limitation. The requirement on choices of available networks based on offered security capabilities, is not fully supported, so more work and optimisation may considered in normative phase. Additionally, this solution supports potential security requirements of key issue #11.1 and #11.4, by providing a flexible framework to configure, request, and negotiate security capabilities to UE (or applications in the UE, if extended to use of security preference set by applications).

4
Detailed proposal

It is proposed to include the following change in TR 33.899 [x]. This is the resubmission of S3-170329, which was not treated during SA3#86.

*** Change Proposal ***

5.11.4.3
Solution #11.3: Security configurability solution using security control policy

5.11.4.3.1
Introduction  

This pCR proposes a solution for key issue #11.3: User control of security.
5.11.4.3.2
Solution details  

Default or standard user control policy (file) of security is downloaded to UICC or protected storage of equipment, through existing OTA mechanism (with protection during OTA). Users can modify this in the configuration/setting menu of UE anytime, and user configuration overrides the default/standard configuration. User control policy of security is specified as following:

· Security capability item, condition list (value list of items, or changes of item value), action(s)
· Example 1: authentication method, (other than new NG authentication), (retry, reject)

When authentication method is other than newly specified ones in NG, it is rejected after retry.

· Example 2: encryption algorithm, (any), (prefer maximum security available)

The preference to the strongest algorithm available is delivered to the system. 



NOTE: Security preference of UE will be delivered to network when security capability negotiation happens. Detail procedure and further optimisation will be specified in normative phase.

NOTE: The set of items and conditions for security control policy could be customized by network operators or service providers, or updated in the specification when there is needs. The default common set will be specified in the normative phase.


NOTE: Detail rules and procedures of actions, when the preference of security is not met, will be specified in normative phase.
5.11.4.3.3
Evaluation 


This solution supports the requirements of security control, by providing means of setting preference to UEs. UE shall be able to deliver its preference during security capability negotiation procedures. Risk of accidental connection failure caused from user’s misunderstanding, could be avoided if UE control configuration by network has priority, or configuration setting by UEs has some predefined limitation. The requirement on choices of available networks based on offered security capabilities, is not fully supported, so more work and optimisation may considered in normative phase. Additionally, this solution supports potential security requirements of key issue #11.1 and #11.4, by providing a flexible framework to configure, request, and negotiate security capabilities to UE (or applications in the UE, if extended to use of security preference set by applications).

*** End of Change Proposal ***

