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[…]
Introduction

This document describes communication security and key agreement processes that are optimised for battery constrained, very low throughput Machine Type Communication (MTC) devices.

Specifically:
-
N-PDU data tampering and eavesdropping
-
Efficient user data protection challenges
-
VPLMN Specific Needs
-
End-to-end security


[…]
3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

BEST: Battery Efficient Security service for Cellular IoT

BEST Capable UE: A UE that is enabled for the BEST service
Enterprise Key: A secret key shared by the Enterprise Application Server and the UE for application in the BEST service

UE-to-HSE: UE to Home PLMN Security Endpoint 

UE-to-EAS: UE to Enterprise Application Server
[…]
4.2
BEST Framework Service Description

4.2.1
Architecture
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Figure 4.2.1-1: The architecture of the extended user plane protection service


The BEST service requires the following components:

-
Home Security Endpoint (HSE) – This is the termination point in the home network that performs the following functions:

-
Terminating the control plane for BEST between the UE and the HSE

-
Terminating the secure communication for BEST between the UE and the HSE if UE-to-HSE security is selected.

-
Routing the user plane traffic for BEST between the UE and the Enterprise Application Server (EAS) if UE-to-EAS security is selected.

-
Anchor for BEST Key agreement only service. Exposes an interface for EAS to obtain MNO provided pre-shared key.

-
End to Middle Key Server (EMKS) – This is an optional key server element that manages the key communication with the HSS (for quintets) and stores keys to reduce loading on the HSE and HSS. The EMKS has interfaces to the HSS (S6a) and the HSE (S6a).

The BEST service uses the following interfaces:

-
S6a between the HSS and the HSE

-
S6a between the HSS and EMKS

-
S6a between the EMKS and the HSE
-
BEST CT and UP between the UE and the HSE

-
xyz between the HSE and the EAS.  Definition of this interface is out of scope.  
Annex B describes a candidate interface based on Restful HTTP for the communication between the HSE and the EAS.

4.3
Procedures between the UE and the HSE

4.3.1
Overview of BEST procedures

To use the BEST service, the UE shall setup a PDN connection to connect to the HSE.  The UE may either use a locally stored IP address to locate the HSE or use a "BEST APN" where the traffic is directed by the PDN Gateway to the correct HSE for that UE.  Once a connection to the HSE exists, the UE may initiate the BEST service.  It is up to the UE as to when it establishes the PDU session that is used for BEST control plane and user plane messages.

The BEST service consists of 5 general processes between the UE and the HSE: session initiation and key agreement, key management, data transfer, session termination, and message rejection.  The details of the End to Middle Secure Data Protocol (EMSDP) used for the BEST control plane service and optionally for user plane security service, is detailed in clause 6.

When BEST user plane (UP) security services are used, UP data plane messages are between the UE and the HSE in UE to HSE security mode, and between the UE and the EAS in UE to EAS security mode.
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Figure 4.3.1-1: Generalised BEST service flow

4.3.2
BEST Session Initiation and Key Agreement

The UE shall initiate a BEST session using the EMSDP Session Request message following the establishment of the PDN connection  To optimise the message flow for battery constrained devices, the EMSDP Session Response is combined with Session Key Agreement.  

The EMSDP Session Request message shall include the UE Identity, BEST capabilities of the UE, the UE serving network and details of the enterprise service including the Enterprise server Id (EAS Id) that the BEST service is being used for.

The EMSDP Session Start message shall include the RAND and AUTN needed for a key agreement of the BEST keys, the BEST service parameters and a checksum validating the previous EMSDP Session Request message.

The HSE shall determine the parameters for the BEST service.  The HSE may use the location information provided by the UE to determine whether aspects of the BEST service, such as cyphering, can be used in that location.

As a result of the key agreement exchange the UE and HSE shall derive the keys to be used for future control plane and user plane security. In case of Key agreement only service, UE and HSE shall derive the EAS specific intermediate key needed for application layer user plane security at the enterprise layer.

To optimise the BEST service for battery constrained devices, confirmation of the BEST session start is not required.  The UE sending a UP message to the HSE is by itself is an implied confirmation.  However, if the BEST service is being used for key agreement only, the HSE shall require the UE to send EMSDP Session Start Confirmation by setting the indicator in the EMSDP Session Start message.  

4.3.3
BEST Session Key Management

At any time during the BEST session, either the UE or the HSE may trigger a re-negotiation of the keys being used for the BEST service using the EMSDP Manage Keys Request and Response exchange.

[…]
4.4
Procedures between the HSE and the EAS
4.4.1
Message Exchange Overview
The message exchanges between the HSE and the EAS are essentially a mirror of the ones between the UE and the HSE.  All BEST control plane messages are terminated or initiated by the HSE.  When BEST user plane security services are used in UE-to-EAS mode, the user plane security is end-to-end between the UE and the EAS.  

Note:  
The actual details and standardization of the HSE to EAS interfaces is out of scope for this release. 
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Figure 4.4.1-1: Generalised BEST EAS service flow

[…]
4.4.5
Session Termination

At any time, any of the BEST functions, the UE or the EAS or the HSE may terminate the current BEST session using the BEST or EAS Session Termination Request and Response message exchange.  Once terminated, all relevant keys and IDs shall be discarded and the UE, the EAS and HSE shall ignore further messages using that session ID, unless a session with that ID is re-established using the session initiation process.

4.4.6
Message Reject

The UE or the EAS or the HSE may at any time trigger a EAS Message Reject message, upon which the recipient shall discard all relevant keys and IDs of the session, and the UE, the EAS and HSE shall ignore further messages using that session ID.
4.5
BEST Data Service

Once the BEST session is successfully initiated, the UE or the HSE or EAS may send UP data using the negotiated keys.  

If the BEST UP session is set up between the UE and the HSE, then the UP packets are initiated or terminated by the HSE.  In this case, the low power optimized EMSDP protocol, as detailed in clause 6, is used.

If the BEST UP session is setup for end-to-end security to the EAS using EMSDP, then the HSE passes the UP messages to the EAS after checking the message is formatted correctly and that it is a UP message. The key used by the UE and EAS to encrypt and decrypt data messages (when required) is KE2Eenc and to integrity protect the message is KE2Eint. Verification of any Key ID, counter, message integrity and deciphering is the responsibility of the EAS.

If the BEST key agreement service is used to set up a data session between the UE and EAS, the UE and EAS to use a protocol with the BEST derived PSK other than EMSDP, e.g., IKE/IPsec or (D)TLS for user plane data transmission. In this case, the HSE does not handle the UP.

4.6
Key Management

4.6.1
Key Agreement and Refresh

4.6.1.1
Key setup messaging between HSE and UE

New keys are agreed either at the start of a BEST session or as required due to key aging or counter thresholds being met.  Key agreement is based on the 3GPP AKA mechanism detailed in TS 33.102 [3] and the AKA challenge is transported between the HSE and the UE as part of the BEST service detailed in clause X.3.2.

The EMDSP protocol has 7 Key IDs for each session ID.  Each Key ID has a separate keyset consisting of an integrity Key (KE2Mint), an encryption key (KE2Menc), optionally an End to End Intermediate Key (KInt_E2E) and optionally an End to End Intermediate Pre-Shared Key (KInt_PSK). 

The End to End Intermediate Key (KInt_E2E) is used together with a local enterprise secret key to calculate KE2Eint and KE2Eenc when BEST User plane security services are used end to end between the UE and the EAS.

The End to End Intermediate Pre-Shared Key (KInt_PSK) is used together with a separate enterprise server identifier (EAS Id) to calculate KInt_EAS_PSK.  There can be many KInt_EAS_PSK derived from one KInt_PSK.
Figure 4.6.1.1-1 shows the generic key agreement process:
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Figure 4.6.1.1-1 Generic BEST key agreement process

The Key agreement steps are:

1.
EMSDP Session Request (UE ID, BEST capabilities, Enterprise information (opt), location ID). The UE shall send the EMSDP Session Request (UE ID, BEST capabilities, Enterprise information (opt) to set up a new BEST session. 

2.
Keys required? - the HSE shall check to see if there are valid keys with valid counter values available in the HSE for that UE then the following is checked:

-
If the HSE has a valid set of keys for the indicated session and the UE ID is valid for that session then the HSE may start the BEST session without re-negotiating the keys (step 8). 

-
If the UE ID is valid  for that HSE and the HSE does not have a valid set of keys for the indicated session or the HSE wishes to update the keys, then it shall first renegotiate the keys (steps 2 to 7) and then start the BEST session (step 8).

-
If the UE ID is not valid for that session ID or the UE does not support the level of service required by the HSE or the enterprise information is not valid for the HSE, then the HSE may reject the command.

3. Authentication-Information-Request over S6a interface – The HSE shall use the S6a interface to the HSS to request one or more authentication vectors using the UE IMSI.  

4. Authentication-Information-Answer over S6a interface – The HSS uses the S6f interface to the HSE to return the requested authentication vectors.   

a. Authentication-Information-Request over the S6a interface between HSE and EMKS – Where an EMKS is used, the HSE shall use the S6a interface to the EMKS to request an authentication vector using the UE IMSI.  

b. Authentication-Information-Request over the S6a interface between EMKS and HSE – The EMKS shall use the S6a interface to the HSS to request one or more authentication vectors using the UE IMSI.  

c. Authentication-Information-Answer over the S6a interface between EMKS and HSE – The HSS shall use the S6a interface to the EMKS to return the requested authentication vectors.  These vectors may be stored on the EMKS for later use.  

d. Authentication-Information-Answer over the S6a interface between HSE and EMKS – The EMKS uses the S6a interface to the HSE to return the requested authentication vector.

5. Calculate HSE Keys -  See key derivation details in clause 5.

6. The HSE may optionally send  "EAS Session Request" to the EAS– The HSE shall use the HSE interface to the EAS to inform the Enterprise Server of the new UE-to-EAS session request and shall forward the intermediate E2E key (KInt_E2E)  to the Enterprise Server in case the intermediate E2E key (KInt_E2E) was calculated in the previous step. When BEST is used for Key Agreement only, the HSE shall forward to the Enterprise Server, the Enterprise server specific pre-shared key (KInt_EAS_PSK) and the key identifier for the the End to End Intermediate Pre Shared Key (KInt_PSK).
7. The Enterprise Server sends a "EAS Session Start" to the HSE – The Enterprise Server shall respond by sending the "UE-to-EAS Session Start" message. This message may contain an EAS container that may include an identifier for the Enterprise Key.

8. EMSDP Session Start message -  The HSE shall send a EMSDP Session Start (Key Agreement, Session Parameters, Request Validation, HSE ID(opt) , EAS container (opt)).

9. EMSDP Session Start Confirmation - UE optionally, if requested in the Session Start Confirmation, responds with an EMSDP Session Start Confirmation message.

10.  EAS Session Start Confirmation - The HSE may optionally send EAS Session Start Confirmation.
11. Calculate UE Keys – See key derivation details in clause 5.   

12. Calculate E2E Keys – In case of the UE-to-EAS BEST UP service, the Enterprise server generates E2E keys as per the key derivation details in clause 5.
[…]
6
End to Middle Secured Data Protocol (EMSDP)

6.1
Introduction

The EMSDP protocol is used for the BEST service. This protocol runs between the UE and the HSE and has been optimised for efficient, secure transfer of both BEST user plane and control plane data.
6.2
EMSDP Protocol Description

6.2.1
Data Stack

Figures 6.2.1-1, 6.2.1-2 and 6.2.1-3 shows examples with the LTE network of the data stacks for the EMSDP transfers (based on 3GPP TS 23.401 [4]) between the HSE and the UE.
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Figure 6.2.1-1: Non-IP data stack for the EMSDP transfers over UP


[image: image6]
Figure 6.2.1-2: Non-IP data stack for the EMSDP transfers over NAS

If the UE selects the non-IP PDN data type as defined in clause 4.3.17.8 of  3GPP TS 23.401[2], the  PDN GW encapsulates the non-IP EMSDP payload in PtP (IP and UDP as detailed in clause 4.3.17.8.3.3.2 of 3GPP TS 23.401[4]) for the communication with the HSE.  In case of the EMSDP is in IP PDN, the PtP encapsulation is unnecessary, and the UE’s IP packet is directly forwarded to the HSE.  This is shown on Figure 6.2.1-2.  


[image: image7]Figure 6.2.1-3: IP data stack for the EMSDP transfers

The dashed box indicates that for UE-to-EAS BEST sessions, the HSE may forward the EMSDP user plane unmodified to the EAS. The signalling plane always terminates in the HSE.

Note: 
It is up to the operator to decide the protocol between the HSE and the EAS. For example, an operator may agree to use the optional Annex B protocol. In that case, the HSE will have to encapsulate the user data in an agreed message format.
Editors Notes: 
How does the UE know the IP address of the HSE.





How does the UE know which IP address to use for source for User plane traffic.

6.2.2
EMSDP general structure

This clause details a type 01 control plane EMSDP message and a type 01 user plane EMSDP message.

Figure 6.2.2-1 shows the general structure of the EMSDP type 01 message:

	Control Plane type 01 message:

	UP / CP Flag
	RFU
	Key ID
	CP COUNTER 
	Session ID
	EMSDP Command
	Cmd Options
	MAC

	1 bit
	1 bit
	3 bits
	Note 4
	Note 1

Note 2
	Note 1

Note 2

Note 3
	Note 2

Note 3
	Note 1

Note 3

	User Plane type 01 message:

	UP / CP Flag
	RFU
	Key ID
	UP COUNTER
	Session ID
	Data Length
	Data
	MAC

	1 bit
	1 bit
	3 bits
	Note 4
	Note 1

Note 2
	Note 1

Note 2

Note 3
	Note 2

Note 3
	Note 1

Note 3


Note 1: The length of these fields is indicated in the  BEST HSE configuration TLV from the HSE.

Note 2: These fields are included in the integrity protection calculation.

Note 3: These fields are encrypted when encryption is used.  When encrypted these fields are replaced by the encrypted output.

Note 4: The length of this field is as defined in the BEST Counter Scheme being used.
Figure 6.2.2-1: data stack for the EMSDP transfers
UP / CP Flag: 
This is a 1 bit field that when set to ‘1’ means that the data packet is a User Plane message and when set to ‘0’ means that the message is a control plane message.

RFU:
This is a 1 bit field that is reserved for future use. Set to ‘0’.

Key ID:
This is a 3 bit field that indicates the key being used for encryption and Integrity protection.  If no keys have been agreed between the HSE and the UE then this shall be ‘000’.  The Key ID is associated to a specific Session ID.
CP COUNTER:
This is a counter, used for control plane data messages, that is incremented every control plane message.  It is used to protect control plane data messages against replay attacks and its length is set based on the counter scheme indicated in the BEST HSE configuration TLV (minimum length is 3 bits).  There are separate counter values for UE to HSE and HSE to UE.  This counter value is associated to a specific Session ID.  There are two independent CP counter values, one for messages from the UE and one for messages to the UE.  The HSE shall not check the CP counter value if the incoming message is "EMSDP Session Request " and the Session ID is 0.
UP COUNTER:
This is a counter, used for user plain data messages, that is incremented every user plain data message.  It is used to protect user plain data message against replay and its length is set based on the counter scheme indicated in the BEST HSE configuration TLV (minimum length is 3 bits). There are separate counter values for UE to HSE and HSE to UE. This counter value is associated to a specific Session ID.  There are two independent UP counter values, one for messages from the UE and one for messages to the UE.
Session ID:
This indicates the identifier for the current session.  The value is assigned by the HSE.    Its length is the value set in the BEST HSE configuration TLV. For signalling messages sent outside of a BEST session, the Session ID length shall be 1 octet and the Session ID value shall be all 0’s. 

EMSDP Command:
This is a 1 byte field that contains the signalling command.  The defined commands are detailed below.

Cmd Options:
This is a TLV container that contains TLV elements that detail the options for the EMSDP command. The defined options TLVs are detailed below.

MAC:
This contains the truncated integrity result for this data packet calculated using the agreed integrity algorithm. Its length is set in the BEST HSE configuration TLV.  For an EMSDP session request command the MAC shall not be present.

Data length:
This holds the length of the following data in this data packet. Its length is set in the BEST service discovery.  This is not present if the data length is set to 0 in the BEST HSE configuration TLV.

Data:
This is the data being transferred.

6.2.3
EMSDP Counter Schemes

6.2.3.1
Optimised EMSDP counter scheme

The optimised EMSDP counter scheme has a 3 bit counter length followed by the counter value.  This allows the counter length to be changed on a per message basis.  The 3 bits are used to indicate the number of octets the counter is on, the value “000” is reserved for future use.  So for instance:

Counter value “1” is represented as “001 00000001”

Counter value “257” is represented as “010 00000001 00000001”

Counter values are rejected if the counter value is less than or equal to a valid counter value already received.  The HSE and the UE may also reject a message with a counter higher than a specific offset from the last valid counter value received.  The HSE shall not check the counter value if the message is EMSDP Session Request and the Session ID is 0.
The optimised EMSDP counter scheme is defined as scheme 01.

[…]
6.2.6
EMSDP Control Plane Commands

[…]
6.2.7.3
Procedures for BEST User Plane Integrity Protected Service using EMSDP

Figure 6.2.7.3-1 shows the messages exchanged between the UE, HSE, HSS/EMKS and EAS in order to setup a BEST Session when using EMSDP. In this figure, the EMKS and HSS are collapsed into one.


[image: image8]
Figure 6.2.7.3-1: BEST Session Setup Procedure for BEST User Plane Integrity Only Service using EMSDP 

In the above figure, steps 1-8 are mandatory. The contents of the respective commands are given in the respective clauses that detail the commands. Step 6 is only performed when a BEST UE-to-EAS UP session is setup.
Figure 6.2.7.3-2 shows the messages exchanged between the UE, HSE, HSS/EMKS and EAS in order to refresh the keys when using EMSDP. In this figure, the EMKS and HSS are collapsed into one.


[image: image9]
Figure 6.2.7.3-2: Best Session for Key Refresh Procedure for BEST User Plane Integrity Only Service using EMSDP 

In the above figure, steps 1-8 are mandatory. The contents of the respective commands are given in the respective clauses that detail the commands. Step 6 is only performed when a BEST UE-to-EAS UP session is setup.
[…]
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