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Abstract of the contribution: Resolving editor’s note in Clause 6.15. 
1. Introduction
This contribution resolves the following editor’s note in Clause 6.15:

Editor’s Note: Whether Step 3 is needed and how it relates to solution 6.3 is FFS. 
Editor’s Note: How homomorphic encryption property is used in this solution is FFS.
Editor’s Note: How this solution supports LI in HPLMN and VPLMN is FFS. 

Editor’s Note: Fallback case for re-provisioning is FFS.

The solution in 6.15 is not expected to be updated. It is also proposed to delete the first editor’s note as the solution only references identity-auth.info pair of solution 6.3 but otherwise is not related to solution 6.3. The remaining editor’s notes are to be converted into notes.
Various editorial fixes are also proposed.

2. Proposed Changes
***************Start of Change 1****************
6. 15
A Vehicle UE Privacy Protection Framework with Homomorphic Encryption

6.15.1
Introduction

This proposal aims to address key issue #7 to provide vehicle UE privacy protection. In TS 22.185, it points out that “Subject to regional regulatory requirements and/or operator policy for a V2V/V2I application, the 3GPP system shall support pseudonymity and privacy of a UE in the use of a V2V/V2I application, such that no single party (operator or third party) can track a UE identity in that region.”

In this proposal, a framework is provided to address the identity privacy problem when vUE accessing network or broadcasting messages. We utilize a blinding technique together with homomorphic encryption. In general, the framework achieves the following properties.

1. MNO generates the (identity, auth.info) pairs, these pairs could be in the form (PMSI, KPMSI) similar to solution #6.3 for vUEs to access to the network or other forms for vUEs to broadcast messages. MNO will encrypt all the pairs and share them with PCA.

2. PCA distributes encrypted (identity, auth.info) pairs to UEs, although PCA knows which UE is requesting identity, he does not know the issued temporary identities because of the encryption.

3. UE requests MNO to decrypt the blinded encrypted (identity, auth.info) pairs, MNO will decrypt and only get the blinded plaintexts due to the homomorphic property of the encryption algorithm. Only UE can recover the (identity, auth.info) pairs from the blinded plaintexts.


6.15.2
Example of Homomorphic Encryption

In general, an encryption scheme with homomophic property means that one can operate in the ciphertexts and reflect these operations in the plaintext. Many encryptions algorithms have homomorphic properties, for example, RSA, ElGamal, Paillier, etc. 

Suppose (e, N) is the RSA public key, and m is the message. Due to RSA encryption, the ciphertext of m is in the form C = me mod N. In order to blind the ciphertext C, a (random) blinding parameter P is chosen (possibly by UE) and the blinded ciphertext of C is in the form B = Pe * C = (Pm)e mod N. Note that B is a valid ciphertext of Pm, and Pm is a blinded form of m. Only the holder of blinding parameter P can recover message m from Pm.

Note that RSA encryption is only an example to describe the homomorphic property. Any other encryption with similar property could be adopted.

Note: How homomorphic encryption property is used is not described in this solution.
6.15.3
Proposed Framework
Suppose the asymmetric encryption algorithm utilized by MNO has the homomorphic property.
1. MNO will pre-configure vUE with MNO’s public key or certtificate, this step is optional depending on whether the blinding operation needs the public key or not. 

2.  MNO generates the identity-auth.info pairs and encrypts them with the public key. Note that the specific entity in MNO generates these pairs could be the temporary ID management function. Then, MNO sends a mega-pool of encrypted identity-auth.info pairs under his own public key to PCA. The specific format of identity-auth.info pair could be (PMSI, KPMSI) as in solution #6.3 or other form to broadcast messages, this depends on the use cases and will be described in the next sessions.

Note: In this step MNO will build a link between identity and the encrypted pair. I.e., the MNO could use an index to find the corresponding encrypted pair with some identity.

3. vUE and PCA authenticate each other in the application layer and establish secure channel. The UE uses application layer identity (appID) in this authentication procedure.

4. vUE sends identity request to PCA and ask for identity-auth.info pairs.

5. PCA chooses (possibly multiple) encrypted identity-auth.info pairs from the pool. Record corresponding relation of the encrypted pairs and UE appID. 

6. PCA sends identity response to vUE together with the chosen encrypted identity-auth.info pairs.

7. vUE and MNO authenticate with each other in the network layer and establish secure channel. The UE uses network layer ID in this authentication procedure, for example, it could be IMSI or old PMSI (requested from PCA).

8. vUE chooses (possible multiple) blinding parameters, and blinds the encrypted identity-auth.info pair received from PCA.

9. vUE sends decryption request to MNO to ask for decryption for blinded encrypted identity-auth.info.

10. MNO decrypts the ciphertexts and gets the blinded identity-auth.info pairs.

11.  MNO sends the blinded identity-auth.info pairs to vUE.

12. vUE recovers the plaintexts by using the blind parameters.

NOTE: This solution works in single operator network.

Note: This solution does not support LI. 

Note: Fallback case for re-provisioning is not addressed in the solution.

***************end of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes proposed in section 2 to the TR 33.885.
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