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Abstract of the contribution: This pCR proposes to remove ENs from the security requirements about the user plane traffic differentiation in the section 4.3.5 of TS 33.250.

Introduction 

This contribution proposes to remove ENs from the security requirements about the user plane traffic differentiation.
Proposed pCR

***
BEGIN OF CHANGES
***
4.3.5.2
User Plane Traffic Differentiation

Requirement Name: User Plane Traffic Differentiation
Requirement Description:

“The EPS shall support simultaneous exchange of IP traffic to multiple PDNs through the use of separate PDN GWs or single PDN GW” as specified in 3GPP TS 23.401 [6], clause 5.10.1. According to this, the PGW shall support the user plane traffic differentiation (e.g. enterprise, internet, etc) by setting the specific APNs, and shall support the traffic isolation based on the APNs (e.g. using VPN). 

Security Objective references: tba

Test case: 

Test Name: TC_USER PLANE TRAFFIC_DIFFERENTIATION
Purpose:

1. To test whether the user plane traffics is differentiated by setting the specific APNs.
2. To test whether the traffic is isolated based on the APNs.
Procedure and execution steps:

Pre-Condition:

The PGW has configured several APNs for the testing, and every APN is configured to associate with specific VPN (e.g. the VPN can be GRE) for user plane traffic. For example, APN1’s traffic is sent and received by VPN1, and APN2’s traffic is sent and received by VPN2.
The PGW for which the test applies and that fail to meet this precondition fail the test by definition. 

Execution Steps

Execute the following steps:

1. The tester intercepts the VPN packets between the P-GW and PDN, as well as the GTP-U packets between P-GW and S-GW/UE;
2. The tester triggers APN1’s traffic with the P-GW, then the tester verifies that the tunnel id of the VPN packets sent by the P-GW indicates VPN1 as well as the TEID of the GTP-U packets sent by the P-GW indicates APN1;
3. The tester triggers APN2’s traffic with the P-GW, then the tester verifies that the tunnel id of the VPN packets sent by the P-GW indicates VPN2 as well as the TEID of the GTP-U packets sent by the P-GW indicates APN2;
4. The tester triggers APN1’s traffic with the P-GW, then the tester verifies that the tunnel id of the VPN packets sent by the P-GW does not indicate VPN2 as well as the TEID of the GTP-U packets sent by the P-GW does not indicate APN2;
5. The tester triggers APN2’s traffic with the P-GW, then the tester verifies that the tunnel id of the VPN packets sent by the P-GW does not indicate VPN1 as well as the TEID of the GTP-U packets sent by the P-GW does not indicate APN1;

Expected Results:

The four verification should be successful.

Expected format of evidence:

The APN traffic is sent and received by the right VPN.
***
END OF CHANGES
***
