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Network Authorization 
This PCR resolves Editor’s Notes in Section 5.6.4.3.2.
It is the revision of S3-170602/S3-170031, reviewed at 3GPP FS_NSA conference Call#14 on February 23, 2017 and received the following comments.

Noamen (Ericsson): on Figure 5.6.4.3.2-3, step1: How do you communicate with AuthF? Similar question by Günther. IDCC: use out-of-band mechanisms in steps 1, 9. Clarify in text what is 3GPP-defined interface and what is not.

Lia (TI): trusted 3rd party should authenticate user, but this should be communicated to resouce allocation function (step 12), trust in UE message is not sufficient. IDCC: there is an access token (PoA). Lia. How could AMF verify PoA? Protocol is not robust. Need to clarify is control and user plane?

IDCC: trusted 3rd party could be using the  NEF (network exposure function) as defined by SA2. Will provide reference to NEF and explain how the NEF could be used in this context.

The authors incorporated all recorded comments into this present version of the contribution.
In addition, a post-SA3#86-Bis offline discussion with HW resulted in the SPCF-related Note added to the text.
1. Introduction

This PCR resolves existing Editor’s Notes in Section 5.6.4.3.2 by adding mapping to existing architectural components and call flows.
2. PCR
****************** Begin Change *******************

5.6.4.3.2
Solution details 
The proposed architecture is illustrated in Figure 5.6.4.3.2-1. 
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Figure 5.6.4.3.2-1. Dynamic Authorization by Trusted Third-party

The architectural components are described as follows:
· Access Control Policy Function (ACPF): The ACPF is responsible for generating the policies required for performing subscriber / user authorizations to slices / services. The policies are updated on a regular basis based on operator policies and uploaded to Authorization Function(s).

· Authorization Function (AuthF): This function performs the authorization based upon a request from a subscriber and then makes a decision using the access control policies provisioned by the ACPF. The AuthF issues a “Proof-of-Authorization” to a subscriber based upon possible additional authorization checks (e.g., equipment authentication). The AuthF is located within a trusted third party domain.

· Service / Slice Information DB (SIDB): The SIDB contains details about the services / slices such as (e.g. slice-id, expected security level of a slice)

· Authentication Repository and Processing Function (ARPF): This is a store for subscriber / NG-UE profile and security related information. 

· Enforcement Function (EF): These functions perform enforcements for policies relating to access control to services / slices based upon “Proof-of-Authorization”.

· Proof-of-Authorization (PoA): This is a proof by which an NG-UE can gain access to a service / slice. A PoA may be issued by an AuthF. The PoA may be in the form of signed messages or by means of tokens (e.g. OAuth token).


Note: The ACPF is a subset of the SPCF as defined in Section 5.2.1.2 of this TR. The SPCF provides the security policy based on application service logic applicable to security policy negotiation.
Figure 5.6.4.2.2-3 defines mapping of architectural components described above into approved SA2 components.

Description of the functional components:
· Policy Information Point (PIP): The PIP contains information about the various attributes that may be used for determining authorization. Examples of the attributes may include: subscriber profile information, slice / service information, device information etc. Examples of PIP, may include: ARPF, HSS 

· Policy Retrieval Point (PRP): The PRP is used as an entity that hosts general operator policies, slice / service policies, subscriber and device policies, general security policies (e.g. authorization / authentication ) etc. An example of a PRP is a Policy and Charging Rules Function (e.g. NG-PCRF). In addition to a traditional PRP, the PRF can aggregate the various policies for slice / service access in order to create a policy rule which may then be used by a PDP.

· Policy Decision Point (PDP): The PDP makes a decision based upon a NG-UE’s request and taking into considerations the different policy rules that may have been generated by the PRP. In the above scenario, the PDP function is performed by an AuthF. An example of an AuthF is a Prose Function. The PDP / AF generates a PoA based upon the authorization checks. The PDP is located within the domain of a Trusted Third party network. 

· Policy Enforcement Point (PEP): This is a function that enforces policies. The PEP is the function that provides access to a service based upon verification of a PoA.  This functional entity may reside at e.g., the eNB or the MME.

A high-level message flow diagram is illustrated in Figure 5.6.4.3.2-2. 
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Figure 5.6.4.3.2-2. Message flow diagram
Description of the steps for Figure 5.6.4.3.2-2:

1. The NG-UE requests authorization for access to a service (e.g. Prose Direct Discovery or Direct Communication or both) from AuthF.

2. The PDP creates a specific request to the PRP (PCRF) based upon the request from NG-UE.

3. The PRP obtains policies, subscriber information, equipment information, slice / service information, etc. from PIP which may involve various data sources (e.g. ARPF / HSS). The PRP aggregates the various policies and generates authorization rules. 

4. Based upon the rules that have been obtained by the AuthF, the AuthF may perform one or more additional authorization checks. Examples of such authorization checks may involve, an equipment authentication 

5. Based on the results of the authorization checks, the AuthF provides a PoA to the UE. The PoA may be in the form of one or more Access Token(s). It is assumed that the PoA is provided to the UE using a secure communications channel. 

6. The NG-UE securely stores the PoA, depending upon the type and validity of the PoA. In the case, of the access token, its scope and usage may be described in similar terms as the OAuth token.  

7. The NG-UE presents the PoA to the PEP / EF (e.g. eNB, MME). It is assumed that the UE presents the PoA to the EF using a secure communications channel. 

8. The EF verifies the PoA and determines the type of service access that has to be provided to the NG-UE. It is assumed that EF and AuthF share a trust relationship. 

9. After the EF verifies the PoA the NG-UE is granted access to the service. 


Procedure for a Dynamic Authorization by a Trusted Third-party is depicted in Figure 5.6.4.3.2-3.
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Figure 5.6.4.3.2-3: Dynamic Authorization by Trusted Third-party
The description of the steps is as follows:
The pre-condition for the call flow in Figure 5.6.4.3.2-3 is establishment of secure NG-UE – TTP communication channel. Such a channel may be out of band and does not need to be in 3GPP scope. The establishment of secure NG-UE – TTP communication channel is outside of the scope of this solution.
1. The NG-UE sends a Service Authorization Request message to a Trusted Third Party (TTP) / AuthF. This message may contain the IMSI, MSISDN or a temp ID of the NG-UE, the service that is being requested using SM-NSSAI and optional context information. The temp ID may have been obtained during the Attach Accept message from SN. The NG-UE also received an Accepted NSSAI in that same message.  The Accepted NSSAI is a collection of SM-NSSAI accessible by the UE on the SN, from which the UE selects an appropriate SM-NSSAI which may be used by the network to route the service request to the appropriate slice/SMF. Service Authorization Request message is sent over a pre-established secure NG-UE – TTP communication channel. 
2. If the TTP (AuthF) were not pre-provisioned with authorization policies then the TTP selects the appropriate function within the HN (e.g. PCF or NEF).

3. The TTP/AF (AuthF) sends a message requesting authorization policies associated with the requested service / slice(s) from  the HN for the NG-UE. The message contains the IMSI, temp ID or MSISDN of the NG-UE. The message may be sent to the PCF / NEF over the N5, the reference point between PCF and AF, or over the Nnef, the service-based interface exhibited by the NEF.
4. The PCF / NEF obtains the subscription profile associated with the NG-UE from the UDM (ARPF / SIDB).
5. The PCF / NEF sends the authorization policies that are required for authorization to the TTP (AuthF).
6. The TTP (AuthF) performs authorization check(s) of the NG-UE based on policies and context info. This may entail one or more checks that may involve the NG-UE.

7. If the authorization check(s) were passed by the NG-UE, the TTP (AuthF) generates a PoA. The PoA may be in the form of an Access Token.
8. The TTP (AuthF) sends a Service Authorization Response message containing the PoA to the NG-UE. In case of a failed authorization a failure code is sent. The Service Authorization Response message is sent over a pre-established secure NG-UE – TTP communication channel. 
9. The NG-UE sends a Service Request message to the network (AMF / SCMF) containing the previously issued PoA. 
10. The AMF / SCMF verifies the authenticity, freshness and scope of the PoA. If the PoA is valid and matches the service requirements, then the AMF / SCMF extracts appropriate information from the PoA and creates or updates an associated Service / Security Context for the NG-UE. PoA verification may be achieved by validating the signature within the PoA (e.g., PoA signed by TPP) or by using any other applicable verification method.
11. Appropriate resource allocation and configurations are performed at the network. The appropriate EFs within the AN and UPF-i are configured to permit the NG-UE to access the service / slice(s).

12. The AMF / SCMF sends a Service Response message containing the authorization approval and the authorized service parameters to the NG-UE.

13. The NG-UE is provided with access to the service / slice(s). 

The Service Access phase (Steps 10-14) may be subsequently performed multiple times after a successful completion of the Authorization phase (Steps 1-13) as long as the PoA is valid.
Note: TS 23.501[74] defines the Network Exposure Function (NEF) in Section 5.20, External Exposure of Network Capability as follows:
The Network Exposure Function (NEF) supports external exposure of capabilities of network functions. External exposure can be categorized as Monitoring capability, Provisioning capability, and Policy/Charging capability. The Monitoring capability is for monitoring of specific event for UE in 5G system and making such monitoring events information available for external exposure via the NEF. The Provisioning capability is for allowing external party to provision of information which can be used for the UE in 5G system. The Policy/Charging capability is for handling QoS and charging policy for the UE based on the request from external party.
Monitoring capability is comprised of means that allow the identification of the 5G network function suitable for configuring the specific monitoring events, detect the monitoring event, and report the monitoring event to the authorised external party. Monitoring capability can be used for exposing UE's mobility management context such as UE location, reachability, roaming status, and loss of connectivity.
Provisioning capability is comprised of means that allow the identification of the 5G network function responsible for adopting the provisioning information from the external party, receive the provisioning information, and use the provisioning information for the UE. Provisioning capability can be used for the mobility management and session management of the UE. For the mobility management of the UE, Mobility Pattern can be provisioned. For the session management of the UE, communication pattern can be provisioned such as periodic communication time, communication duration time, and scheduled communication time.
Note: Current versions of TS 23.501[74]  and 23.502[83] have discontinued the use of the term CCNF and describe AMF and PCF as common control functions, while SMF and UPF form slice-specific functions.
******************* End Change ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
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