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Dear SA3,

As SA3 moves forward with security requirements for 5G systems, you may find the work of TC Cyber Working Group for Quantum Safe Cryptography (Cyber QSC) useful.  I would therefore like to make you aware of the progress we have made since its foundation in March 2015.

The focus of the QSC is on the practical implementation considerations of quantum safe cryptography.  This includes architectural impacts, performance considerations, benchmarking, signalling, protocols and other related areas with a focus on real-world system implementations.  Our work does not include the development of cryptographic primitives, as this task is better undertaken in an expert group such as ETSI Security Algorithms Group of Experts (SAGE).

Recent publications

GR-QSC-001 “Quantum-Safe Primitives Assessment” http://www.etsi.org/deliver/etsi_gr/QSC/001_099/001/01.01.01_60/gr_QSC001v010101p.pdf 

This Group Report (GR) provides an overview of best practices by industry and academia for assessing cryptographic primitives that have been proposed for key establishment and authentication applications, and which may be suitable for use by industry to develop quantum-safe solutions for real-world applications.

GR-QSC-003 “Case studies and deployment scenarios” http://www.etsi.org/deliver/etsi_gr/QSC/001_099/003/01.01.01_60/gr_QSC003v010101p.pdf

Presents an examination of a number of real-world uses cases for the deployment of quantum-safe cryptography (QSC) such as typical applications where cryptographic primitives are deployed today, certain consequences of adapting services and applications to quantum safe equivalents, along with features that may need change to accommodate quantum-safe cryptography, and options for upgrading public-key primitives for key establishment and authentication, although several alternative, non public-key options.

GR-QSC-004 “Quantum Safe Threat Analysis”
http://www.etsi.org/deliver/etsi_gr/QSC/001_099/004/01.01.01_60/gr_QSC004v010101p.pdf

A simplified threat assessment following the guidelines of ETSI Technical Specification (TS) 102 165-1 for a number of use cases, and for various aspects of security such as symmetric key algorithms, public key algorithms, random number generation and security protocols like Transport Layer Security (TLS), Internet Protocol Security (IPSec), Internet Key Exchange (IKE), Secure Multipurpose Internet Mail Extensions (SMIME) and Public Key Infrastructure (PKI).

GR-QSC-006 “Limits of Quantum Computing” http://www.etsi.org/deliver/etsi_gr/QSC/001_099/006/01.01.01_60/gr_QSC006v010101p.pdf

An analysis of quantum computing capabilities is presented within the context of solving symmetric key cryptographic problems, relative to the evolution of quantum computing and commercial quantum computers, learning curves such as Moore’s law, “worst-case” quantum computing assumptions and an exploration of the upper-bounds of quantum computing.

New Work Items in progress

QSC-007: Quantum-Safe Key Exchanges: proposed by CESG, supported by Phillips International, ISARA Corp., CESG, Thales U.K. and Queens University Belfast proposed in QSC#7, September 2016.

QSC-008: Quantum-Safe Cryptographic Signature assessment: proposed by INRIA, supported by Phillips International, Thales U.K. limited, CESG, Queens University Belfast and Security Innovation Inc., Belfast proposed in QSC#7, September 2016.

QSC-009 Quantum-Safe Virtual Private Network (VPN), proposed by ISARA Corp., supported by Phillips International, PIDS, NCSC, Amazon, Thales UK Limited and Qunion.

If you have any questions or if we can be of service to SA3, please contact me directly, and of course we welcome your participation and input at any of our working group QSC meetings.

Best regards,


Mark Pecen
mpecen@approachinfinity.ca

Chairman, ETSI TC Cyber QSC
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