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Abstract of the contribution:
This pCR details the “Solution 1.21: Flexible UP security termination point”  proposing the support of UP Security (key issue #1.15) both in RAN and UPF to be flexible activated based on MNO’s configuration option.
Security threats and some potential security requirements are also provided in clause 5.1.3.15.2 and 5.1.3.15.3, respectively.
1   Introduction
This pCR details the “Solution 1.21: Flexible UP security termination point”  proposing the support of the UP Security (key issue #1.15) both in RAN and UPF to be flexible activated based on MNO’s configuration option.

Security threats and some potential security requirements are also provided in clause 5.1.3.15.2 and 5.1.3.15.3, respectively.

This document is structered as follows:

· Deployment Scenarios, where possible deployment scenarios, that are of interest for a MNO and derived from TS 23.501 are reported. For each scenario a threat analysis is also provided.
· Requirements derived from the deployment scenarios
· Proposed Solution

· Evaluation and Conclusions

2  Discussion

2.1 Deployment Scenarios and UP threat analysis
5G System should be able to support several use cases which can be supported by different deployment scenarios. The most realistic 5G System deployments scenario for a MNO which allow to support/met the requirements of different 5G use cases are described and analyzed hereafter, from a security perspective.

1 C-RAN in the MNO DataCenter (DC): This scenario includes Mobile Network deployments with a Cloud RAN. In this scenario, the C-RAN is based on a Centralised Unit (CU)/Distributed Unit(DU) functional split. 
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In this deployment scenario the CU is deployed in the MNO Data Center  (trusted location) while the DU is in a remote location (i.e. potentially in an untrusted location). In this scenario the UP Security can be terminated in the CU or in the UPF and the same security level can be achieved since both are in the DC.
Focusing the discussion on where to physically terminate the UP security, both options (i.e. UP-STF located in the RAN or in the UPF) would provide the same security level since both nodes (i.e. RAN and UPF) are located within MNO DC.
2 Traditional RAN : This scenario also includes small/pico-cells in private locations, shared RAN deployments as well traditional Mobile Network deployments without C-RAN.
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The RAN nodes are assumed to be potentially deployed in an untrusted location and so they can can be exposed to attackes willing to compromise the confidentiality, authenticity and the integrity of the UP.

In addition, RAN nodes can also be shared and operated by less trusted operator. The Mobile Core Network operator trusts the operator of the shared RAN, but, as trust is not transitive, the customer of the Mobile Core Network operator (or slice tenant) may not trust the RAN operator and cannot be required to a customer the usage of an over-the-top security solution to guarantee the confidentiality, authenticity and integrity of UP traffic.
Focusing the discussion on where to physically terminate the UP security, in this scenario the UP-STF needs to be placed within the UPF otherwise UP would be exposed over N3 reference point and an additional mechanism (e.g. IPsec) would be needed to protect this backhauling link.

. 
3 “Factory”: In this deployment scenario a certain RAN node is used by the Factory (e.g.for automation) and by human subscribers of the MNO that also provides the 5G System to the factory. 
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In this case, based on traffic policy the UPF local to the factory (i.e. outside the MNO DC) needs to be able to divert UP between the local DN and MNO DN (in this last case the UP will further transit through an additional UPF node located in the MNO DC). For this reason the UP security needs to terminate within the factory and then UP needs also to be protected over N9 interface (since N9 links the MNO DC with an entity placed outside the MNO DC). The security on N9 can be ensured e.g. using point to point tunneling. 
Focusing the discussion on where to physically terminate the UP security within the factory, both options (i.e. UP-STF located in the RAN or in the UPF local to the factory) would provide the same security level since both nodes (i.e. RAN and UPF) are external to the MNO DC and internal to the factory. 
4 Factory-bis: In this scenario the same RAN is used by the factory (e.g.for automation) and by human  subscribers of the MNO that also provides the 5G System to the factoy, like in the previous scenario but the UPF located in the MNO DC is missing.
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Based on traffic policy, the UPF local to the factory needs to be able to divert UP between the local DN and MNO DN (in this case without transiting through an additional UPF located in the MNO DC), and then also in this case the UP security needs to terminate within the factory. In this scenario N9 interface is missing. No UP security over N6 is needed even if N6 links the MNO DC with an entity placed outside the MNO DC since N6 is equivalent to the SGi reference point for 4G.  
Focusing the discussion on where to physically terminate the UP security within the factory, both options (i.e. UP-STF located in the RAN or in the UPF local to the factory) would provide the same security level since both nodes (i.e. RAN and UPF) are external to the MNO DC and internal to the factory. 
5 C-RAN in an untrusted location: in this scenario the MNO C-RAN and the local UPF are placed  in an untrusted location that is more exposed (to attackes willing to compromise the confidentiality, authenticity and the integrity of the UP) than Factory cases.  
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In this scenario the C-RAN diverts UP between two different UPF (and DN) based on the requested DN and the UP needs to be protected from the UE to the UPF. 

Focusing the discussion on where to physically terminate the UP security, in this scenario the UP-STF needs to be placed within the UPF otherwise UP would be exposed over N3 reference point and an additional mechanism (e.g. IPsec) would be needed to protect this backhauling link.

Note that even if the UP-STF is placed in the UPF, the C-RAN will be able to perform the diversion between the two UPFs since:

· From the UE two different DNN Service Requests occur

· For each service Request two different PDU Sessions are set up

· all the headers added by the 5G RAN protocol stack layers will be in clear text. 
2.2 Requirements 
Out of the n.5 scenarios depicted in clause 2.1, for n.3 of them (i.e. “C-RAN in the MNO DataCenter (DC)”, “Factory” and “Factory-bis”) the UP-STF can be placed within the RAN or within the UPF with the same security level but there are n.2 scenarios (i.e. “Traditional RAN” and  “C-RAN in an untrusted location”) where terminating the UP security in the RAN would automatically imply the need to deploy an additional security mechanism (e.g. IPsec) and additional equipments (e.g. SEGs) to protect the UP on the N3 backhauling link. 
Moreover, the practical experience with LTE deployments shown 

· performance inefficiency (caused by back-to-back UP security termination,re-establishment in the base station, deployment of additional network equipments and increased packet sizes) 

· UP security was based on tunneling techniques which were optional or may not be enabled by default in the deployments;
· Interoperability issues

· Increased deployment and operational costs
Based on this,  the UP Security should address the following macro-requirements:

· The mechanism to be designed should allow the MNO to flexibly (and statically) terminate (based on deployment scenario) the UP security on the RAN or on the UPF; 
· The UE does not need to be aware of the precise location (i.e. RAN or UPF) where the UP security is terminated from the network side;
· No additional Network Equipment  to deploy and mantain for UP traffic protection;
· Cost-saving solutions.
2.3 Proposed Solution 

The proposed solution is based on the assumption that the UP Security should be handled by a dedicated extra-layer named for convenience UP-L.

The UP-L should manage all the UP security functions including UP security negotiation (keys, algorithms and so on), security algorithms agreed for user traffic confidentiality and integrity.

At UE-side, the UE should implement the UP-L on the top of PDCP layer in the radio protocol stack in order to guarantee its indipendence.

At the network side, the UP-L should be implemented in the UP-STF. In order to properly cover all scenarios, the UP-STF should be implemented both by RAN and UPF. In particular the UP-L should be on the top of:

· PDCP layer in the 5G RAN Radio protocol stack

· GTP layer in the UPF N3 protocol stack

This solution assumes that the UP-STF is not contemporary enabled in the RAN and in the UPF. The enabling of the UP-STF on the RAN or on the UPF is based on configuration options during the deloyment phase.

When UP-STF is enabled in the UPF, no other security over the air (e.g. no additional encription is required by the RAN) is required. In this case RAN will have all the elements to divert the traffic accordingly, since only the UP traffic will be encrypted and all the other headers provided by the lowest stack layer are in clear text.

.
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Figure 1 NETWORK CONFIGURATION ENABLING THE UP-STF in the UPF.
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Figure 2 NETWORK CONFIGURATION ENABLING THE UP-STF in the RAN.
For the UE the termination of the UP Security is intended to be totally transparent.

The AMF/SMF should deliver to the UP-STF the proper Key for deriving the UP Security Keys using the control plane signalling interface. For this reason, the UP-STF needs to register  towards the AMF/SMF. 

The UP Security Keys negotiation should occur when the UP is set up (i.e. contextually to a DNN request).
2.4 Evaluation and Conclusions
The main advantages of this solution are:

· Flexibility of UP-STF location based on static configuration options. 

· Untrusted RAN deployments (e.g. scenario #2) can be made secure natively without the usage of VPN protocols like IPSec.

· UP security is ensured without the need to use over-the-top security solutions. 
· To avoid the need to use additional network elements like SEGs.
The main drawback is :

· The UP-STF needs to be implemented in two different Network Elements (i.e. gNB and UPF). 
3   Concrete Proposal
5.1.3.15
Key issue #1.15: Termination point of UP security

5.1.3.15.1
Key issue details

In Next Generation network different termination points for User Plane traffic should be supported, (i.e. the gateway where the User Plane is terminated may be located, for example, in the CN rather than in the AN, depending on the scenario). Therefore, it also needs to be studied whether the user plane integrity protection and confidentiality protection mechanism may be located in different places in order to provide appropriate security for all scenarios. 

From security point of view, it is better if the user plane protection terminates deeper in the network rather than closer to the edge of the network. This was the reason why termination point was moved from the base station to the radio network controller when GSM was replaced by 3G. For LTE the termination point was moved back to the base station but this was done because of other reasons than security. In addition, this is an advantage that does not require the NG-UE to continuously negotiates new UP security protection keys whenever moving from one gNB to another.
From TR 23.799, it appears that there will be multiple UP gateways located in different places depending on the service scenarios and requirements. Therefore, UP user plane security protection architecture could be implemented by locating the user plane security termination point in these different locations.

Two concerns on user plane protection from heterogeneous access and IT-Driven network architecture are listed as following:

-
Heterogeneous access. The heterogeneous access networks in NextGen may include 3GPP and non-3GPP accesses, and the number of the access points (e.g. base stations, APs etc) could be quite large. Furthermore, there could be many independent parties that control parts of the heterogeneous access network. All this increases the risk of having a vulnerable and/or compromised node in the network. As a mitigation for this increased risk, user plane protection between UE and User Plane Gateway could reduce the security complexity caused by multiple access technologies and massive number of potentially vulnerable access nodes.

NOTE:
According to TR23.799, the IPsec tunnel for untrusted non-3GPP access terminates at N3WIF.
-
IT-Driven Network Architecture. The next generation system is expected to support deployments in virtualized environments. So the network nodes would be virtualized, and that could lead to re-evaluation of security attacks based on the NFV (Network Function Virtualization). Therefore, UP protection between UE and User Plane Gateway for the user plane would imply minimizing the security impact from the network virtualization to UP data security. If we assume that the UP protection is terminated somewhere in the network then at least one node in the network would be a terminating point. (Possibly there are several termination points if hop-by-hop protection is applied.) It is possible that all nodes in the network are virtualized, including the UP Gateway itself. Then the UP protection termination point is affected by the virtualization but still number of virtualized nodes that have an impact on the UP protection is limited to its minimal value, i.e. to a single node.
Editor’s Note: The LI of UP security termination point in home network is ffs.
5.1.3.15.2
Security threats
5.1.3.15.3
Potential security requirements

-
Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 
Editor's Note: The following requirement needs more explanation, e.g. it is not clear if there will be a UP gateway in RAN and what is its relation to gNB.   
-
UP-traffic protection termination point should be the same point where the UP-traffic itself is terminated. Typically, this point would be the UP gateway, which can be located in CN or AN.

-
Flexible UP-traffic protection shall support the scenario where different network slices can use different UP-traffic protection mechanisms. 

-
Flexible UP-traffic protection shall support the scenario where heterogeneous access technologies can use different UP-traffic protection mechanisms.

- LTE RAN nodes deployments can be exposed to attacks which compromise the confidentiality, authenticity and the integrity of the UP.

- Even if IPSec is implemented in the backhaul, access security is hop-by-hop. Depending on scenarios, security becomes dependent on also strong hardening of gNB.
- It cannot be assumed that a customer uses an over-the-top security solution to guarantee the confidentiality, authenticity and integrity of UP.
5.1.3.15.3
Potential security requirements

-
Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 
Editor's Note: The following requirement needs more explanation, e.g. it is not clear if there will be a UP gateway in RAN and what is its relation to gNB.   
-
UP-traffic protection termination point should be the same point where the UP-traffic itself is terminated. Typically, this point would be the UP gateway, which can be located in CN or AN.

-
Flexible UP-traffic protection shall support the scenario where different network slices can use different UP-traffic protection mechanisms. 

-
Flexible UP-traffic protection shall support the scenario where heterogeneous access technologies can use different UP-traffic protection mechanisms.
-   The solution to be designed should allow the MNO to flexibly terminate the UP security in a physically secure location (defined by the MNO, based on deployment scenario) ; 




5.1.4.21

Solution 1.21: Flexible UP security termination point

5.1.4.21.1
Introduction  

This solution addresses key issue 1.15 about flexible UP security termination by introducing a UP-STF that is tasked with terminating the User Plane Security.
5.1.4.21.2
Solution details  



The proposed solution is based on the assumption that the UP Security should be handled by a dedicated extra-layer named for convenience UP-L.

The UP-L should manage all the UP security functions including UP security negotiation (keys, algorithms and so on), security algorithms agreed for user traffic confidentiality and integrity.

At UE-side, the UE should implement the UP-L on the top of PDCP layer in the radio protocol stack in order to guarantee its indipendence.

At the network side, the UP-L should be implemented in the UP-STF. In order to properly cover all scenarios, the UP-STF should be implemented both by RAN and UPF. In particular the UP-L should be on the top of:

· PDCP layer in the 5G RAN Radio protocol stack

· GTP layer in the UPF N3 protocol stack

This solution assumes that the UP-STF is not contemporary enabled in the RAN and in the UPF. The enabling of the UP-STF on the RAN or on the UPF is based on configuration options during the deloyment phase.

When UP-STF is enabled in the UPF, no other security over the air (e.g. no additional encription is required by the RAN) is required. In this case RAN will have all the elements to divert the traffic accordingly, since only the UP traffic will be encrypted and all the other headers provided by the lowest stack layer are in clear text.
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Figure 1 NETWORK CONFIGURATION ENABLING THE UP-STF in the UPF.
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Figure 2 NETWORK CONFIGURATION ENABLING THE UP-STF in the RAN.
For the UE the termination of the UP Security is intended to be totally transparent.

The AMF/SMF should deliver to the UP-STF the proper Key for deriving the UP Security Keys using the control plane signalling interface. For this reason, the UP-STF needs to register  towards the AMF/SMF. 

The UP Security Keys negotiation should occur when the UP is set up (i.e. contextually to a DNN request).
5.1.4.21.3
Evaluation 

This solution straightforwardly addresses KI#1.15 by introducing a UP-STF that terminates the UP security. It is also aligned with the 5G system architecture agreed in TS 23.501 and is able to address the potential security requirements listed in clause 5.1.3.15.3.
The main advantages of this solution are:

· Flexibility of UP-STF location based on static configuration options. 

· Untrusted RAN deployments (e.g. scenario #2) can be made secure natively without the usage of VPN protocols like IPSec.

· UP security is ensured without the need to use over-the-top security solutions. 

· To avoid the need to use additional network elements like SEGs.

The main drawback is that the UP-STF needs to be implemented in two different Network Elements (i.e. gNB and UPF). 
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