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1
Decision/action requested

This document proposes that at least one non-AKA EAP method is standardized in phase 1. It is assumed that EAP AKA will be standardized for consumer devices. It is proposed that EAP TLS shall be standardized for non-human, machine-type communication, and limited for local usage in 3GPP network. EAP TLS shall also be standardized for private networks using 5G technology.
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References

3
Rationale

SA1 has agreed in TS 22.261 on a requirement for operator controlled alternative authentication methods for industry automation and machine type communication deployments (see below). There is some uncertainty what the "isolated deployment" really means, it can be interpreted as something where roaming is allowed (but the deployments are still isolated e.g. by using network slicing) or as purely private/local deployment. However, it is still requiring support for non-AKA authentication methods. 
· "The 5G system shall support operator controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation)."

TS 22.261 has also a requirement for supporting network access using 3rd party identities, credentials and authentication methods for private network that are using 5G technology (see below). In this use case the 5G technology is not used as part of the 3GPP network but as a part of another network. Since the authentication methods are provided by a 3rd party, it cannot be assumed that the authentication methods are based on AKA. 
· " For a private network using 5G technology, the 5G system shall support network access using identities, credentials, and authentication methods provided and managed by a 3rd party and supported by 3GPP."

In order to support these use cases, TR 33.899 is proposing several non-AKA EAP methods, e.g. EAP TLS, EAP TTLS, and EAP PSK. The phase 1 normative specification should take a stand of which non-AKA authentication methods are supported by NextGen system. Otherwise, there is a risk that there is no interoperability between the NG-UEs, and the NextGen networks. Some EAP methods may have security vulnerabilities. 
We propose that EAP TLS is specified in phase 1. Some of the rationalities are: 
· It would be good to have at least one non-AKA EAP method specified in phase 1. This would fulfill the SA1 use cases, and guarantee that the phase 1 security design is done in an authentication method independent way. Privacy, design of Kseaf generation, the 5G NAS protocol carrying the authentication messages etc may need to be designed in the way that it works with more than one authentication method. 
· EAP-TLS is a mature authentication protocol for authentication. It is well-known, and widely implemented. For example, EAP-TLS is the original standard WLAN authentication protocol, and it used to be the only EAP method that WLAN vendors needed to certify for a WPA/WPA2 logo. EAP-TLS is also part of wpa_supplicant which is a free software implementation of an IEEE 802.11i supplicant for Linux, FreeBSD, NetBSD, QNX, AROS, Microsoft Windows, Solaris, OS/2 and Haiku. There are various known client and server implementations of EAP-TLS from various vendors. Many commercial and open source operating systems has native support for EAP-TLS. Many MTC type of protocols, such as CoAP, are assuming public keys from the UE.
· Security wise, the EAP-TLS can be considered as one of the most secure EAP method available. Using the client-side public keys, EAP-TLS is not vulnerable for problems related to compromised passwords. Many other EAP methods rely on passwords. The TLS version run within EAP-TLS needs to be decided, RFC 5216 currently specifies that it need to be v1.0 or later. 
· The storage of public key within the NG-UE would need to be resolved. Agreements on security area #5 "Security within NG-UE" should apply. 
4
Detailed proposal

It is proposed that the attached pCR is approved, and changes incorporated to TR 33.899.  
*** BEGIN CHANGE ***

E.2.1.3 
The choice of EAP methods 

E.2.1.3.1 
Description of Question

Several solutions propose support for various EAP methods, e.g. EAP AKA, EAP AKA’, EAP TLS, EAP TTLS, and EAP PSK. 

Question: 

Exactly which EAP methods shall be standardized for NextGen access in 3GPP? 

E.2.1.3.2 
Agreement

EAP TLS shall be standardized in Phase 1 for NextGen. EAP-TLS shall be optionally supported in the NG-UE and the AUSF. The use of EAP TLS is optional, and shall be under the control of the home network. The variant of TLS (e.g. TLS 1.2 or later) shall be decided in the normative phase. 

