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1
Decision/action requested

In this pCR we add evaluating statements to the solutions 2.5, 2.11, 7.9 and 7.10 in accordance with the discussion in companion contribution S3-170811.
2
References

[1]
S3-170811, 3GPP SA3 #86bis
[2]
3GPP TR 33.899 Study on Architecture and Security for Next Generation System 

3
Rationale

See [1] clause 3.5.2.2.1. The contents of the clause is copied here:

3.5.2.2.1
Comparison of the solutions

Solutions #2.5 and #2.11 are congestion control like solutions. Both solutions provide an indicator to the UE asking it to refrain from attaching again and resemble the existing back-off timer in LTE. Solutions #7.9 and #7.10 are essentially the same solution with some differences in the details. In this solution, UEs are required to provide a proof of work whenever the network is under a denial of service attack in order to slow down the attach.

The effectiveness of the solutions #2.5 and #2.11 depend on whether the baseband processor of the UE will comply with the demands from the network. If so, the back off timer will probably be effective in thwarding an ongoing denial of service. Malicious UEs – meaning UEs of which the baseband processor is infected – are unlikely to comply with these types of congestion control mechanisms. UEs of which the application processor is infected with malware are therefore likely to comply.

The effectiveness of the solutions #7.9 and #7.10 also depends on whether the baseband processor of the UE will comply with the network’s instructions. A baseband processor that is infected with malware can also continue to attach just like the solutions #2.5 and #2.11. The only thing that solution #7.9 and  #7.10 add in comparison with solutions #2.5 and #2.11 is that in order to gain access to the network that the UE will have to provide proof of work, which will delay the attach of genuine UEs, increases resource consumption on the SEAF, and drain the battery of genuine UEs. Effectively, it won’t work any different against malicious UEs, which can simply send an attach message again. 

Our conclusion is that there is no need for a more complex solution #7.9 or #7.10 when the congestion control like measures like the ones proposed in #2.5 or #2.11 are sufficient to thward the attack of too many UEs attaching at the same time.

Concrete proposal: add the above statement in the evaluations of #7.9, #7.10, #2.5 and #2.11.
4
Detailed proposal

*** Beginning of Change ***

5.2.4.5.1
Introduction  

This solution addresses key issue 5.2.3.7 of overload of network signalling. In particular, it addresses the issue where a large number of UEs try to access the network at the same time.

5.2.4.5.2
Solution details 

In order for this solution to work, the network should monitor related signalling messages, such as attach messages. In case the number of signalling messages reach beyond a certain threshold (or the network detects otherwise that an overload situation occurs), the network may instruct the UE to 'back off' for a time X. A UE receiving such a message should refrain from sending signalling messages until the time X has passed.

The network may decide to grant the UE a time interval during which the UE is allowed to send signalling messages. In that case the network provides the UE with a time X and a time Y and asks the UE to send signalling messages between time X and time Y. The UE can randomly decide when to send signalling messages within this time interval.

NOTE: 
The back-off timer in the UE should be protected against tampering.

5.2.4.5.3
Evaluation 
This solution is effective only against signalling measures due to massive attaches.
This solution is not effective against UEs of which the baseband processor is not complying with the networks request.
Note: This solution is a congestion control like measure that is to be specified by SA2.

*** End of Change ***

*** Beginning of Change ***

5.2.4.11
Solution #2.11: Blocking the UE which repeats authentication in a short period
5.2.4.11.1
Introduction
This solution addresses key issue 5.2.3.7 of reducing signalling overload. In particular, it addresses the issue where a large number of UEs controlled by the attacker to repeatedly initiate the authentication process in a short period of time. 
5.2.4.11.2
Solution details
[…]

5.2.4.11.3
Evaluation
The procedure for handling Illegal UE repeated authentication may introduce a DoS attack on a specific UE using this UE specific temporary or permanent Identifier.
This solution is effective only against signalling measures due to massive attaches.

This solution is not effective against UEs of which the baseband processor is not complying with the networks request.

Note: This solution is a congestion control like measure that is to be specified by SA2.
Editor’s Note: A complete evaluation is still needed
*** End of Change ***

*** Beginning of Change ***

5.7.4.9
Solution #7.9 Adding the Diffie-Hellman key exchange process to the attach procedure 

5.7.4.9.1
Introduction

NOTE: This solution addresses passive attacks only.

The proposed scheme is to address the key issue #7.2 Concealing permanent or long-term subscription identifier, and it also relates to the key issue 3.1 Interception of radio interface keys sent between operator entities
The Diffie-Hellman (DH) key exchange protocol is the mostly used key agreement scheme to establish the shared secret keys between two parties over public channel.  We propose to add the Diffie-Hellman key exchange process to the attach procedure in order to eliminate three security threats if attacks are passive:  privacy of subscriber identifies, long-term secret key leakage, insecurity of links between MNOs. The basic idea is that the DH key exchange protocol is integrated into the identity acquisition stage of the attach procedure. The agreed secret key KDH between a UE and the network is used to generate the ciphering key KE to encrypt the real identity of a UE such that a passive attacker is unable to catch it. At the end of the AKA protocol, UE and the network generate the same key Kmid on the basis of the shared root key. Then UE and the network compute the session key Ks using the key Kmid and the key KDH.  In the SMC stage, the MAC values of the message security mode command and the message security mode response are calculated with the session key Ks in order to confirm the correctness of the key Ks. The proposed scheme can also alleviate the possible DoS attacks in the attach procedure by embedding anti-DOS attacks measure in the protocol.

5.7.4.9.2
Solution details 

[…]

5.7.4.9.3
Evaluation  

The proposed scheme is evaluated from the following perspectives:

5.7.4.9.3.1
Security

 (1)  DoS attacks

The proposed scheme mitigates DoS attacks by embedding the hash challenge/response mechanism in the identity acquisition stage. This mechanism forces attackers to spend more computation resource than SEAF if the network is under DoS attacks.  As a result, SEAF will execute asymmetric cryptographic computation only in the case that it is free of DoS attacks. Other mechanisms, such as back-off timer, could be used for anti DoS attacks. However, effectiveness to mitigate DoS attacks is different compared to the proposed scheme.   A malicious UE may comply with a back-off timer as long as it’s baseband processor is unaffected. In case the baseband processor is infected, the UE will most likely not comply with the back-off timer rule, and overwhelms the SEAF using attach request messages without stop so that a lot of these messages will be treated as valid ones sooner or later by the SEAF. However, this is only the case for UEs that seek access to the network which is contrary to the purpose of the denial of service attack which is to deny access to the network.  A more likely scenario is therefore that the attacker does not provide the proof of work, but rather overwhelms the SEAF with attach messages only causing an additional load on the SEAF. Consequently the SEAF and only the genuine UEs have to carry out the computation-intensive asymmetric cryptographic operation. Moreover such DoS attacks can last on the SEAF as long as attackers do not stop sending attach request messages. The present mechanism is therefore not more effective against denial of service attacks than mechanisms that leverage back-off timers.
(2)  Privacy of subscriber identifiers   

The proposed scheme can prevent passive attackers from acquiring subscriber identifiers as they are encrypted with the encryption key KE. However, it cannot defend against active attacker who acts as a base station to induce UE to disclose its identifier, because at the identity acquisition stage UE has not known whether the base station is authentic.  

(3) Long-time secret leakage

The proposed scheme prevents passive attacker from getting the session key Ks even if the long-time secret is known to them. This is because the generation of session Ks depends on not only the intermediate key Kmid that is derived from the long-time secret, but also the shared key KDH. The passive attacker cannot derive the session key without knowing KDH. 

(4) Insecurity of links between MNOs

A passive attacker cannot acquire the session Ks even if it has known the authentication vector by eavesdropping the communication at links between MNOs.  Analog to the long-time leakage, the passive attacker is unable to get the session key Ks due to the lack of knowledge of KDH. 

In a nutshell, the proposed scheme can defend against passive attacks but not active ones. 

5.7.4.9.3.2
Complexity 

The proposed scheme is comparatively simple as its operation does not need a PKI. On the other hand, its simplicity makes it subject to active attacks. 

5.7.4.9.3.3
Compatibility 

The proposed scheme is highly backward compatible with the LTE EPS system because it does not touch the LTE AKA protocol. Moreover the mature identity management system in LTE (IMSI-GUTI mapping) can still be used in the 5G system because the proposed scheme keeps the identity management unchanged , and enhances it by concealing the real identity of UE at the initial attach procedure. 

5.7.4.9.3.4
Efficiency 

The proposed scheme is efficient in the context of the reuse of shared key KDH between UE and the SEAF.  A UE can generate the session key Ks by reusing KDH when attaching the network again as long as there is no synchronization problem between IMSI and GUTI. The can significantly reduce the computation cost rising from the DH computation
*** End of Change ***

*** Beginning of Change ***

5.7.4.10 
Solution #7.10: Applying DHIES to the attach procedure

5.7.4.10.1
Introduction

The proposed scheme is to address the key issue #7.2 Concealing permanent or long-term subscription identifier, and it also relates to the key issue 3.1 Interception of radio interface keys sent between operator entities.
DHIES ( Diffie-Hellman Integrated Encryption Scheme) is an enhanced ElGmal encryption scheme[4]. It integrates different functions into one scheme for message encryption, including public key operation, encryption algorithm, message authentication algorithm, and KDF (Key Derivation Function). It works as follows. To send an encrypted message to a recipient, the sender first generates its DH private key and computes its ephemeral DH public key. Then it fetches the authentic DH public key of the recipient, and derives the shared key between itself and the recipient using its private key and receipt’s public key. Appling the shared key to KDF, the sender obtains the encryption key and integrity key used for assuring the confidentiality and integrity of the message, respectively. The resulting ciphertext comprises the ephemeral DH public key of the sender, the symmetrically encrypted message, and message authentication code (MAC).  The ECC variant of DHIES is called ECIES(Elliptic Curve Integrated Encryption Scheme), which has been specified in several  standards, such as ANSI X9.63 standard [5], IEEE 1363a [6], and ISO/IEC 18033-2 standard [7]. 

We propose to apply DHIES to the attach procedure in order to eliminate three security threats:  privacy of subscriber identifies, long-term secret key leakage, insecurity of links between MNOs. The basic idea is that DHIES is integrated into the identity acquisition stage of the attach procedure. The authenticity of DH public key of the network is assured in a way that it is contained in a certificate. UE validates the certificate with the help of a PKI before computing the shared key KDH using the DH public key of the network. The management of the PKI refers to 5.4.4.1 of TR 33.899. The real identity of a UE is encrypted by using DHIES so that an attacker (even active) is unable to catch it.  At the end of the AKA protocol, UE and the network generate the same key Kmid on the basis of the shared root key. Then UE and the network compute the session key Ks using the key Kmid and the key KDH.  In the SMC stage, the MAC values of the message security mode command and the message security mode response are calculated with the session key Ks in order to confirm the correctness of the key Ks. The proposed scheme can also alleviate the possible DoS attacks in the attach procedure by embedding anti-DOS attacks measure in the protocol.

5.7.4.10.2
Solution details 

[…]

5.7.4.10.3
Evaluation

The proposed scheme is evaluated from the following perspectives:

5.7.4.10.3.1
Security

(1) Man-in-the-middle attacks

The proposed scheme prevents man-in-the-middle attacks by introducing the double authentication mechanism:  one is DHIES in the identity manage stage, the other one is AKA process in the AKA stage. DHIES is actually one way authentication scheme in the sense that only the dedicated SEAF with the associated private key can decrypt the messages. This implies the SEAF authenticates itself to UE by using its private key. The authenticity of DH public key of SEAF is assured by a PKI. As a result, before performing man-in-the-middle attacks to acquire the session key Ks, an adversary has to carry out the following attacks: cracking SEAF to acquire the private key of SEAF, cracking PKI to forge the certificate of SEAF, and stealing  the  root key  used in the AKA protocol. Even though the root key is leaked, it is still impossible for an attacker to get the session key Ks because of the high security level of PKI and SEAF.  

(2)  DoS attacks

The proposed scheme mitigates DoS attacks by embedding the hash challenge/response mechanism in the identity acquisition stage. This mechanism forces attackers to spend more computation resource than SEAF if the network is under DoS attacks.  As a result, SEAF will execute asymmetric cryptographic computation only in the case that it is free of DoS attacks. Other mechanisms, such as back-off timer, could be used for anti DoS attacks. However, effectiveness to mitigate DoS attacks is different compared to the proposed scheme.  A malicious UE may comply with a back-off timer as long as it’s baseband processor is unaffected. In case the baseband processor is infected, the UE will most likely not comply with the back-off timer rule, and overwhelms SEAF using attach request messages without stop so that a lot of these messages will be treated as valid ones sooner or later by SEAF. However, this is only the case for UEs that seek access to the network which is contrary to the purpose of the denial of service attack which is to deny access to the network.  A more likely scenario is therefore that the attacker does not provide the proof of work, but rather overwhelms the SEAF with attach messages only causing an additional load on the SEAF. Consequently SEAF and only the genuine UEs have to carry out the computation-intensive asymmetric cryptographic operation. Moreover such DoS attacks can last on SEAF as long as attackers do not stop sending attach request messages. The present mechanism is therefore not more effective against denial of service attacks than mechanisms that leverage back-off timers.
(3)  Privacy of subscriber identifiers   

The proposed scheme can prevent attackers from acquiring subscriber identifiers  no matter the attack is active or passive, because subscriber identifiers are encrypted with the encryption key KE.  There is no way for an adversary to get the encryption key KE because this requires it to break either PKI or SEAF.  

(4) Long-time secret leakage

The proposed scheme prevents passive attacker and active attacker from getting the session key Ks even if the long-time secret is known to them. This is because the generation of session Ks depends on not only the intermediate key Kmid that is derived from the long-time secret, but also the shared key KDH. The attacker cannot derive the session key Ks because it is unable to deduce the key KDH unless it can crack the PKI or SEAF. 

(5) Insecurity of links between MNOs

An attacker cannot acquire the session Ks even if it has known the authentication vector by eavesdropping the communication at links between MNOs or injected a forged authentication vector into the SEAF.  Analog to the long-time leakage, the attacker is unable to get the session key Ks due to the lack of knowledge of KDH.  

5.7.4.10.3.2
Complexity 

The proposed scheme itself is comparatively simple. Its complexity mainly comes from the operation because a PKI is required when it is deployed.

5.7.4.10.3.3
Compatibility 

The proposed scheme is highly backward compatible with the LTE EPS system because it does not touch the LTE AKA protocol. Moreover the mature identity management system in LTE (IMSI-GUTI mapping) can still be used in the 5G system because the proposed scheme keeps the identity management unchanged , and enhances it by concealing the real identity of UE at the initial attach procedure. 

5.7.4.10.3.4
Efficiency 

The proposed scheme is efficient in the context of the reuse of shared key KDH between UE and the SEAF.  A UE can generate the session key Ks by reusing KDH when attaching the network again as long as there is no synchronization problem between IMSI and GUTI. The can significantly reduce the computation cost rising from the DH computation. 

Editor’s note: Whether DH is needed for generate the session key in case PKI is already introduced is FFS.

*** End of Change ***
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