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1	Decision/action requested
Removal of EN in subclause “5.8.3.3	Security on UE’s access to slices”s under Security Area #8
2	References
[1]	3GPP TR 33.899 v0.6.0 (2016-11) Study on the security aspects of the next generation system
[2]	3GPP TR 23.799 v14.0.0 (2016-12) Study on Architecture for Next Generation System
[3]	3GPP TS 23.501 V0.3.0 (2017-02) System Architecture for the 5G System
[4]	3GPP TS 22.261 V2.0.0 (2017-03) Service requirements for the 5G system
3	Rationale
The following 2 ENs under 5.8.3.3 Security assumptions of Security Area #8 are proposed to be removed, since
1) Editor’s Note: The selection procedure is still being studied in other working groups. The text above should be revised based on their progress
The selection procedure has been added according to [2].
2) Editor’s Note: The requirements by SA1 and SA2 on which all scenarios rest, require further clarification.
The requirement from SA1 has been described. It is noted that solutions shall comply to SA2 architecture. 

4	Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.899 
pCR	
***********************Start of the first change************************
[bookmark: _Toc452659576][bookmark: _Toc452659989][bookmark: _Toc452660408][bookmark: _Toc452662556][bookmark: _Toc452966667][bookmark: _Toc452967084][bookmark: _Toc452967498][bookmark: _Toc452967911][bookmark: _Toc452970220][bookmark: _Toc457918348][bookmark: _Toc457919416][bookmark: _Toc467573485][bookmark: _Toc467858291]5.8.3.3.1	Key issue details
The fact that several network slices might be available in Next Generation systems requires a selection procedure in order to direct UEs to corresponding slices. As agreed in [2], a UE may provide network slice selection assistance information (NSSAI) consisting of a set of parameters to the network to select the set of RAN and CN part of the network slice instances (NSIs) for the UE. In addition, the UE capabilities and UE subscription data may be used. To ensure that slices can be selected and accessed correctly for UEs, how to protect the security of such procedure should be addressed. 
Editor’s Note: The selection procedure is still being studied in other working groups. The text above should be revised based on their progress

Besides the slice selection security, it is expected that the Next Generation systems are able to provide access to services in different ways. A UE can simultaneously access multiple services delivered by different network slices. It can also access the services through different types of access networks, 3GPP and non-3GPP, trusted and less trusted. Furthermore, in the context of the IoT, it is expected that there will be a proliferation in the types and the number of connected devices (UEs) such sensors and smart wearables.
There are potentially several vulnerable links over which the access to the network slice and hence the service can take place (see Figure 5.8.3.3-1).

 
Figure 5.8.3.3-1: Access links in Next Generation systems
Solutions for this key issue should aim to be generic to the extent possible in order for the authentication and authorization mechanism to support such variety in access/device type and also to be future proof.
As observed by 3GPP TR 22.864TS 22.261 [4], services offered by the network slice could either belong to the MNO or a 3rd party service provider. When the slice is allocated to a 3rd party service provider, the ability of the provider to verify and ascertain the identifier of the subscription, trying to gain access to the slice, becomes a critical security component to be addressed. 
For the attach procedure of UEs’ access to network slices, following scenarios should be considered:


Figure 5.8.3.3-2
Scenario#1: UE is authenticated and authorized by MNO. 3rd party provider entirely relies on MNO for authentication and authorization.
Scenario#2: UE is authenticated by MNO. 3rd party provider relies on MNO authentication but provides authorization to the UE.
Scenario#3: UE is authenticated and authorized by MNO. 3rd party provider relies on MNO authentication and provides additional authorization to the UE. 


Figure 5.8.3.3-3
Scenario#4: UE is authenticated by MNO. 3rd party provider performs secondary authentication and provides authorization to the UE.
Scenario#5: UE is authenticated and authorized by the MNO. 3rd party provider performs secondary authentication and provides secondary authorization. 
Scenario#6: There is no primary authentication and authorization of the UE by the MNO. 3rd party provider performs authentication and authorization of the subscription. 
Editor’s Note: The requirements by SA1 and SA2 on which all scenarios rest, require further clarification.
[bookmark: _Toc457918349][bookmark: _Toc457919417]Based on the requirements in [4], MNO shall be able to authorize 3rd parties to create, manage a network slice configuration, subject to an agreement between the 3rd party and the network operator, thus all scenarios above are applicable. 
Note: solutions addressing the key issues shall comply to the architecture defined in [3]
For authentication of UEs’ access to network slices, if methods based on key sharing between UE and network are used, then keys for integrity and confidentiality are derived from intermediate keys (e.g. Kasme and Kenb in LTE), which are also derived from long-term/root keys directly or indirectly. Keys can be grouped as CN keys and AN keys, and further be divided into intermediate keys, CP keys (keys for integrity and confidentiality for C-Plan), and UP keys (keys for integrity and confidentiality for U-Plan). Following scenarios for key sharing between slices should be considered (intermediate keys not shown explicitly):


Figure 5.8.3.3-4
Scenario#1: No key is shared between slices.
Scenario#2: Long-term keys and root keys are shared between slices.
NOTE1:	Intermediate keys may be partially or fully shared between slices for scenario#2.
Scenario#3: Long-term keys, root keys, and CN-CP keys are shared between slices.
NOTE2:	Intermediate keys for deriving AN keys and CN-UP keys may be partially or fully shared between slices for scenario#3.


Figure 5.8.3.3-5
Scenario#4: Long-term keys, root keys, and AN-CP keys are shared between slices.
NOTE3:	Intermediate keys for deriving CN keys and AN-UP keys may be partially or fully shared between slices for scenario#4.
Scenario#5: Long-term keys, root keys, CN-CP keys, and AN-CP keys are shared between slices.
NOTE4:	Intermediate keys for deriving CN-UP and AN-UP keys may be partially or fully shared between slices for scenario#5.

[bookmark: _Toc467573486][bookmark: _Toc467858292]5.8.3.3.2	Security threats 
Data used for slice selection may be tampered or forged, which leads to an incorrect slice selection result so that UE cannot obtain service from a right slice or un-subscribed UE may be allocated to slices.
User’s privacy information used in the network slice selection procedure may be intercepted or eavesdropped.
If UEs are not authenticated and authorized for their usage of a particular network slice, unauthorized UEs may get connected to the network slice and consume resources
If there is no proper authorization mechanism for service access, then this opens up for different types of attacks such as impersonation and denial of service. Impersonation attacks can lead to fraudulent charging and can potentially leak sensitive information on the victim UE. On a larger scale such as the massive IoT, efficient denial of service attacks could be mounted causing fast resource depletion and consequently loss of service, money and reputation.
If unprotected, an attacker eavesdropping on the access links can get hold of sensitive service or even access related information. In addition, a skilful attacker can hijack the ongoing session and inject his own data packets. The attacker can as well replay intercepted packets causing an unnecessary overload in the system that may affect availability and service quality.
[bookmark: _Toc452659578][bookmark: _Toc452659991][bookmark: _Toc452660410][bookmark: _Toc452662558][bookmark: _Toc452966669][bookmark: _Toc452967086][bookmark: _Toc452967500][bookmark: _Toc452967913][bookmark: _Toc452970222][bookmark: _Toc457918350][bookmark: _Toc457919418][bookmark: _Toc467573487][bookmark: _Toc467858293]5.8.3.3.3	Potential security requirements
-	There shall be means to guarantee that the appropriate network slices are assigned to the appropriate subscriptions. 
· The 3GPP System shall provide the capability to protect the authenticity, integrity and confidentiality of messages exchanged in the procedure of slice selection.
· There shall be means to prevent unauthorized UEs from gaining access to services.
· There shall be means to prevent authorized UEs from misusing their access rights.
-	There shall be means to authenticate UEs for access authorization.
-	There shall be means to secure the communication over the access link, that is, between the access network and the network slice over 3GPP and trusted non-3GPP accesses or between the UE and the network slice over untrusted non-3GPP accesses.

***********************End of the first change*************************
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