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1
Decision/action requested

Add the evaluation section to solution #3.1: Including a key exchange protocol into the derivation of the radio interface session keys.
2
References

3
Rationale

4
Detailed proposal

It is proposed to approve below pCR. 

**********************Begin of changes********************************

5.3.4.1.3
Evaluation 

Evaluation 1:
The solution #3.1 described in clause 5.3.4.1 basically consists in applying a Diffe-Hellman handshake after the intermediate key obtained from the authentication vector (e.g a KASME key) has been successfully established between UE and serving node (e.g. MME). The security context that results from the intermediate key combined with the DH handshake would then be used to derive further keys to protect the radio interface. 

We discuss how well the threats described in clause 5.3.3.1.2 are countered by solution #3.1 in the following.

· The first threat described in clause 5.3.3.1.2 seems to be the only attack that solution #3.1 counters reasonably well: as stated in the requirements in clause 5.3.3.1.3, the attacker would indeed have to give up his passivity and become a long term, active man-in-the-middle.

But solution #3.1 seems ineffective against the following attacks:

· Key theft attack 2 means that the authentication vector is sent to the attacker and, hence, not available at any genuine serving node that would perform an Attach procedure with a user. So, the attacker could not sit back, record the encrypted traffic and decrypt later using the knowledge of the eavesdropped key. 

However, the attacker could proceed to impersonate a genuine serving node towards a UE (using one or more false base stations in the vicinity of the victim that would be attached to the serving node). In this way, the attacker could eavesdrop on the UE's traffic for some significant amount of time. The attacker could repeat this attack many times (as long as the attacker would be able to obtain fresh authentication vectors). 

The underlying assumption in the formulation of the requirement in clause 5.3.3.1.3 seems to be that the involvement of the attacker as " long term, active man-in-the-middle " would make the attack unrealistic. But  attack 2 can be seen as a false base station attack that would be just as practical as its well-known analogue in GSM (with the difference being that the attack does not exploit a weakness in the air interface security - as in GSM - but in the Interconnection network security).  

· Key theft attack 3 is an attack not on SS7 or DIAMETER, but on GTP. It would use e.g. false messages on the NextGen-equivalent of the interface between SGSNs or MMEs. The attacker would record the encrypted communication over the air. The attack on the serving node would only start after the security context, from which the radio encryption and integrity keys were derived, had been established. In particular, it would start only start after the DH handshake proposed in solution #3.1 would have been applied. Hence, solution #3.1 cannot help in mitigating this attack. 

· The re-routing attack is an attack exploiting a weakness of the Interconnection network. But it could not be countered by solution #3.1 as the attack does not exploit the knowledge of keys. 

Clause 5.3.3.1.1 "Key issue details" states: " The most direct, and clearly recommended industry approach is for operators to improve SS7 / Diameter security, e.g. by introducing SS7 firewalls."  This is most certainly true. Solutions approaches can be found in security area#10. 

The text in clause Clause 5.3.3.1.1 continues: " But well-designed key management protocols for Next Generation Systems could also reduce the threat significantly." According to the above evaluation, at least solution #3.1 is unlikely to mitigate some common threats seen in today's SS7 networks and could be easily circumvented. It appears that these common threats need to be mitigated by security enhancements to the Interconnection network. But then it is likely that also the only threat, against which solution #3.1 really helps, namely passive eavesdropping on authentication vectors, could be mitigated by similar security enhancements to the Interconnection network. 

Evaluation 2:

This solution proposes using the Diffie-Hellman (DH) key exchange protocol to negotiate a key, and use this key together with the key resulted from EPS AKA to derive the session key.  The inclusion of the DH key exchange protocol to the session key derivation greatly reduce the impact of the leakage of the subscriber’s long term secret key.The benefits are listed as follows:

1. Immune to passive eavesdropping. If an attacker knows the target user’s long term secret key, he/she can easily compute the key resulted from EPS AKA by passively listening for the authentication challenege and response messages. Thus, he/she can decrypt the target user’s control/user plane traffic in a completely passive way. Inclusion of the DH key exchange protocol makes this impossible for the attacker unless he/she acts as man-in-the-middle during the DH key exchange, which is significantly much harder in practice. 

2. Guarantee of forward securecy. If an attacker knows the target user’s long term secret key, he/she can compute any session keys used previously for the target user, if he/she has recorded all of the key exchange messages used to establish those session keys. Thus, he/she can decrypt the target user’s user plane from any sessions that he recorded before learning the target user's long term secret key. Inclusion of the DH key exchange protocol makes this impossible for the attacker.
For the delay, network can generate before using, e.g. network can generate Diffie-Hellman public keys when UE indicate it wants to turn on the Diffie-Hellman procedure. Similar, UE can also do some optimization work. 
Conclusion:

Solution #3.1 is costly in terms of performance, especially delay, and it does not help against key theft attacks 2 and 3 nor against the re-routing attack. However, the delay can be reduced through implementation. 
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