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1
Decision/action requested

Add the evaluation section to solution #2.14: Solution for non-AKA Authentication.
2
References

3
Rationale

(With bullet points, describe the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

(For pseudo CR, the reason for change(s) and summary of change(s) must be clearly explained.)

4
Detailed proposal

It is proposed to approve below pCR.
**********************Begin of changes********************************
5.2.4.14.3
Evaluation
This solution provides non-AKA based authentication methods based on the EAP Framework and Identity-based cryptography techolongy.  The solution is evaluated in three aspects, i.e. cost-effectiveness, security and efficiency. 

Cost-effectiveness
In legacy celluar system such as 4G, the main purpose is to serve mobile user access the mobile network for voice and data.  Operators maintain a subscription profile for each user at network side.  The subscription profile is kept in the Home Subscriber System (HSS). With such a system design, including a symmetric key in the subscription profile does not increase too much cost. 

Different from the legacy system scuh as 4G, in next generation system, a factory user that owns many IOT devices may share the same subscribition.  In such scenarios, public key-based authentication is more efficient since one public/private key pairs allow the network to perform mutual authentication with many devices. This simplifies the user management at network side.  Therefore, the mutual authentication based on public key technology such as EAP-TLS, EAP-PSK should be allowed for primary authentication in 5G system.  Additionally, Identity-based cryptography can improve the efficiency of authentication in siganling size and computation; and thus can further help in reduce the operation cost. 
Security

· IBS based on RFC 6507
IETF RFC 6507 specifies an elliptic curve-based certificateless signature scheme. In the scheme, a KMS (Key Management Service) provides a root of trust for all users each having an unambiguous Identifier. In particular, the KMS posses a pair of Secret Authentication Key (KSAK) and Public Authentication Key (KPAK), in order to provision key materials to users. 

Key provisioning by the KMS to a user is to issue the user a Secret Signing Key (SSK), which is cryptographically bound to a Public Validation Token (PVT) and the user’s identifier. More specifically, a user’s SSK is essentially a variant of Schnorr signature upon the user’s identifier (issued using KSAK). This guarantees that only KMS can issue users’ SSKs. 

With her SSK, a user can sign messages, where the resulting signatures can be verified by a combination of her PVT, her identifier and KPAK. The signing function is actually a variant of ECDSA. 

As RFC 6507 is an international standard, the security of the specified signature scheme has gone through extensive scrutiny in the community. 

· IBS Enabled EAP-TLS
EAP-TLS per se is specified in RFC 5216 and eencapsulates TLS for entity authentication and key agreement. Primary ciphersuits of TLS work by using digital signature such as DSA (ECDSA) and RSA to offer authenticity of the communicating entities. TLS has been gaining wide acceptance and its security has been well studied. Our proposal of IBS enabled EAP-TLS is to use RFC 6507 specified certificateless signature scheme in place of the conventional digital signature such as DSA (ECDSA) and RSA to provide entity authenticity, while leave other specifics of TLS that are not relevant to the replacement unchanged. Since the certificateless signature scheme in FRC 6507 is the same as conventional digital signature in terms of entity authenticity, the security of IBS enabled EAP-TLS inherits the security of EAP-TLS, guaranteeing security properties such as secrecy of the session keys, the resistance to impersonation attacks, man-in-the-middle attacks, relay attacks, and so on. 
· IBS Enabled  EAP-PSK
EAP-PSK specified in RFC 4764 works by assuming a pre-shared key has been established before hand between the two communicating entities and entity authentication & key agreement is based on the pre-shared key.  In our proposal of IBS enabled EAP-PSK, each user is provisioned a SSK (in terms of RFC 6507); in the entity authentication & key agreement stage, rather than being based on a pre-shared key, the two communicating entities compute a shared key between them on the fly with each entity using her own SSK together with her peer’s identifier and PVT, and KPAK, and then perform entity authentication & key agreement based on the computed shared key and follow the specifics of the original EAP-PSK.  It is clear that the security of IBS enabled EAP-PSK inherits from that of EAP-PSK as long as the on-the-fly generation of the shared key is secure. The on-the-fly key generation is essentially a static Diffie-Hellman with respect to [SSKi]G and [SSKj]G, where SSKi and SSKj are the secret signing keys (in RFC 6507) of the two communicating entities. Since static Diffie-Hellman is standard and well established mechanism in cryptography, its security is guaranteed. As such, the overall security of IBS enabled EAP-PSK is achieved. 

Efficiency

As aforementioned, the IBS public key technology is specified in the RFC 6507. When it is used together with EAP-TLS or EAP-PSK, some of the parameters need to be included in the transmission. In the following, we evaluate the potential overhead in two aspects, transmission and computation.  We assume that crypto algorithm of ECDSA with security strength of 128 bits is used.  

For the transmission overhead:

·  EAP-TLS:  a few rounds of messages are exchanged during mutual authentication. Among them, there are two messages that include certificate and signatures. When an Identity-based signature according to RFC 6507 is used, in each messages, it includes an identity, a public verification token (PVT), issueing time, expire time, algorithm, and signature etc. The total number of bytes is about identity (20) + PVT (33) + Issuing time (4) + Expire Time (5) + Algorithm (20) + Signature (64) = 148 bytes. The size should be much less than a normal X.509 certificate, which normally is about 700 bytes.

· EAP-PSK: two rounds of messages are exchanged during mutual authentication, within which, two messages contains key information, including identity, PVT, Issuing Time, Expire Time, algorithm etc. The overall overhead is about identity (20) + PVT (33) + Issuing Time (4) + Expire Time (5) + Algorithm (20)  =  82 bytes. 

For the transmission overhead:

· EAP-TLS:  for a normal certificate based EAP-TLS mutal authentication, at both UE and network sides, two signature verification and one signature generation actions are performed. When IBS is used, an action of signature verification and an action of signature generation need to be performed.  So the computation power consumed by IBS looks like less. 
· EAP-PSK: no signature generation or verification is needed. One action of symmetric key generation (static DH procedure) need to be performed, which consumes about half of computing power used for the signature verification. For the rest of authentication and key derivation, it follows the algorithm designed for symmetric keys. Therefore, EAP-PSK with IBS (RFC 6507) is much more efficient comparing to authentication with X.509 certificate. 
*********************************End of changes*******************************
