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1	Decision/action requested
It is proposed to approve the following proposal.
2	References
[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".
[2]       3GPP TS 33.401: "Security architecture".
[3]       3GPP TS 23.799: "Study on Architecture for Next Generation System ".
3	Rationale
The current TR33.899 [1] covers lots of security features for the NextGen architecture, but a high-level picture, like in previous generations, e.g., TS 33.401[2] is still missing. This contribution provides a picture that can be later updated as seen needed. 
Comparing to LTE security architecture picture in TS 33.401[2], the major changes are:
· Separation of user plane and control plane. This is a crucial network architecture change [ref to SA2 TR 23799 8.12[3]], and it is a feature since later LTE and should be better reflected for NextGen system. In order to reflect the CP/UP separation in the security architecture, it’s reasonable to show user plane and control plane instead of the abstract stratums. 
· The UE is shown as one entity, for the sake of simplicity.
· Network slices are made visible inside the Serving Networks.
· Separate the “Authentication and key management” domain from “network access domain”.
4	Detailed proposal
**** Beginning of change ****
[bookmark: _Toc452659356][bookmark: _Toc452659769][bookmark: _Toc452660188][bookmark: _Toc452662336][bookmark: _Toc452966431][bookmark: _Toc452966848][bookmark: _Toc452967262][bookmark: _Toc452967675][bookmark: _Toc452969984][bookmark: _Toc457917901][bookmark: _Toc457918969][bookmark: _Toc467572683][bookmark: _Toc475605359][bookmark: _Toc475606834][bookmark: _Toc475608308]5.1.3.1	Key issue #1.1: Overview of NextGen security architecture
Editor’s note: This key issue can be added as a separate clause of the TR.
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The present key issue covers
-	a figure describing the NextGen security architecture, abstracted so as to contain only the elements that are deemed relevant for security. It is expected that this abstracted architecture may be refined as the work progresses. 
-	a list of entities performing security functions 
-	a list of reference points that need to be protected
Editor's Note: Figure and lists tba.
The following figure gives an overview of 5G security architecture:

Figure 5.1.3.1.1-1 Overview of the security architecture
The 5G security architecture consists of seven security domains:
· Network access security (I): all relevant security features that enable the user to access to the services via network securely, which in particularly, protect against attacks on the (air) interfaces.
· Control plane confidentiality and integrity between UE and network, including AS and NAS signalling protection
· User plane confidentiality and integrity between UE and network, including on the air interfaces and interfaces between UE and UP security termination point within the network slices
NOTE: Termination point of NAS signalling security and UP traffic security should be aligned with the SA3 agreements. 
· Network domain security (II): all relevant security features that enable nodes to securely exchange signalling data, user data (between AN and SN and within AN), and protect against attacks on the wireline network.
· Authentication and key management (III): all relevant security features about the authentication and key management aspects. The scope of these security features shall cover the security concerns as follows:
· Authentication between UE and 3GPP network, e.g. primary authentication, service authentication
· Authenticaion between UE and external data network, e.g. secondary authentication
· Application domain security (IV): all relevant security features that enable applications in the user domain and in the service provider domain to transfer messages securely. 
· Slice security (V): all relevant security features that capture the security assumptions for network slicing, e.g., slice isolation security.
· Security policy (VI): all relevant security features of providing security policy rules to network security functions to enforce them.
· Visibility and configurability of security (VII): all relevant security features that enable the user to inform himself whether a security feature is in operation or not and whether the use and provision of services should depend on the security feature.
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This is an overview clause. The threats against different parts of the system are covered in the subsequent clauses.
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This is an overview clause. Security requirements for different parts of the system are covered in the subsequent clauses.
**** End of change ****
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