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Abstract of the contribution: This contribution provides a changes to Dual connectivity security solution based on offload counter. 

pCR
************************ Begin changes ****************** 
5.4.4.3
Solution #4.3: Dual Connectivity Solution based on Offload counter

5.4.4.3.1
Introduction 

5.4.4.3.2
Solution details  

Editor’s Note: In this solution gNB is expected to have the same protocol stack as eNB. In case the protocol stacks are different, the impact of that in this solution is FFS.

This solution is based on the principles of existing Dual Connectivity solution in LTE. The solution can be applied uniformly in different tight interworking scenarios between NR and E-UTRA, option 3/3a/3x, 4/4a and 7/7a/7x being considered as deployment options by RAN groups. 
· E-UTRA-NR DC via EPC where the E-UTRA is the master (Option 3/3a/3x in TR 38.801 section 10.1.2);

· E-UTRA-NR DC via 5G-CN where the E-UTRA is the master (Option 7/7a/7x in TR 38.801 section 10.1.4);

· NR-E-UTRA DC via 5G-CN where the NR is the master (Option 4/4A in TR 38.801 section 10.1.3).
The eNB or gNB who is acting as the master MCG maintains an offload counter to derive security keys for the SCG. The counter is common for all types of SCG whether they are eNB or gNB.
When executing the SeNB Addition procedure (i.e. the initial offload of one or more radio bearers to the SeNB), or the SeNB Modification  procedure requiring an update of S-KeNB, the MeNB shall derive an S- KeNB using a Offload counter  which results in a fresh S-KeNB. The MeNB shall forward the generated S-KeNB to the SeNB during the SeNB Addition procedure or SeNB Modification procedure requiring key update. 

The SeNB based on its protocol stack shall derive  RRC security keys KRRCint and KRRCenc and user plane keys KUPenc and KUPint from the received S-KeNB and use it for either integrity protection or encryption of radio bearer as indicated  by the MeNB. 

The general scheme for key derivation is given below.
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Figure 5.4.4.3.2-1: Key derivation scheme for tight interworking



Editor’s Note: Key names need to be adapted for KeNB and gNB.
Editor’s note: It should be further studied whether adding an RRC control function to the SgNB and deriving its protection keys from the S-KgNB introduces new threats. If so, these threats needs to be dealt with.
5.4.4.3.3
Evaluation 
Solution is common across all tight interworking scenarios irrespective of the MCG or SCG type.

Solution maintains parity with existing LTE dual connectivity solution.
***************************** End changes **********************
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