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1
Decision/action requested

This contribution provides the proposed agreement in the form of a pCR to Annex E.1.15. 
2
Proposal
It is proposed for 5G phase 1 to terminate user plane security in the access network, and only there, according to solution 1.22.
3
Rationale
The rationale for this proposal is given in the evaluation of solution 1.22 (clause 5.1.4.22.3), which is repeated here for the convenience of the reader: 
“One of the main objections against terminating security in the access network, namely that the security endpoint would reside in an exposed location, could be considered addressed when placing the security termination in the central unit of a gNB. For deployment scenarios of gNBs with no central unit, the platform security requirements from TS 33.401 [31] and TS 33.102 [73] would still apply to gNBs. But the deployment model would be an operator’s choice.

The complexities of dedicated backhaul link security in the way of TS 33.310 [37] could be avoided when terminating UP security in a central unit.

The constraints posed by Header compression and the application of policies based on packet headers can be fulfilled as the IP headers remain unencrypted. 

It is possible to provide the same protection mechanism for all types of PDU payloads, i.e. IP packets, non-IP PDUs and Ethernet frames.

The need for an additional user plane security gateway is avoided (cf. solution 1.23). 
If UP integrity is applied and terminated in the AN, false traffic can be stopped already in AN
”

Since the last SA3 meeting, a reply LS from RAN2 in R2-1702368 has been received that expresses a clear preference for solution 1.22 (called proposal 1 in the LS), reinforces the concerns about the constraints mentioned in the above evaluation, and adds further concerns about proposals terminating UP security in the CN that include the need for additional sequence numbers, out-of-sequence delivery of packets, and difficulty of providing caching services in the RAN. RAN2 also points out that backhaul link protection over N2 is needed anyhow as RRC will remain in the gNB whatever will be decided for the user plane security termination. 
SA2 has not yet replied to the LS from SA3#86, but SA3 may expect some replies during the joint SA2-SA3 session. The authors of the present contribution would therefore be fine to make the decision on the proposed interim agreement after the joint session. 
4
Detailed proposal

******************START OF pCR**********************
E.1.15 
Questions and Interim Agreements for Key Issue #1.15

E.1.15.0 
Questions in other clauses affecting this key issue

The questions with respect to the selection of UP confidentiality / integrity protection are affected by this clause as well, the questions on KI 1.9 and KI 1.10.

E.1.15.1 
Location of UP security termination point

E.1.15.1.1 
Description of Question

This question addresses where the UP security should be terminated, i.e. whether it should be in the RAN, in the CN, on the border between the two or anywhere else.

E.1.15.1.2 
Interim Agreement

The UP security termination point is in the RAN and located in the PDCP layer, as described in solution 1.22. Whether additional measures are needed in phase 1 depends on the possibility of having a gNB split such that the PDCP layer resides in an operator’s data centre in a physically secure location. 
The agreement should not preclude introducing a UP security termination point in the 5G core in phase 2.
 
E.1.15.2 
Flexibility of UP security termination points

E.1.15.2.1 
Description of Question

This question addresses whether it should be possible to flexibly select one or more UP security termination points, depending on e.g. service requirements. 

E.1.15.2.2 
Interim Agreement
Not applicable in phase 1 for the selection between UP security termination points in RAN and CN, as solution 1.22 foresees only UP security termination points in the RAN.
******************END OF pCR**********************
