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1
Decision/action requested

This contribution provides a pCR to Annex E.1.9 through E.1.10.
2
Rationale
Control plane protection: 

The RRC layer will terminate in the gNB and needs to be protected. Therefore, cryptographic keys need to be supplied over N2, and, hence, N2 needs confidentiality and integrity protection. The usual disclaimer about a physically secured link is made (like in LTE). 
User plane protection: 

The proposed agreement below assumes that the 5G spec will contain UP sec termination in the RAN at least as an option. This is stated in an EN as no agreement on UP sec termination has been reached yet.
Under this assumption, the situation is similar to LTE, with the side remark (not reflected in the formulation of the proposed agreement) that an operator may often assume a physically secured link when the UP protection terminates in a Central Unit of a gNB in the RAN cloud, and the RAN cloud and the CN are in the same security domain. (Remember that the the use of the Zb interface is optional in Network Domain Security). 
3
Detailed proposal

******************START OF pCR**********************
E.1.9 
Questions and Interim Agreements for Key Issue #1.9

E.1.9.0 
Questions in other clauses affecting this key issue

tba
E.1.9.1 
Security features for the AN-CN control plane
E.1.9.1.1 
Description of Question

Question: What security features are mandatory to support / use on the N2 interface? 

E.1.9.1.2 
Interim Agreement

Confidentiality and integrity are mandatory to support on N2. The use of confidentiality and integrity is mandatory unless N2 is secured by physical means. If confidentiality and integrity are used the solution shall follow the principles of TS 33.210 (NDS/IP).  
Support by the gNB for the certificate enrolment procedure as specified in TS 33.310 [37] is mandatory.
E.1.10 
Questions and Interim Agreements for Key Issue #1.10

E.1.10.0 
Questions in other clauses affecting this key issue

tba
E.1.10.1 
Security features for the AN-CN user plane
E.1.10.1.1 
Description of Question

Question: What security features are mandatory to support / use on the N3 interface? 

E.1.10.1.2 
Interim Agreement

Confidentiality and integrity are mandatory to support on N3. For deployments where UP security does not terminate in a secure location and the N3 interface is not secured by physical means the use of confidentiality and integrity is mandatory on N3. 
******************END OF pCR**********************
