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1
Decision/action requested

This contribution provides a pCR to Annex E.1.3 through E.1.6.
2
Rationale
User plane protection: 

SA3 has already reached agreement on solution 1.3 for UP confidentiality which states “User encryption is mandatory to support in UE and network”. The use of encryption is negotiable, according to solution 1.3.
As for UP integrity, it is not available in LTE, but it should be available in 5G for two reasons: 

(a) When UP encryption is switched off, e.g. because there is OTT encryption, then the radio interface would be left without any protection if UP integrity was not available; this could endanger the operator network. 

(b) It is well known that, even when encryption is applied, targeted modifications of packets would be possible in the absence of UP integrity. The corresponding attack is technically difficult, but not impossible, and may become more practical over time. Therefore, the opportunity of designing a new generation of a mobile system should be seized to address this potential vulnerability as well. 

Certainly, UP integrity need not be applied in all cases, e.g.typically not in VoIP, so its use should be negotiable and determined by the network. To ensure that it can be enabled when needed it is required that both sides, UE and network, shall support it. 

Furthermore, when UP security is terminated in the RAN, it is advantageous to have the possibility to negotiate the use of UP confidentiality and UP integrity on a per Data Radio Bearer (DRB) basis. This is so because different DRBs may belong to different QoS classes and even cater to different applications, e.g. one DRB may carry VoIP where one may choose to enable UP confidentiality and disable UP integrity, and another DRB may carry web traffic where one may choose to disable UP confidentiality (because OTT encryption is used) and enable UP integrity (in order to protect the network). More information on this selection of security features per DRB is contained in two other contributions by Nokia in S3-170658, 659.  

Control plane protection: 

CP integrity shall be mandatory to support and use for both, UE and network. This is the same as in LTE, and 5G should not fall behind LTE. 

CP confidentiality shall be mandatory to support for both, UE and network (like in LTE). CP confidentiality should always be used where regulations permit (which is in line with the agreed solution 1.3 for UP confidentiality).
3
Detailed proposal

******************START OF pCR**********************
E.1.3 
Questions and Interim Agreements for Key Issue #1.3

E.1.3.0 
Questions in other clauses affecting this key issue

Questions with respect to the selection of a UP security termination point are addressed in the questions on key issue 1.15.

E.1.3.1 
Support of User plane integrity between UE and network
E.1.3.1.1 
Description of Question

This question addresses whether it should be mandatory for the UE and the Network to support user plane integrity protection between the UE and the Network. "Shall UP integrity be mandatory to support / use by 5G UEs, 5G networks?"
E.1.3.1.2 
Interim Agreement

UP integrity is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase 1, with the exception of 5G UEs that can only access the EPC.
E.1.3.2 
How should use of the feature be negotiated between UE and network 
E.1.3.2.1 
Description of Question

This question addresses how use of the feature is negotiated between UE and network "How should use of the feature be negotiated between UE and network?"
E.1.3.2.2 
Interim Agreement

It shall be possible to negotiate the use of UP integrity between 5G UEs and 5G networks in 5G phase 1. Its use shall be determined by the network. 

E.1.5 
Questions and Interim Agreements for Key Issue #1.5

E.1.5.0 
Questions in other clauses affecting this key issue

TBD
E.1.5.1 
Shall CP integrity be mandatory to support / use by 5G UEs, 5G networks?
E.1.5.1.1 
Description of Question

The question intends to address the following points:

1. Shall the CP integrity be mandatory to support by 5G UEs?

2. Shall the CP integrity be mandatory to support by 5G network?

3. Shall the CP integrity be mandatory to use by 5G UEs?

4. Shall the CP integrity be mandatory to use by 5G network?
E.1.5.1.2 
Interim Agreement
CP integrity is mandatory to support by 5G UEs and 5G network.

CP integrity is mandatory to use except for except for a well-defined list of exceptions in certain procedures (e.g. unauthenticated emergency call). 


……….
E.1.6 
Questions and Interim Agreements for Key Issue #1.6

E.1.6.0 
Questions in other clauses affecting this key issue

TBD
E.1.6.1 
Shall CP confidentiality be mandatory to support / use by 5G UEs, 5G networks?
E.1.6.1.1 
Description of Question

The question intends to address the following points:

1. Shall the CP confidentiality be mandatory to support by 5G UEs?

2. Shall the CP confidentiality be mandatory to support by 5G network?

3. Shall the CP confidentiality be mandatory to use by 5G UEs?

4. Shall the CP confidentiality be mandatory to use by 5G network?
E.1.6.1.2 
Interim Agreement

The answer to questions 1 and 2 above is yes. The answer to questions 3 and 4 is that CP confidentiality should always be used where regulations permit, except for a well-defined list of exceptions in certain procedures..
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