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1
Decision/action requested

This contribution proposes answers for the questions on the SEAF and security anchors
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3
Rationale

Having a security anchor in the network is beneficial as this provides a key that can be used to derive keys for many different uses rather than relying on running a separate authentication when different security is needed, e.g. when performing untrusted non-3GPP access the UE needs to establish an IPsec tunnel with the N3IWF and NAS security with an AMF. Having a security anchor allows this to happen with only one authentication run. Hence we conclude that having a security anchor that generates keys for multiple access technologies using a primary authentication is useful.
Similarly when leaving a key in the home network after an authentication run also makes sense as this key could be used to establish security with the home network without a new authentication when the UE is roaming, e.g. accessing a roaming 3GPP and a home N3IWF. Hence we conclude that having a key stored in the home network after an authentication run is useful. Whether such a key is stored in the AUSF or H-SEAF will be determined during the normative phase.
With the introduction of the DECOR type functionality (the ability to have dedicated networks for different types of subscriptions), the EPC network started to evolve from being a homogenous access based network to being more a service based architecture, e.g. the network entities that are used to serve a UE became dependent not only on the geographical location of the UE but also on the types of services that the UE will be provided with based on its subscription. From a service perspective, 5G goes further than that as a UE is allowed to change the slices that it wishes to access and this could cause a change of the network entities serving the UE. In other words, the UE may perform mobility not only due to changes in geographic location but also for changes in services. An example of this is a public safety official who may use their subscription to access regular slices while not on duty, but may switch to public safety ones when on duty. A consequence of this is in effect the possible division of the overall network into different subsets (a subset is a collection of AMFs, SMF and UPFs) of which one subset would serve the UE for the agreed (subset) of slices that the UE requested. 

This has a consequence that while one AMF may be allowed by the network to serve some slices that a UE requests, it may not be allowed to serve all slices. Hence the security architecture should reflect this, by having the possibility of the AMF not having access to the key that results from the authentication. This means that it is possible to authenticate and authorise the use of a slice or protection traffic in a slice in such a way that an AMF could not have got access to the keys used to provide this security. Keeping such a key also enable the use of keys to protect the traffic in different slices such that slice can be isolated cryptographically from each other (i.e. the keys used to protect slice A are not know to a node that is in slice B). The above argues that the architecture should support a standalone SEAF that can be deployed separately from the AMF.  
Having a standalone SEAF that serve multiple AMFs also enables keeping area of the network separate from each other, i.e. when moving from one area of the network to another, it is possible to change keys such that the both the old part of the network and the new part cannot get access to the keys used in the other part of the network. Taking a decision on making a SEAF a separate logical entity needs to be done in Phase 1, as it will not be possible to add layers to the key hierarchy, i.e. the key hierarchy and the procedures for dealing with keys need to be designed with the SEAF as a separate logical entity. Without such a design, the various dedicated networks that an operator wishes to deploy could not be securely isolated from each other without mandating a full authentication run every time such a change of network is needed.

To achieve this secure isolation from a UE perspective requires the UE to ensure that a fresh authentication run occurs in the after the DÉCOR like change of dedicated network. This could be particularly difficult with an EPS AKA like solution where the Authentication Vector may have been passed between collocated AMF/SEAFs (note: EAP AKA that terminates in the AUSF avoids this as the UE is assured that the keys from the fresh authentication run are delivered to the new AMF). 
Having such a capability also future proofs the architecture. At this stage we do not know what will be the final features in the 5G architecture. Hence it cannot be stated today that it is acceptable from a security perspective to have the AMF know the keys for every new feature/functionality that will be deployed. 

4
Detailed proposal

It is proposed that SA3 agree the following pCR for inclusion in TR 33.899
***** FIRST CHANGE *****
E.2.0
Questions and Interim Agreements for Authentication-related functions

E.2.0.1
Need for a SEAF in the HPLMN

E.2.0.1.1
Description of Question

Question: Are there scenarios to be supported that require a SEAF in the home network (in addition to the SEAF that is agreed to be in the visited network)?

E.2.0.1.2
Interim Agreement

The system shall support the ability to store a key in the home network after an authentication. For this role, the H-SEAF is not needed.  
***** END OF CHANGES *****
