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1. Introduction

It is proposed to add to the overall conclusions clause within clause 7 of TR 33.899 the issue of bidding down attacks.
2. Text addition to conclusions of clause 7

~ ~ ~ Start ~ ~ ~
5.7.5
Conclusions 

One aspect 
that is not considered 
by any of the described solutions, is the risk of bidding down attacks to 4G: 
If an attacker sets up a fake base station 
and then attracts 5G UEs to 4G
, IMSI could be revealed in clear-text
.

Thus, it needs to be carefully evaluated, whether the additional effort to hide IMSI 
for 5G only is justified, if it is 
possible to bid down the 5G UEs to use 4G
. To that end, it is worth noting that both 3G and 4G are threatened by the co-existence of 2G (with or without bidding down, e.g., using A5/3 soon will offer no security). Yet, tremendous efforts (much larger than IMSI encryption as such) were spent to improve 3G and 4G. Assuming that there was a possibility of bidding down attack, it is only fair to accept the compromise and still introduce IMSI privacy in 5G. In future 6G/7G or when 4G deployment phases out, the problem will get completely solved. Note that if IMSI was hidden already in 4G, then today this issue would not need discussion. A counter view on this could be that it might take decades until we have only 5G or newer generation systems. But, if each generation system is let to pass without IMSI privacy, it means that “complete” IMSI privacy is delayed by another decades, then another decades, and so on.  In the extension, no future generation will ever become able to hide IMSI. It would, then, be necessary to re-think why we are trying to do any enhancement to 4G security at all for 5G. Further, from technical point of view, there are possibilities of addressing this issue, e.g.,:
-
Bidding down attack does not work on UEs configured to use only 5G. 

-
Bidding down attack using unauthenticated redirects can be solved by requiring the redirects to be done in protected message (same as is being initiated in LTE).
-
Bidding down attack using radio jamming the 5G frequencies may or may not be able to force the UE to reveal IMSI (if there is some sort of combined attach and the UE uses GUTI).
-
Some kind of visibility to users or confirmation from the users are also human-side of addressing the problem
.
~ ~ ~ End ~ ~ ~
�It is too early to determine that this is indeed a problem. In that sense, LTE has a problem with or without bidding down attack, just because of interworking. Lets call it "aspect".


�There is no key issue to solve bidding down problem So the word "solving" is not preferred. Let's call it "considered"


�There is no bidding down from 5G directly to 3G/2G.


�What does this "own network" refer to?


�Same comment. There is no bidding down from 5G directly to 3G/2G.


�Let's be more specific.


�Let's be more specific.


�Why is it "easy"? RAN and CN specs. are not yet stable. E.g. if there is no unauthenticated redirects, and some different policy of cell-reselection, it will no longer be "easy".


�Let's be more specific.


�New text that explains why IMSI privacy is good, even if "only for 5G".
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