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1. Introduction
This contribution attempts to compare three proposed solutions proposed in 33.899 for key issue 5.4.3.1.   The key issue for AS security during the RRC idle mode is about helping a UE during the cell reselection process to detect fake 5G gNB/eNB and associate with a genuine cell by verifying the authenticity of the cell “In the LTE system, UE obtains some services in the RRC idle state. In the RRC idle state, UE acquires the system information from the camped cell and uses them to receive paging and obtain other services such as MBMS, D2D, etc. in RRC idle state. When the UE select a cell in RRC idle mode, it does not validate whether the eNB is authentic or fake. As a result, UE may camp on a rogue cell leading to a denial of services.“
2. Discussion	
There have been three solutions proposed for key issue 5.4.3.1 “AS security during the RRC IDLE Mode” Table 1.0 below provides a comparison summary of the proposed solutions against some metrics and use cases.
Potential Security Requirement” as described in 5.4.3.1 states that 
 “Next generation system should provide a means to ensure a UE in an idle state can determine the authenticity of a cell.”
Three two different categories of scenarios can cause for UE to attach to fake gNB. Both categories can have a different outcome as shown in Table 1 below:
Scenario 1: UE is powered up on a cell, and UE would immediately initiate an ATTACH or TAU. 
Scenario 2: UE is in IDLE mode on a genuine cell. UE reselects to a cell on a different TA using the regular Cell Selection and Reselection procedure.
	Scenarios
	Threats
	Priority

	a)	UE->Power On
b)	UE->Attach
c)  Fake eNB sends Reject (Reattach)
	UE tries to connect to fake eNB but it fails
	High

	a)	UE->Idle Mode
b)	UE->Resume
c)  Fake eNB->UE Reject(Reattach)
	
	

	a)	UE->Idle Mode
b)	UE->Resume
c)	UE->Fake eNB/gNB(UE redirect to 2G)
	UE redirected to less secure network (e.g. 2G)
	High

	a)	UE->Power On
b)	UE->Attach
c)	UE->Fake eNB/gNB(UE redirect to 2G)
	
	


Table 1.0 –Summary of Scenarios and Threats 

There are multiple solutions proposed to verify the authenticity of the eNB/gNB. All solutions can be broadly categorized into the following
1) Signed SRB: Broadcasted information like SIB, MIB information is either digitally signed using public/private keys or identity-based infrastructure.
2) Query-Response Method: Signature generation and exchanges between UE and gNB after cell reselection to verify the authenticity. 
3) Uplink Traffic Monitoring: UE monitors Uplink traffic for eNB/gNB.

Following table compares different existing solutions against the scenarios described above in Table 1. 
	Solution
	Type
	Scenario 1 (IDLE)
	Scenario 2 (Power On)

	5.4.4.1
	Signed SRB using UTC timer
	Issue: can timestamp be relied on for replay attack prevention?
	Issue: No timestamp and hence replay attack can not be prevented.  

	5.4.4.2(Samsung)
	Signed SRB with time counter
	Issue: How can Counter Synchronization be achieved?
1)Signature stays same for the SIB duration, for SIB1 it is ~80ms, other SIBs duration is longer this is long enough for active replay attacks.
	Issue: How can Counter Synchronization be achieved? 
1)Signature stays same for the SIB duration, for SIB1 it is ~80ms, other SIBs duration is longer this is long enough for active replay attacks.

	5.4.4.4(Huawei?)
	1) Uplink Traffic Monitoring
2) Query-Response method using PKI
	1) Fake UEs can generate traffic.
2) Prevents replay attacks by verification of the included NONCE in the replyNo issues but doesn’t address replay attack prevention
3) Dedicated SIBs (in response to requests) are already agreed in TR 38.804, sec 5.5.3. This solution can reuse it.
	1) Fake UEs can generate uplink traffic.
2) Prevents replay attacks by verification the included NONCE in the replyNo issues but doesn’t address replay attack prevention
3) Dedicated SIBs (in response to requests) are already agreed in TR 38.804, sec 5.5.3 This solution can reuse it.

	5.4.4.8(Intel)
	Query-Response method using IBS with Replay Attack prevention
	[bookmark: _GoBack]1)“UEs are provisioned with the Public Validation Token (PVT) specific to each cell and the NR are configured with the Secret Signing Key (SSK) associated with its cell identity “  provision every eNB PVT of every cell needed.
2) IB Signature stays same for the SIB duration, for SIB1 it is ~80ms, other SIBs duration is longer this is long enough for active replay attacker to claim a valid identity and replay SIB..
	

	5.4.4.10
	Solution #4.10: UE-assisted false base station detection
	This solution lets the UE camp on a false base station. But, detect that the UE camped on a false base station when the UE connects back to the genuine network. This doesn’t help when fake gNBs are mobile like StingRay cells.
	


Table 2.0 – Comparison Summary of Proposed Solutions to determine authenticity of the cell in idle mode
The following section describes the general observations for each solution related to the key issue in the TR 33.899. 
Observation 1: Broadcast solutions like Signed SRB incurs significant overhead. E.g. in SIB1 case, this overhead will be broadcasted every 80 ms. Moreover, 80ms is ample time for replay attack window replaying MIB/SIB from a valid cell.
Observation 2:  Time synchronization is needed to generate timestamps to prevent replay attacks Signed SRB Solutions. This can not be achived for power on usecase. 
Observation 3: Query response methods can be used to prevent for both power on and IDLE scenarios. A scheme for dedicated SIB based on request is already agreed in RAN. This can be reused by securing it with either PKI or IBS.
Observation 4: Query-Response methods can be used only when UE is suspicious about the authenticity of the eNB. E.g. If it receives RRC redirection message to less secure network. 
Observation 5: Uplink traffic monitoring by itself does not prevent RRC IDLE mode attacks. A fake UE can generate uplink traffic to fake eNB/gNB. Also there is a possibility that there is not much real traffic (E.g. during night) to a genuine eNB/gNB. Thus Uplink traffic monitoring solutions will not prevent any scenarios as described above.
Conclusion 
1) Signed Broadcast by itself cannot address all the scenarios for both Power On and IDLE mode scenarios.   
2) Signed Broadcast messages incurs overhead over Air interface.
3) Query-Response message solutions prevent attack for all the scenarios for both Power On and IDLE mode scenarios. 
At a minimum, we recommend using System-Query solutions for both Power On and IDLE mode scenarios. Signed Broadcast messages can also be supported in addition to Query-Response solution. 
















