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1
Decision/action requested

When there is more than one instance of N1 reference point (e.g., one over 3GPP access and another over non-3GPP access), this contribution analyses how the NAS security context is handled for each instance and concludes that maintaining separate NAS security context for each N1 instance is preferred. It is proposed that SA3 endorse the principle that each N1 instance is protected with a separate NAS security context as a working assumption.
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Rationale

N1 is the NAS reference point between the UE and the AMF.  A 5G UE may connect to the AMF in the 5G core network using multiple N1 instances (e.g., see 4.2.7.1 of [1]). For example, when the UE is connected via 3GPP access and via non-3GPP accesses, multiple N1 instances exist for the UE, i.e., one N1 instance over 3GPP access and one N1 instance over non-3GPP access. Those N1 instances may be established at a single AMF (if the N3IWF is in the same PLMN as the 3GPP access) or at two separate AMFs (if the N3IWF is located in a different PLMN than the 3GPP access). In both cases, it is necessary to consider how to manage NAS security contexts to protect the NAS messages between the UE and the AMF exchanged over multiple N1 interfaces.

NAS security context may consist of AMF specific key (KAMF) with the associated key set identifier (that identifies the authentication run), and the uplink and downlink NAS COUNT values. Additionally, the NAS security context may also contain further keys derived by the AMF for NAS integrity (KNASint ) and NAS encryption (KNASenc) and the selected NAS integrity and encryption algorithms.

UE served by two separate AMFs:

If the UE is connected to two separate AMFs, then a separate NAS security context for each AMF is required, especially if the AMFs use different keys (e.g., that are bound to the AMF) and security algorithms. Therefore, the UE shall have a separate NAS security context for each AMF that the UE is registered to.

UE served by a single AMFs:

If the UE is connected to the same AMF using multiple N1 instances (e.g., the N3IWF is in the same PLMN as the 3GPP access and the UE is registered to the AMF over both accesses), there are two options for protecting NAS messages transmitted over the N1 instances between the UE and the AMF:
1. Use a separate NAS security context for each N1 instance

2. Use the same NAS security context to all the N1 instances served by the AMF

With option 1) the NAS security processing is straightforward and has the benefit that the NAS security processing is the same irrespective of whether UE is registered with a single AMF or multiple AMFs. However, the AMF has to maintain separate NAS security context for each N1 instance, even though it may be technically feasible to use the same NAS security context.

Though option 2) is technically feasible, the NAS security processing and security context management (e.g., NAS COUNT) will be more complex both at the UE and the AMF and requires care. For example, NAS messages may arrive out of order (this may especially be the case if NAS messages are sent over two different paths, e.g., one over 3GPP access and another over non-3GPP access). To address this out of order issue, a windowing mechanism needs to be specified in order to avoid unnecessary message rejections or potential replays. More specifically, the UE and the AMF need to check that the received NAS COUNT is not previously used and is greater than the lower bound of the window before accepting the NAS message. Therefore, this option is not be preferred.

In order to keep the NAS security processing procedures the same irrespective of whether the UE is connected to a single AMF or multiple AMFs, we propose that SA3 agree on a working assumption that the each N1 instance shall be protected with a separate NAS security context.
4
Detailed proposal

It is proposed that SA3 endorse the working assumption that each N1 instance is protected with a separate NAS security context.
