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5.1.1
1
Decision/action requested

This pCR provides an update to the solution #1.6 to specify the interface between SEAF and AMF.
All text is new.

2
References

None
3
Rationale

This pCR provides an update to the solution #1.6 to specify the interface between SEAF and AMF. In order to provide security isolation between AMFs during AMF relocation, it is deemed necessary to have a standalone SEAF that interface with multiple AMFs. AMF relocation may happen when a UE wants to be registred on different or additional network slices that the current AMF cannot serve. In such case, security isolcation between AMFs is strongly required, yet if the SEAF is collocated with the AMF, the security isolation cannot be achieved unless a target AMF/SEAF obtains a new security anchor key from the AUSF in the HPLMN – which would incur substantial signalling delay. This contribution proposes an open interface between SEAF and AMF and the types of messages that the interface shall support.
4
Detailed proposal
It is proposed that SA3 agree the below pCR for inclusion in TR 33.899
***
BEGIN OF FIRST CHANGE
***
All text below is new, section numbering may need adaptation!
5.1.4.6.2.4
Interface between SEAF and AMF
A SEAF interfaces with an AMFs to support authentication between an NG-UE and AUSF via an AMF and to provide a key(s) for NAS signalling protection between the NG-UE and the AMF. The interface between the SEAF and AMF is named as Nx for explanation purpose in this contribution.
1) Transparent container to support authentication exchanges

The Nx interface transports the authentication message exchanges (e.g., EAP messages) between the NG-UE and AUSF. For the transport of the authentication exchanges, the Nx interface supports two message types: an authentication transport request and an authentication transport response. The authentication transport request is sent from the AMF to the SEAF and contains the UE identity and transparent container IE that contains the authentication request information sent from the UE to the AUSF. The authentication transport response is sent from the SEAF to the AMF and contains the UE identity and transparent contain IE that contains the authentication response information sent from the AUSF to the UE. 
2) Key request and reply for AMF to support NAS security context establishment

The Nx interface supports a key request sent from the AMF to the SEAF for NAS signalling protection (i.e., KAMF) between the AMF and the UE. The key request contains the UE identity and optionally a key identity that identifies the associated SEAF key (KSEAF) with the key request at the SEAF. The Nx interface supports a key response sent from the SEAF to the AMF in response to the key request. The key response contains the UE identity and an associated AMF key (KAMF) derived from KSEAF.
NOTE: It is assumed that a given serving network has only one instance of the standalone SEAF
***
END OF FIRST CHANGES
***
