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1
Decision/action requested

This pCR provides an evaluation of the solution #7.4 Privacy enhanced Mobile Subscription Identifier (PMSI).
2
References

3
Rationale

This pCR provides an evaluation of the solution #7.4 PMSI. 
4
Detailed proposal
It is proposed that SA3 agree the below pCR for inclusion in TR 33.899.
***
BEGIN OF FIRST CHANGE
***
5.7.4.4.4
Evaluation 

If the authentication procedure fails for some reason, the solution proposes that the UE attachs to the network using the same PMSI that was used for the previous failed attach. 
It is always a trade-off whether to have new signalling messages or whether to add new functionality in UE and AU. This solution proposes that CP-CN/AU forwards the encrypted PMSI to the UE in the NAS authentication request message.  The encrypted PMSI is included in the existing NAS authentication request message and therefore there is no need to specify any new NAS message.
The solution addresses the potential PSMI desynchronization issue due to message losses by design, based on the PMSI derivation and three way handshake protocol incorporated in the authentication procedure. A temporary PMSI desynchronization can be possible, yet would be automatically resolved during the next attach as a normal UE behavior. Therefore, the solution does not require any extra PMSI synchronization procedure. 

Other than message loss scenarios, PMSI desynchronization may happen due to a loss of the PMSI and PMSI generation key either at USIM in the UE or at AUSF. However, this is an extremely rare failure scenario and this rare scenario can be handled using the PMSI initialization procedure.
***
END OF FIRST CHANGES
***
�Reusing the same PMSI only happens during the authentication failure as the previous sentence says. This doesn’t mean two different PMSIs are correlated. The eavesdropper or active attacker cannot correlate the PMSI with IMSI – which is the design goal.





