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1
Decision/action requested

This contribution discusses the inputs for the ciphering and integrity key derivation
2
References

[1]
TR 33.899
3
Rationale

There are many case in LTE where a ciphering and integrity key are derived from some common master key. A similar situation is expected in 5G. In the case of LTE, the inputs to the key derivation are the use case and the algorithm to be used. This ensure that a unique keys is derived for each possible use. It is proposed to use a similar method in 5G as described by the solution provided in the below pCR.
4
Detailed proposal

It is proposed that SA3 agree the following pCR from inclusion in TR 33.899 [1].

It is further proposed that this proposed key derivation is taken as a working agreement for the derivation of the ciphering and integrity keys.

Proposed pCR
**** FIRST CHANGE ****

5.4.4.z
Solution #4.z: Deriving ciphering and integrity keys in 5G
5.4.4.z.1
Introduction  

This solution address the inputs to the KDF to derive the ciphering and integrity keys for 5G. 

5.4.4.z.2
Solution details  
The solution follows that used in LTE (see Annex A. of TS 33.401[31]) and proposed to use the KDF described in TS 33.220 [27].

When deriving keys for the integrity and encryption algorithms from a master key from that particular case, the following parameters shall be used to form the string S.

-
FC = 0x??

NOTE: An FC value will need to be assigned, but should be different to LTE.

-
P0 = algorithm type distinguisher

-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

The algorithm type distinguisher is used to identify the use case that the key is being derived for, e.g. encryption of NAS message, integrity protection of RRC signalling (see Annex A.7 of TS 33.401 [31] for how it is done in LTE

The algorithm identity shall identify the particular 5G security algorithm that is being used (see clause 5 of TS 33.401 [31] for the assignment of values for LTE with a similar method to be used in 5G). 

For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.
5.4.4.z.3
Evaluation 

This solution is a straight forward method of providing the inputs to the key derivation of ciphering and integrity keys to ensure that different keys are generated for different usages of the security algorithms (e.g. NAS ciphering and RRC integrity – see P0 part of the input) and for a given usage the keys are different when a different algorithm is used (see the P1 part of the input).

**** END OF CHANGES ****

