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Abstract of the contribution: This contribution proposes question and interim agreements for KI 12.1 & 12.2, namely to introduce 5G network support for authenticated network access for credentials provisioning.
1. Introduction
In this document, we treat the clause 5.12 and propose related questions and interim agreements. 

2. Analysis of question
This contribution addresses the need for:
-
Security procedures to support the “on-demand connectivity” for remote provisioning based on the following new/updated SA1 requirements on Subscription aspects in TS 22.261 (Clause 6.14) “Service requirements for the 5G system”:

· Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). This on-demand mechanism should enable means for a user to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.

· The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure device used for IoT purposes.

-
For the actual remote provisioning, the Remote Provisioning mechanism defined by the GSMA Remote SIM Provisioning (RSP) specification, for provisioning of AKA credentials (3GPP subscription credentials) can be used. 3GPP only needs to address network access for remote provisioning.
This boils down to the following question:
-
What security features are mandatory to support / use for on-demand connectivity for remote provisioning? 
Further SA3 agreement captured in the LS S3-161966 needs to be reflected in the TR.

-  "SA3 [SA3#85] concluded that in general allowing unauthenticated access to the 3GPP network is not a good principle and hence believes that an approach where the Attach requests for provisioning access shall require at least authentication of the device to the network before access to provisioning server is granted.”. 

We propose to add the following questions and also interim agreements.
4. Proposal

**** Beginning of change **** 

E.12 
Questions and Interim Agreements for security area #12

E.12.1 
Questions and Interim Agreements for Key Issue #12.1 and 12.2
E.12.1.1
Connectivity for credentials provisioning
E.12.1.1.1
Description of Question
-
What security features are mandatory to support / use for on-demand connectivity for remote provisioning? 

E.12.1.1.2
Interim Agreement

The following security requirements are agreed:

-
It shall be possible for the 5G system to support “on-demand connectivity” (TS 22.261 clause 6.14) for remote provisioning.
-
 Network access for credentials provisioning shall be authenticated (at least authentication of the UE to the network).    
The following is agreed for normative work:
-
Authenticated network access for remote provisioning will be supported in phase 1.

NOTE x: For the actual remote provisioning of AKA credentials, the GSMA Remote SIM Provisioning specification can be used. 

**** End of Change ****
