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1
Decision/action requested

To include the proposed pCR(Clause 4)  in TS 33.899 [1].
2
References

 [1]
3GPP TS 33.899, Study on the security aspects of the next generation system, v1.0.0
3
Rationale

As GSMA Remote SIM Provisioning (RSP) specification SGP.02 supports the option of using the Provisioning Profile (A Profile that allows connectivity to a commercial mobile network solely to provide system services, such as the provisioning of Profiles.), this contribution updates the solution #12.4 to support Provisioning Profile for network access authentication. 

Based on the proposed updates, it is identified that even when using the provisioning profile, modifications are needed in the network to identify that the attach is for credential provisioning, identification of the authentication method and restriction of the session only to credential provisioning. Therefore, the key Issue#12.1 is updated accordingly.   
4
Detailed proposal

***************Start of Changes****************
5.12.3.1
Key issue #12.1: Credential provisioning

Editor's Note:some aspects of credential provisioning are addressed in 820, too. These aspects in 820 should eventually be merged with 611. 

5.12.3.1.1
Key issue details

TR 22.861 has the following requirement in [PR.5.1.3.2-001] for IoT UEs "The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials." We understand the text "3GPP subscription credentials" such that it refers to USIM credentials on a UICC as they are currently defined, i.e. they are the credentials required for the AKA protocol. But other requirements point to the potential need for supporting non-AKA authentication methods requiring different credentials, cf. e.g. requirements referring to "alternative authentication methods" in TR 22.862. We therefore distinguish these two cases below. 

a) AKA credentials on UICCs 

UICCs are likely to continue to play an important role in NextGen security.

Traditionally, provisioning of subscription credentials in UICCs and Authentication Centres for AKA-based authentication have not been subject to 3GPP standardization. 

Over the last years, a standard for embedded UICCs has been developed by the GSMA and by ETSI TC SCP. Embedded UICCs allow for remote provisioning of credentials. The conceptual framework for embedded UICCs includes a solution for the problem of gaining initial connectivity to the provisioning server. This initial connectivity can be provided using pre-installed USIM credentials and however requires  changes to 3GPP standards for registration and session management. 

Editor's Note: The initial connectivity could also be provided through the connectivity of a companion UE or through non 3GPP access (GSMA SGP.21 v 1.0 and SGP.22 v1.0).  

Further concepts for remotely manageable UICCs are currently being worked on. 

b) Other cases

Editor's Note: These 'other cases' may refer to non-AKA credentials in future versions of UICCs or in other forms of storage on the UE. (Both are ffs).  In particular, it is ffs whether the concept of UICC may evolve in NextGen so as to include also the storage of non-AKA credentials. 

A requirement may necessitate the support for alternative authentication methods, cf. above. 

Editor's Note: It is ffs whether EAP-TLS or EAP-TTLS, or the use of client certificates, are suitable examples of these methods. 

It may be desirable to provision such non-AKA-credentials, to the UE.

Editor's Note: Such a provisioning process may use an online process involving a provisioning server. It is ffs whether there would be a need to specify such a process in 3GPP. But even if it is decided not to specify such a non-AKA credential provisioning process in 3GPP it may be desirable to specify some minimal support for such processes in 3GPP, namely for enabling initial connectivity to the provisioning server for the case that initial connectivity cannot be provided using pre-installed USIM credentials.  

5.12.3.1.2
Security threats 

Unauthenticated access entails the risk of Denial of Service against the NextGen serving network.

Unauthenticated access entails the risk of unauthorized use of NextGen services if traffic from an unauthenticated UE is not strictly limited to communication with a provisioning server predefined in the NextGen core network.

Editor’s note: The list of security threats needs to be further completed.

5.12.3.1.3
Potential security requirements

Editor's Note: It is ffs whether optional support by the 3GPP network for  access to provisioning servers is needed.   This issue is to be distinguished from the credential provisioning procedure between UE and provisioning server. For the latter, it is ffs whether the provisioning procedure is standardized in 3GPP or uses method described in other groups.
***************Next Change****************
5.12.4.4
Solution #12.4 Authentication Procedure for credential provisioning
Editor’s Note: The content of this whole clause needs to be reworded for clarity.
5.12.4.4.1
Introduction

The normal UE attaches to the network using its own 3GPP subscription credentials. When the UE has no USIM and any 3GPP subscription credentials are not provisioned yet, the LTE UE cannot attach and use the network for usual data network service except emergency services.

However, if the NextGen UE has an embedded UICC (i.e. eUICC) with pre-provisioned credentials which can afford to mutually authenticate with the NextGen Core using the 3rd Party authentication credentials. The NextGen System should supports the attachment of such a NextGen UE to enable the download of 3GPP subscription credentials via 3GPP network as described in this solution.
5.12.4.4.2
Reference Architecture for connectivity for credential provisioning
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Figure 5.12.4.4.2-1: Reference Architecture for credential provisioning.

The use of 3rd party credentials for mutual authentication can be achieved in several ways, for example, the 3rd party domain may host a AUSF and the SEAF of the operator domain may interface with it, or alternatively, the AUSF of the 3rd party may be contacted via the AUSF proxy in the 3GPP operator domain. The potential candidate considered in this solution is, using direct interface between the AUSF of the 3GPP operator and the ARPF of the 3rd party domain. When such a NextGen UE attaches to the network for the credential provisioning, even if the NextGen UE attaches with the network for limited service successfully, the allowed data network services for the NextGen UE should be restricted only for the credential provisioning. In such a state, the subscriber is not identified from the NextGen CN, so the NextGen CN should manage the NextGen UE differently from the other normal registered NextGen UEs. And, on the successful remote provisioning, the NextGen UE should detach from the network and re-attach with the provisioned 3GPP subscription credentials.
Provisioning server should be placed within the Operator’s trusted domain. 

5.12.4.4.3
Authentication procedure for credential provisioning
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Figure 5.12.4.4.3-1: Attach procedure for UE without 3GPP subscription credentials
1. The NextGen UE sends the attach request message with a new attach type indicating that it is for remote SIM provisioning of the NextGen UE which has not been provisioned with any 3GPP subscription credentials. The NextGen UE identifier is set by the identifier of ME (e.g. IMEI) instead of IMSI. The IMEI check to the EIR may be performed. If the IMEI is blocked, operator policies determine whether the Attach procedure continues or is stopped. The MM function then triggers the authentication procedure through the SEAF. The AUSF initiates the EAP-TLS authentication procedure with the UE (i.e. eUICC in the UE). 
2. The NextGen UE (i.e. eUICC in the UE) performs the mutual authentication with the AUSF. The 3rd Party ARPF- (for example, device manufacturer) and the eUICC in the UE, are pre-configured with the necessary credentials to perform EAP-TLS authentication. One option is to use the pre-provisioned eUICC credentials (e.g. eUICC certificate and its private key) defined in GSMA RSP specification SGP.02[49]. In order to verify the eUICC certificate, the AUSF is provisioned with the certificate of the root CA who issued the eUICC certificate, and to verify the server certificate, the eUICC is provisioned with the certificate of the root CA who issued the server certificate. One example of the Root CA for this purpose is the GSMA CI which is defined in SGP.02 [49].
The TLS client certificate carrying the eUICC ID is encrypted by the public key of the AUSF before transmitting to the AUSF (step 2D). Alternatively, if asymmetric computation is a significant overhead for the NextGen UE, then the TLS client certificate carrying the eUICC ID is encrypted by the random key generated by the UE and the UE encrypts the random key using the public key of the AUSF. The UE transmits both encrypted TLS certificate carrying the eUICC ID and the encrypted random key to the AUSF.
Editor’s Note: Impact on TLS Handshake is FFS
NOTE :
If  Provisioning Profile as specified in GSMA RSP  specification is used for connectivity to the network for provisioning of eUICC Profiles, then it is used to obtain the connectivity by performing AKA authentication with the network. When Provisioning Profile is used then, in Step 1, Provisioning Profile’s IMSI is used instead of IMEI and in Step 2, EAP-AKA is performed instead of EAP-TLS. The necessary credentials in the network are stored in the ARPF to perform EAP-AKA with the NextGen UE.
3. If the authentication succeeds, then the AUSF provides the MSK key to the SEAF. The SEAF derives further keys and provides the respective keys to the NR, UPF and MMF. The UE also derives the necessary keys. Then the NextGen UE and the NextGen core network and NR share the security contexts derived from the authentication results. From this point, CP and UP messages are confidentiality and/or integrity protected.
4. The MMF creates the session and sends the Attach accept message to the NextGen UE if it accepts the NextGen UE to connect to the network for credential provisioning. This message may include some information such as the operator's SIM provisioning server address, to be used by the NextGen UE to perform the step 6.
5. The PDU session is established, where the PDU session is restricted to allow the NextGen UE to only access the SIM provisioning-related servers (e.g. DNS server, SIM provisioning server such as SM-DP+ and SM-DS, or the operator’s subscription portal, and so on.). During this step, the information obtained by the MMF (e.g. operator's SIM provisioning server address) in the step 4 may be used to configure the restriction rule of the PDU session.
Editor’s Note: It’s FFS how to restrict the UE traffic over the PDU session. It will depend on the design of SM procedures defined by SA2.
6. After the PDU session is established successfully, the NextGen UE connects to the SIM provisioning server and downloads the 3GPP subscription credentials (e.g. based on GSMA RSP specification SGP.02 [49]).
NOTE: This step and provisioning of AKA credentials to the ARPF of the operator’s network are out of the scope of 3GPP specification.
After the 3GPP subscription credentials are downloaded successfully, NextGen UE detaches from the network.
The 3GPP subscription credentials are activated and the NextGen UE attaches to the NG network as the normal attach (AUSF fetch the subscriber credentials for authentication from the ARPF of the operator’s network).
***************End of Changes****************
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2D. EAP: (TLS client_key_exchange, TLS certificate_verify, TLS change_cipher_spec, TLS finished,
 TLS Client certificate carrying the eUICC ID is encrypted using the public key of the server)



