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Abstract of the contribution: This contribution updates the interim agreements for KI 1.3, namely “Support of User plane integrity between UE and network”.
1. Introduction
In this document, we propose updates to the interim agreements on the support of User plane integrity between UE and network. 

2. Analysis of question
This contribution proposes not to support User plane integrity protection between UE and network, based on the following:
-
SA3 captured requirement in clause 5.1.3.3.3 of TR 33.899, states that support for integrity protection is optional for the UE. So based on UE capability only the network can enable UP integrity protection and network cannot enforce it for all UEs. Excerpt from TR 33.899:


5.1.3.3.3
Potential security requirements

-
Integrity protection is optional to support for UE and mandatory to support for network endpoint; even when both UE and network support it, it is still optional to use.  At least two alternative and substantially different algorithms should be supported.

- 
To identify and mitigate the packet injection security threat, mechanisms like Counter Check procedures as in the LTE to be considered for 5G system, as UP integrity protection introduce overheads on radio resources, packet processing and battery power especially for eMBB services.   

- 
Based on the RAN2 preference (LS from RAN2 to SA3: S3-170607) the UP termination is at AN (PDCP layer), so there is no flexible UP-traffic protection capability need to be supported for the flexible UP-traffic termination (for example, UP integrity protection at CN) for different services with different security termination points.   

- 
RAN plenary decided to deprioritize (c.f, agreed NR WID RP-170823, clause 4.1) UL and DL data transfer in RRC_INACTIVE state within 5G phase-1. So currently for 5G phase-1, there is no requirement to have UP integrity protection for UL and DL data transfer in RRC_INACTIVE state. If requirement emerges for UP integrity protection later, then it may be needed to consider for RRC INACTIVE state.  Excerpt from RAN WID RP-170823:

We propose to add the following updates to the interim agreements.
4. Proposal

**** Beginning of change **** 

E.1.3 
Questions and Interim Agreements for Key Issue #1.3

E.1.3.0 
Questions in other clauses affecting this key issue

Questions with respect to the selection of a UP security termination point are addressed in the questions on key issue 1.15.

E.1.3.1 
Support of User plane integrity between UE and network
E.1.3.1.1 
Description of Question

This question addresses whether it should be mandatory for the UE and the Network to support user plane integrity protection between the UE and the Network. "Shall UP integrity be mandatory to support / use by 5G UEs, 5G networks?"

E.1.3.1.2 
Interim Agreement


In 5G phase 1, no support for user plane integrity protection between the UE and the network.
**** End of Change ****
-	Radio interface protocol architecture and procedures [RAN2]:


-	Control and user plane protocol architecture as recommended in TR 38.804.


-	Defining the UE state machine and transitions including RRC_IDLE, RRC_CONNECTED and RRC_INACTIVE in accordance with their characteristics as described in sub-clause 5.5.2 of TR 38.804:


-	UL and DL data transfer in RRC_INACTIVE might be studied only if all of the other objectives have been completed and time is permitted.











