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1
Decision/action requested

Approve the proposed changes under clause 4.
2
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3
Rationale

Currently in the TR, there are several key hierarchy and security procedure proposals yet a trust model has not been provided. Annex C proposes a related study where the aim is to show how the LTE trust model could be extended to support Network Slicing and how the resulting model could be achieved by reusing existing, 3GPP and external, security mechanisms. In the following a trust model for NextGen Systems is proposed that could serve as the basis for the key hierarchy and the related security procedures.
3.1
LTE security architecture

3.1.1
RAN CN separation

The trust model in LTE systems consists of two trust domains that coincide with the logical network domains, namely the Core Network (CN) domain and the RAN domain. It is assumed that the RAN domain is less secure since eNBs might be deployed in exposed locations. This is at the origin of the layered security approach that is realized by two different security contexts, one for the NAS and one for the AS derived from the NAS security context. Using two different keys guarantees that a compromise of the AS key has a limited, or no effect at all in practise assuming a strong KDF, on the higher level NAS key. In addition, other mechanisms are in place to mitigate against the compromise of an eNB. In fact, the horizontal key derivation of AS keys during handovers guarantees backward security and thus limits the effect of a compromise of the target node.

3.1.2
Key hierarchy

Figure 3.1.2-1 shows the LTE key hierarchy and Figure 3.1.2-2 illustrates the trust model. The trust model shows the logical domains and the different network functions maintaining and using security keys. The model attempts to capture the trust assumptions that support the adopted key hierarchy. The trust assumptions are represented via the arrows between the network functions. A node receiving a security key from another node must trust the sender to not abuse the knowledge of the key. This is represented via an arrow from the truster to the trustee. For the eNBs, such trust relationship depends on the direction of the handover. In the figure, it is assumed that the handover is from eNB1 to eNB2.
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Figure 3.1.2-1: LTE key hierarchy
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Figure 3.1.2-2: LTE trust model
3.2
NG security architecture
3.2.1
Architectural assumptions

The following assumptions are made. 

· The termination point of the UP security is in the RAN.
· There is no standalone security anchor function. More precisely, the SEAF is realized via anAMF as described in solution #1.36 and an extension in a companion contribution [1]. Note that Variant 1 (clause 3.2.3 below) precludes a SEAF-specific key and the SEAF is fully realized by the AMF.

· There are no Network Slice-specific keys. This is further developed in another companion contribution [2]. 
3.2.2
Deployment assumptions

3.2.2.1
NAS and AS security separation
The same underlying assumptions of LTE systems should continue to apply, namely that the RAN sites are more vulnerable than CN sites. 
3.2.2.2
AMF location

In addition, scenarios where an AMF could be potentially deployed in a less secure location have been mentioned. As argued in key issue #1.2, use cases where the latency requirements are very low, would necessitate the deployment of AMFs at the edge of the network, i.e. physically closer to the RAN. 
3.2.2.3
Inter AMF communication

In LTE the S10 interface is used to transfer the UE context (including security material) from MMEs belonging to the same or different PLMNs. The NG-equivalent, i.e. the N14 interface, will be leveraged for the same purpose. Connectivity and protection of such interface, if not end to end, would be most likely realized by an interconnect system. It could be expected that such an interconnect would be linking trust islands. Should the UE context be received over the interconnect, an anchor key in the target trust island (from an earlier passage of the UE) could remove the need for a re-authentication. 

3.2.3
Variant 1
A potential key hierarchy and supporting trust model are illustrated in Figure 3.2.3-1. This is like the LTE model except in two aspects. 
First a horizontal key derivation mechanism is introduced for the KCN, the KASME-equivalent in NG. This would guarantee backward security and provide a better protection during AMF changes.
Second all key change mechanisms should be flexible in the sense that the network controls when a key change is needed. This should apply to the CN as well as the AN keys.

[image: image3.emf]gNB

1

gNB

2

AMF

1

AMF

2

AUSF

CN RAN

K

AN

K

AN-UP-Int

K

AN-UP-Enc

K

CN

K

CN-Enc

K

CN-Int

AN/gNB

CN/SEAF/AMF

Primary authentication

K

AN-CP-Enc

K

AN-CP-Int


Figure 3.2.3-1: Key hierarchy and trust model in Variant 1
3.2.4
Variant 2 
Another potential key hierarchy and supporting trust model are illustrated in Figure 3.2.4-1. The difference with the previous proposal is in the introduction of a higher level SEAF-specific key. 
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Figure 3.2.4-1: Key hierarchy and trust model in Variant 2

3.2.5
Other considerations
It is preferred to consider Variant 1 for Phase 1. Variant 2 could be considered as a potential key hiearachy for Phase 2. It is in fact an instance of the Variant 1.

The proposed variants do not cover other types of accesses. However, since it is preferable to unify and harmonize the key hieararchy for non-3gpp accesses and any other type of access, the KAN derivation and provisioning should be taken as the baseline model for other accesses.
4
Detailed proposal

SA3 is kindly requested to approve the companion contribution [2] proposing the new solution described under clause 3.2.
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