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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This pCR updates the solution #7.10 by identifying the key issues that it has really addressed.
Introduction 
The solution #7.10 states “The proposed scheme is to address the key issue #7.2 Concealing permanent or long-term subscription identifier, and it also relates to the key issue 3.1 Interception of radio interface keys sent between operator entities”. Actually it also has solved other three key issues. The  attacker cannot derive the session key Ks  because the generation of session Ks depends on not only the intermediate key Kmid that is derived from the long-time secret, but also the shared key KDH agreed upon between UE and the network by using ECHIES. So the key issue # 2.2 Reducing the impact of secret key leakage is addressed.  The solution #7.10 encrypts the entire IMSI with the encryption key KE such that it meets the requirement from the key issue#7.9: Need to protect entire Permanent Identifier.  Moreover, it introduces the hash challenge method to mitigate the DOS attack in such way to solve the key issue# 2.7 Reduced signalling overload for massive number of UEs activating at the same time. The pCR updates the solution #7.10 with other three key issues that it has really addressed.   
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***	BEGIN OF THE FIRST CHANGE	***
5.7.4.10 	Solution #7.10: Applying DHIES to the attach procedure
5.7.4.10.1	Introduction
The proposed scheme is to address the key issue #7.2 Concealing permanent or long-term subscription identifier, and it also relates to the key issue 3.1 Interception of radio interface keys sent between operator entities.
The proposed scheme is to address the following key issues: 
· #7.2 Concealing permanent or long-term subscription identifier
· #3.1 Interception of radio interface keys sent between operator entities
· # 2.2 Reducing the impact of secret key leakage
· #7.9: Need to protect entire Permanent Identifier.
· # 2.7 Reduced signalling overload for massive number of UEs activating at the same time
DHIES ( Diffie-Hellman Integrated Encryption Scheme) is an enhanced ElGmal encryption scheme[4]. It integrates different functions into one scheme for message encryption, including public key operation, encryption algorithm, message authentication algorithm, and KDF (Key Derivation Function). It works as follows. To send an encrypted message to a recipient, the sender first generates its DH private key and computes its ephemeral DH public key. Then it fetches the authentic DH public key of the recipient, and derives the shared key between itself and the recipient using its private key and receipt’s public key. Appling the shared key to KDF, the sender obtains the encryption key and integrity key used for assuring the confidentiality and integrity of the message, respectively. The resulting ciphertext comprises the ephemeral DH public key of the sender, the symmetrically encrypted message, and message authentication code (MAC).  The ECC variant of DHIES is called ECIES(Elliptic Curve Integrated Encryption Scheme), which has been specified in several  standards, such as ANSI X9.63 standard [5], IEEE 1363a [6], and ISO/IEC 18033-2 standard [7]. 
We propose to apply DHIES to the attach procedure in order to eliminate three security threats:  privacy of subscriber identifies, long-term secret key leakage, insecurity of links between MNOs. The basic idea is that DHIES is integrated into the identity acquisition stage of the attach procedure. The authenticity of DH public key of the network is assured in a way that it is contained in a certificate. UE validates the certificate with the help of a PKI before computing the shared key KDH using the DH public key of the network. The management of the PKI refers to 5.4.4.1 of TR 33.899. The real identity of a UE is encrypted by using DHIES so that an attacker (even active) is unable to catch it.  At the end of the AKA protocol, UE and the network generate the same key Kmid on the basis of the shared root key. Then UE and the network compute the session key Ks using the key Kmid and the key KDH.  In the SMC stage, the MAC values of the message security mode command and the message security mode response are calculated with the session key Ks in order to confirm the correctness of the key Ks. The proposed scheme can also alleviate the possible DoS attacks in the attach procedure by embedding anti-DOS attacks measure in the protocol.
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