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Abstract of the contribution:
This contribution provides high level security architecture and general procedure for network slicing based on the 23.501 v030 and 23.502 v020.
1. Introduction
This contribution provides high level security architecture and general procedure for network slicing based on the 23.501 v030 and 23.502 v020.
2. Proposal
It is proposed to introduce the following changes to the section “5.8 Security area #8: Network slicing security” of TR 33.899.

* * * Start of changes * * * *

5.8.4.x
Solution #8.7: Network Slicing Security Architecture and General Procedure
5.8.4.x.1
Introduction
This contribution provides high level security architecture and general procedure for network slicing based on the 23.501 v030 and 23.502 v020.
5.8.4.x.2
Solution details
The high level security architecture and general procedure for network slicing is shown in figure 5.8.4.x.2-1.
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Figure 5.8.4.x.2-1: High level security architecture and procedure for network slicing
1. The UE sends a registration request to the AN. The AN selects an AMF and then forwards the registration request to the AMF.
2. The AMF selects an AUSF and then sends an authentication request to the AUSF.
3. The AUSF sends an authentication information request to the UDM.
4. The UDM generates an authentication vector (AV) and sends the AV back to the AUSF in an authentication information response.
5. The AUSF and UE perform mutual authentication. The exact details of the flows here depend on the authentication method being used. A Successful authentication will result in a security anchor key (Kseaf) at UE and AUSF.
6. The AUSF provides the security anchor key (Kseaf) to the AMF.
7. The AMF derives the NAS security master key (Knas) and AN security master key (Kan).
8. The AMF provides the AN security master key (Kan) to the AN.
9. NAS security is established between AMF and UE using Knas. AN security is established between AN and UE using Kan.
10. The UE sends a PDU session establishment request to the AMF.
11. The AMF selects a network slice instance based on the UE’s PDU session request and derives the slice security master key (Kup) for the UE.
12. The AMF sends a session establishment request including the Kup to the SMF in the selected slice instance.
13. The SMF sends a security control policy request to the Policy Control Function (PCF).
14. The PCF retrieves the security control policy applicable to the UE and then returns it to the SMF.
15. The SMF checks the security control policy. In case the UE needs to be authenticated in the slice instance by a 3rd party, the SMF sends an authentication request to an AAA Server.
16. The AAA Server and UE perform mutual authentication. The exact details of the flows here depend on the secondary authentication method being used.
17. In case the secondary authentication is successful, the AAA Server acknowledges the SMF.
18. The SMF and UE shall perform the UP Security Mode Command (SMC) procedure to generate the UP encryption protection key (Kup-enc) and integrity protection key (Kup-int) for the UP protection.
19. The SMF provides the UP security keys (Kup-enc, Kup-int) to the UPF.
20. The UPF and UE establishes UP security between them using Kup-enc and/or Kup-int.
* * * End of Changes * * * 
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