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1
Decision/action requested

NSA#12 encouraged to come up with questions that will lead to interim agreements.

Discussed in telco NSA#14.
2
References
[1]
3GPP TR 33.899-060
3
Rationale

During NSA#12 telco it was encouraged to start a list of questions that may lead to interim agreements for the TR 33.899. The following pCR proposal is addressing key issue #7.2 in security area "Subscription Privacy".
Revision 454: reformulation of questions.

Revision after NSA#14 telco: 

· Rewrite question/text according to HW discussion. 
· Adding ed.note and text related to BT comment.
4
Detailed proposal
Note to editor: All text new, changes over changes as well as comments are kept for transparency reason. Delete comments.
X.7.2 Questions and Interim Agreements for Key Issue #7.2 Concealing permanent or long-term subscription identifier
X.7.2.0 Questions in other clauses affecting this key issue

Key issue #1.8 is related to global PKI. Key issues #10.1 and  #10.2. / solution #10.1 and #10.2 are related to usage of circle of trusts to slowly build up a global PKI.

X.7.2.Y Public key usage by HN 
X.7.2.Y.1 Description of Question

The provisioning of UEs with public keys from its home operator seems to be a reasonable process and would not require to set up a global PKI, since it is a trust relationship between the home operator and its subscribers and could be managed at manufacturing time and first time usage. It should be even sufficient that the HN provides the raw public key without certificates if trust relationship is ensured.

Question: Is using the HN public key acceptable and feasible?
Question: Is a PKI needed, if only HNs provide public keys to their subscribers?

X.7.2.Y.2 Interim Agreement
X.7.2.Z Public key usage of SNs

X.7.2.Z.1 Description of Question

While the usage of public keys provided by the home operator seems to be straight forward, the provisioning of UEs with the relevant public keys of all serving networks may be a challenge and demands the availability of a Global PKI. 
While the usage of public keys provided by the home operator seems to be straight forward, the provisioning of UEs with the relevant public keys of serving networks may be a challenge.
The serving network could give home network its public key in the context of roaming agreement negotiation. This key could be refreshed by the serving network periodically, e.g., once in 2 years, while the roaming agreements need to be renegotiated periodically. Revocation before the roaming agreement could be considered as a special case
.
If in future, the number of serving networks may increasing, e.g. by factory owner scenarios, which may make the process even more ambitious.

Editor’s note: which type of serving networks are addressed in 5G, also factory owner scenarios? This could raise the number of serving networks to millions. A definition of SN needs to be agreed. 

Question: Is using the SN public key acceptable and feasible?

Question: How could a global inter-operator PKI be realized in future?
X.7.2.Z.2 Interim Agreement

�As stated in meeting


�Based on comment on HW, even if we know the answer already, it is good to state the question explicitly and provide an interim agreement later.


�HW commented in telco/mailing list


�BT commented in telco/mailing list





