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1
Decision/action requested

Agree on the pCR below.
2
References

[1]
3GPP TR 33.899 v0.7.0, Study on the security aspects of the next generation system

3
Rationale
In this contribution, we propose evaluations of the solutions and a conclusion for the Security area #12 Credentials Provisioning. Most of the evaluations simply state which aspects of credentials provisioning the solution addresses, but see the exceptions explained below. In the proposed conclusion section, we start by comparing the solutions according to different aspects and then propose possible ways forward for the normative phase.
For the solutions #12.5 and #12.Y, we also provide a more detailed comparison of the solutions against each other. This comparison would, by content, rather fit to the companion contributions S3-170751 and S3-170752 in which we update Solution #12.5 and introduce solution #12.Y. The comparison motivates why we introduce Solution #12.Y additional to the earlier introduced Solution #12.5. However, if the comparison of solutions #12.5 and #12.Y was included in the contributions S3-170751 and S3-170752, we would update the same clause in different contributions, hence we include the comparison here instead. 

When evaluating the solutions, we also take into account two proposed solutions that are not included in the TR. Their evaluation depends of course on whether and in which form the respective contributions are approved in SA3. This concerns the following solutions:

-
Solution #12.X refers to the solution proposed by Gemalto in S3-170390. The contribution was postponed at SA3#86.

-
Solution #12.Y refers to the solution proposed by us in the companion contribution S3-170752.

Furthermore, our evaluation of Solution #12.5 depends on the update of Solution #12.5 proposed by us in the companion contribution S3-170751.

4
Detailed proposal

We propose the following pCR to TR 33.899 [1].
***BEGIN CHANGES***
The following reference is proposed to be added in the reference section.
[z]
GSMA RSP Technical Specification SGP.22
***NEXT CHANGE***
5.12.4.1.3
Evaluation  




This solution addresses the following aspects of credentials provisioning:

-
Device authentication and authorization towards subscription manager

-
Addition of device to existing subscription

-
Key establishment between device and companion device
The actual connectivity for provisioning is established via a companion device. 
***NEXT CHANGE***

5.12.4.2.3
Evaluation 


This solution addresses the following aspects of credentials provisioning:
-
Network access authentication for credentials provisioning


-
The authentication is described on a high level, but mentions that certificates are used. 

-
Device authentication to subscription manager 
NOTE 1: 
The liability implications are an agreement between the operator and the provider of the certification authority; it is a business decision and not a security issue. In real life, cross-certification or a business decision to trust a certain CA always goes via lawyers on both sides. It is in those negotiations that the liability issues are dealt with and agreed.

***NEXT CHANGE***

5.12.4.3.3
Evaluation 

 This solution addresses the following aspects of credentials provisioning:
-
Network access authentication for credentials provisioning


-
A new authentication method is defined, which is described in detail. 
-
The solution uses eUICC credentials for UE authentication and network certificates for network authentication.


-
The solution proposes a specific type of attach request for credentials provisioning.
***NEXT CHANGE***

5.12.4.4.4
Evaluation 
This solution addresses the following aspects of credentials provisioning:
-
Network access authentication for credentials provisioning

-
The authentication uses EAP-TLS. 
-
The solution uses UE certificates for UE authentication and network certificates for network authentication. One option is to use the pre-provisioned eUICC credentials (eUICC certificate and its private key) for UE authentication towards the network.   

-
The solution proposes a specific type of attach request for credentials provisioning.
***NEXT CHANGE***

5.12.4.5.3
Evaluation 
This solution addresses the following aspects of credentials provisioning:

-
Authentication and authorization for network access for credentials provisioning


-
The authentication uses an EAP method. One concrete option is to use EAP-TLS.

-
The solution proposes to use unspecified "provisioning credentials", i.e., credentials not related to any 3GPP subscription, for UE authentication. One concrete option is to use the pre-provisioned eUICC credentials (eUICC certificate and its private key) for UE authentication towards the network.   
-
The solution proposes a specific type of registration request for credentials provisioning.
-
The authorization is performed using an authorization token.
Comparison with Solution #12.Y
:

In this solution, the Service Provider does not need to provision any credentials into the secure storage of the UE. Instead the authentication relies on credentials provisioned into the secure storage prior to its integration/inclusion in the UE. These credentials may have no association with the Service Provider. Hence an additional authorization step is needed, as the Service Provider only wants to pay for network access for credentials provisioning for its own devices. The advantage of the additional authorization step is that the Service Provider can provision the credentials needed for authorization after manufacturing time of the device, e.g. via a customization procedure.
***NEXT CHANGE***
5.12.4.X
.3
Evaluation 
This solution addresses the following aspects of credentials provisioning:

-
Authentication and authorization for network access for establishment of temporary AKA credentials

-
A new authentication method is defined, which is described in detail. It uses UE and network certificates.
-
The solution proposes a specific type of attach request for credentials provisioning.

-
The authorization is performed by an authorization server.

-
Establishment of temporary AKA credentials, to be used for credentials provisioning
***NEXT CHANGE***
5.12.4.Y.3
Evaluation 
This solution addresses the following aspects of credentials provisioning:

-
Authentication and authorization for network access for credentials provisioning


-
The authentication uses EAP-AKA, or alternatively EAP-TLS.


-
The solution proposes to use "Service Provider credentials" for UE authentication. The Service Provider Credentials are created or securely obtaines by a service provider and provisioned in the secure storage of the UE by the secure storage manufacturer on behalf of the Service Provider.
-
The solution proposes a specific type of registration request for credentials provisioning.
-
Authorization by the service provider is performed implicitly via authentication of the UE. Authorization by the MNO is mentioned but not described in detail.
Comparison with Solution #12.5:

In this solution, the Service Provider needs to provision its Service Provider Credentials into the secure storage of the UE or receives them from the secure storage manufacturer. Hence the Service Provider needs a business agreement with the secure storage manufacturer. However, the advantage of this solution against Solution #12.5 is that no additional authorization step is needed. Instead, usual EAP-AKA authentication and a usual AUSF/ARPF can be used for mutual authentication of UE and network.
***NEXT CHANGE***
5.12.5
Conclusions 


5.12.5.1
Comparison of the solutions

Most solutions in this security area do not actually propose a credentials provisioning procedure, but instead address problems related to network access for credentials provisioning. This reflects the fact that credentials provisioning procedures have already been defined in other SDOs, most notably GSMA's RSP Technical Specification SGP.02 [49] and RSP Technical Specification SGP.22 [z]. However, GSMA's credentials provisioning specification is based on pre-provisioned 3GPP subscription credentials, so-called provisioning profiles. Several solutions in this security area (Solutions #12.3, #12.4, #12.5, #12.X and #12.Y) address this gap by proposing methods for network access for credentials provisioning without pre-provisioned 3GPP subscription credentials.
For the authentication methods used for network access for credentials provisioning there are several proposals. Solutions #12.3 and #12.X propose to design new authentication methods. Solutions #12.4, #12.5 and #12.Y propose to use existing authentication methods, Solution #12.4 proposes EAP-TLS, Solution #12.5 proposes some EAP method (EAP-TLS is mentioned explicitly) and Solution #12.Y proposes EAP-AKA (alternatively EAP-TLS).
Several solutions (Solutions #12.3, #12.4, #12.5, #12.X and #12.Y) propose a specific type of attach request or registration request for credentials provisioning. 
There are also several proposals for credentials to be used for credentials provisioning. Solution #12.2 proposes some public-private key pair and certificate for device authentication, and mentions optional network authentication by a certificate. Solution #12.3 proposes UE authentication by eUICC credentials and network authentication by some certificate. Solution #12.4 proposes UE authentication by some certificate (e.g. eUICC credentials) and network authentication by some unspecified public key provisioned to the UE. Solution #12.5 proposes UE authentication by unspecified credentials not related to any 3GPP subscription (e.g. eUICC credentials). Solution #12.X proposes UE authentication by TRE (Tamper Resistant Environment) credentials, and network authentication by some certificate. Solution #12.Y proposes to use AKA-credential with non-IMSI identifiers (alternatively certificate-based credentials) in the UE's secure storage to mutually authenticate UE and network. Summing up, many solutions propose using credentials based on certificates, however Solution #12.Y proposes to use AKA-credentials. The only concrete proposal for certificate-based credentials is using eUICC credentials for UE authentication (Solutions #12.3, #12.4 and #12.5). The only concrete proposal for network authentication is made in Solution #12.Y: to use AKA-credentials to mutually authenticate UE and a Service Provider AUSF/ARPF.
Two of the solutions (#12.5 and #12.X) propose an additional authorization step combined with the authentication for network access. Solution #12.5 proposes authorization using an authorization token after the authentication step. Solution #12.X proposes authorization using an authorization server before the authentication step. Solution #12.Y proposes implicit authorization by the Service Provider which authenticates the UE, and MNO authorization which is not described in detail.
5.12.5.2
Possible way forward

The solutions proposed in this security area show that a credentials provisioning solution can be designed rather easily by relying on existing technologies and only adding a few additional features. For credentials provisioning itself, the existing GSMA specifications [49] and [z] can be used. The only gap that needs to be filled is network access for credentials provisioning without pre-provisioned 3GPP subscription credentials.

In order to design such a solution for network access for credentials provisioning without pre-provisioned 3GPP subscription credentials, the following questions need to be addressed. 

-
Authentication: The easiest way forward is to use an existing method (e.g. EAP-method) that is specified to be supported for authentication to Next Generation networks. Specifying the support for authentication methods to Next Generation networks is in scope of Security Area #2 Authentication.
-
Registration request: Several solutions propose to define a specific type of registration request (or attach request, using legacy terminology) for credentials provisioning. Defining such a specific type seems rather straight-forward.

-
Credentials used for authenticating the network access for credentials provisioning: Many solutions propose using credentials based on certificates. This would fit well with specifying support for e.g. EAP-TLS. However, these solutions do not specify how the network should be authenticated towards the UE, and if yes, which credentials should be used and how they are provisioned. Solution #12.Y proposes to use AKA-credentials to mutually authenticate UE and network. 
-
Authorization: Several solutions propose to authorize the network access in addition to authentication. Authorization could be used to enforce the restriction of the network access to the provisioning server.
***END CHANGES***
�Comparison addressed by conclusion section.


�Introduced in S3-170752


�Introduced in S3-170390 or possible revisions






