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Decision/action requested

Agree on the pCR below.
2
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3
Rationale
In Solution #12.5, which is updated in the companion contribution S3-170751, we already describe a solution for network access for credentials provisioning. Solution #12.5 uses provisioning credentials (e.g. eUICC credentials) for authentication and an additional authorization step for authorization by a Service Provider. It is designed for service providers that e.g. own a large number of UEs for which they provision the authorization token after manufacturing time. In this case, the combination of authentication and additional authorization step is necessary, because the service provider does not want to pay for all authenticated UEs but only the ones owned by the Service Provider.
However, if the Service Provider can provision its own authentication credentials into the secure storage of the UE at manufacturing time, an easier solution avoiding the additional authorization token is possible. This solution would e.g. be applicable for a Service Provider that is the manufacturer of the UE or of the device containing the UE, and sells the UE/device together with connectivity. In this solution, the authorization by the Service Provider is already provided by the authentication by the Service Provider. We describe the new solution in the present contribution. 

A comparison between Solution #12.5 and the new solution proposed here is also contained in the companion contribution S3-170753.
4
Detailed proposal

We propose the following pCR to TR 33.899 [1].
***BEGIN CHANGES***
All proposed text below is new. Therefore, for easier reading, no track changes are present.
5.12.4.z
Solution #12.z: Network access for credentials provisioning using external AUSF/ARPF
5.12.4.z.1
Introduction  
This solution addresses Key Issue #12.2 Remote credential provisioning for IoT devices.
In the solution, it is assumed that the UE is an IoT device that is not pre-provisioned with any 3GPP subscription credentials. (However, the UE needs to be pre-provisioned with credentials not related to a 3GPP subscription, see the solution details below.) This solution describes how to provide authenticated and authorized network access for credentials provisioning. The actual provisioning process is out of scope for this solution. 
5.12.4.z.2
Solution details  
5.12.4.z.2.1
Service provider credentials used for network access for credentials provisioning

In this solution, a central role is played by the Service Provider (SP). The Service Provider may either be the UE/device manufacturer or act on behalf of the UE/device manufacturer. For example, the Service Provider may be a car manufacturer or act on behalf of a car manufacturer. The Service Provider creates or securely obtains Service Provider Credentials which will be used for mutual authentication between UE and network. The Service Provider Credentials are provisioned into the UE's secure storage by the secure storage manufacturer on behalf of the Service Provider. The Service Provider also manages a Service Provider AUSF/ARPF by which the Service Provider Credentials can be verified. Furthermore, the Service Provider has SLAs with several MNOs on providing network access for credentials provisioning for UEs authenticated based on credentials managed at the Servicer Provider AUSF/ARPF.
A Service Provider will most probably not be able to obtain an IMSI range, so the identifier contained in the Service Provider Credentials is a non-IMSI identifier. The format of the identifier could be a NAI, where the realm indicates the Service Provider. The key contained in the Service Provider Credentials can either be a symmetric AKA-key or a private key with certificate. In the following, we will describe the solution for the case that the Service Provider Credentials contain an AKA-key and the UE is authenticated using EAP-AKA. However, the Service Provider Credentials could also contain a private key and a certificate. UE and SP would then authenticate each other using EAP-TLS. This variant is similar to the variant of Solution #12.4 where a 3rd party ARPF is used.
Although the EAP-AKA variant of this solution assumes that AKA-credentials are pre-provisioned, there are some differences between the pre-provisioned AKA-credentials in this solution and so-called provisioning profiles. The pre-provisioned AKA-credentials in this solution do not contain an IMSI-identifier. Hence the Service Provider does not need to become an MVNO, obtain an IMSI-range and establish roaming agreements, but it only needs to manage an AUSF/ARPF and establish SLAs. 

5.12.4.z.2.2
Network access for credentials provisioning

In the following, we describe how network access for credentials provisioning is authenticated and authorized using a Service Provider AUSF/ARPF. As said in the previous section, we describe the case that authentication is performed using AKA-credentials and EAP-AKA. However, it is also possible that authentication is performed using certificates and EAP-TLS. 
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Figure 5.12.4.z.2-1: Network attach procedure for credentials provisioning, using SP AUSF/ARPF
1. The UE sends the Registration Request message, with registration type credentials provisioning. As identifier, the UE uses the non-IMSI identifier contained in the Service Provider Credentials. The AMF triggers the authentication procedure with the MNO AUSF. If the MNO authorises the access to the SP AUSF/ARPF for authentication (i.e., has an SLA with the Service Provider), it proxies the authentication towards the SP AUSF/ARPF.
2.
UE, MNO AUSF and SP AUSF/ARPF perform EAP-AKA, where the MNO AUSF proxies the authentication towards the SP AUSF/ARPF. The UE and SP AUSF/ARPF authenticate each other using the Service Provider AKA-credentials. The authorization by the Service Provider according to the SLA between SP and MNO is implicit in the authentication by the SP. Furthermore, the MNO also needs to authorize the network access according to the SLA between SP and MNO, especially it will only allow access for credentials provisioning. 
3-7.
After succesful authentication and authorization, continue as described in Solution #12.5.
5.12.4.z.3
Evaluation 

***END CHANGES***
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