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1
Decision/action requested

Update the key issue 3.4.
2
References

3
Rationale

4
Detailed proposal

*********************************Begin of changes********************************

5.3.3.4
 Key Issue #3.4: Key sharing among 3GPP and Non-3GPP Access Technologies of Same UE
5.3.3.4.1
Key issue details

In the LTE networks, authentication for 3GPP and Non-3GPP access technologies are performed separately. For example, the authentication point for 3GPP connection is at MME and the one for WLAN is at AAA server. For the same UE with two connections using different access technologies, it has to perform two full authentication procedures with the core networks. This not only increases delay for security association establishment between UE and network, but also incurs overhead in signalling transmission. 

For next generation networks, a unified authentication framework for different access technologies is adopted by 3GPP.  Security context for different access technologies may reside on the same entities at both UE and core network side. This makes the security context, e.g. keys generated for authentication, sharing among different access technologies easier. 

5.3.3.4.2
 Security threats 

In next generation networks, security contexts of one UE, e.g. keys used for data and signalling protection, for different access technologies may be coorelated. If one security context is compromised in one access technology, then this may compromise a security context on another technology in the same UE.

5.3.3.4.3 
Potential security requirements

-
To optimize the security association establishment procedure with authentication framework, key sharing mechanism for same UE among different access technologies should be studied.  Keys used in different access technologies shall be cryptographically separated and bound to the access, e.g. by suitable key derivation
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