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1	Decision/action requested
Add the evaluation section to solution #2.14: Solution for non-AKA Authentication.
2	References
(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)
(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)
<Examples of references, please delete when you have inserted your actual references:
[1]	3GPP TS 32.500 SON Concepts and Requirements
[2]	3GPP TS 99.999 This example has a very long name, because then we can see how thi References paragraph will handle paragraphs spanning more than one line.
[3]	3GPP TS 99.999 Title of the document
[4]	S5-991234, CR 32.999 v10.1.1, Inverting architecture of SON
[5]	S5-100001, Agenda, 3GPP SA5#69 Comment>
3	Rationale
· Remove EN “Editor's note: The terminology used in this solution needs to be updated (e.g.it should use the terms "equipment" or "equipment identifier" instead of "device" or "device identifier". ”
The terms devices and device identifiers have been replaced with connections. 
· Remove EN: “Editor’s note: UE, device and supplicant need further clarification with SA1 and SA2 respectively. ”
UE refers to the terms of User Equipment. It should have the same meaning as defined in the 4G. It is well accepted and has been used in other places of TR 33.899 also. The terms of device has been replaced by connections. And supplicant is replaced by peer. Peer is defined in the EAP framework and is defined as the end of the link that responds to the authenticator.  The unfied authentication framework of 5G has considered supporting EAP in the authentication. Therefore, it is acceptable to reuse the term “Peer” as the end point for authentication protocol at UE side.    

· Remove EN: “Editor Notes: Counter and fast authentication ID need for further clarification”
The sentence includes the term counter is deleted. Fast authentication ID is replaced with sequence number. Sequence number is used in the 
4	Detailed proposal
[bookmark: _Toc475605807][bookmark: _Toc475607282][bookmark: _Toc476246602][bookmark: _Toc476326572]*********************************Begin of changes********************************
2		References
[xx] IETF Internet Draft, " Extensible Authentication Protocol (EAP)", 2004. https://tools.ietf.org/html/rfc3748
*********************************End of changes**********************************

*********************************Begin of changes********************************

[bookmark: _Toc457918161][bookmark: _Toc457919229][bookmark: _Toc467573129][bookmark: _Toc475605927][bookmark: _Toc475607402][bookmark: _Toc476246722][bookmark: _Toc476326692]5.3.4.3	Solution #3.3: Security Context Management for UE with Multiple Access Technologies 
Editor's note: The terminology used in this solution needs to be updated (e.g.it should use the terms "equipment" or "equipment identifier" instead of "device" or "device identifier". 
[bookmark: _Toc457918162][bookmark: _Toc457919230][bookmark: _Toc467573130][bookmark: _Toc475605928][bookmark: _Toc475607403][bookmark: _Toc476246723][bookmark: _Toc476326693]5.3.4.3.1 	Introduction
This solution addresses key issue 3.4. 
The next generation network system will support multiple access technologies, including previous generation radios, next generation radio, Wi-Fi access technologies, etc. Many of the UE support multiple access technology and UE may establish multiple connections simultaneously to the network with the same 3GPP credentials after the initial authentication based on unified authentication framework. In TR 23.799 [1]， a solution (6.12.1) in key issue 12 for authentication framework has been included. It includes a uniformed authentication framework and a security context structure at the network side.  But a security context structure has not been defined for UE yet. Therefore, we proposed a security context structure at UE side with the uniform authentication framework and network side security context structure taken into consideration. 
[bookmark: _Toc457918163][bookmark: _Toc457919231][bookmark: _Toc467573131][bookmark: _Toc475605929][bookmark: _Toc475607404][bookmark: _Toc476246724][bookmark: _Toc476326694]5.3.4.3.2 	Solution details
With the Next Gen system, a UE may have several simultaneous connections to the network. Different connections may utilize different access technologies. However, different access technology may authenticate with network using the same 3GPP credentials. This solution outlines how the UE authenticates with network and derives security context for each access technology. 
In this solution, different access technology shares the same authentication entity at both UE and network side. We name this authentication entity as Peer. Peer here has the same meaning as the EAP peer entity defined in EAP framework [xx]. supplicant at UE side. The supplicant Peer is responsible for the authentication for different access technologies. 
-	When the supplicant Peer performs mutual authentication with authentication unit at the network side (CP-AU), if an authentication security context has not been established at the supplicant, then the UE establish a security context within the supplicant. 
Editor notes: UE, device and supplicant need further clarification with SA1 and SA2 respectively
-	If the supplicant Peer already has an established authentication security context, then the UE can use the existing authentication security context for mutual authentication with the network authentication entity. If the authentication succeeds, then both the Supplicant Peer and CP-AUAUSF update the authentication security context.
-	Supplicant Peer transmits the derived security context, e.g. keys, to the relevant access technology moduleconnections for ASthe protection of communications. 
Editor notes: Use of term security context in various places need ffs.
Figure 5.3.4.3.2-1 shows an example structure of the security context.


Figure 5.3.4.3.2-1: Security Context Structure for UE with Simultaneous Connections
Figure 5.3.4.3.2-2 shows the detailed procedure for UE with two different access technologies to establish security context with the uniform authentication framework and the security context derivation method proposed above:
1.	PeerSupplicant authentication authenticates with AUSF within the core network, during which supplicant peer communicates with Secure Storage and Processing at UE side and CP-AUAUSF communicats with ARPF at network side for authentication vectors respectively（12a and 12b）. 
2.	Supplicant Peer and AUSF establish Authentication Security Context with both CP-AU and Supplicantthrough mutual authentication (3a 2a and 3b2b)
3.	Supplicant Peer and AUSF transmit security context, e.g. AN keys,  to the entites that manage the relevant device connections at the UE side and Access Newtork at network side. 
4.	Both devices UE and AN installs the security context and use them for data/signalling protection.
5.	Supplicant Peer authenticaticateson with AUSF within the core network for the second connection. The authentication procedure reuses the security context, e.g. anchor key, established through during the authentication for the first access technology. 
6.	PeerSupplicant and AUSF update Authentication Security Context. 
7.	Supplicant Peer and AUSF transmit send security context information, e.g. keys used for AS security, to the relative connections device (device with access technology 2) at the UE side and Access Newtork at network side.
8.	Both devices and AN installs the security context and use them for data/signallingAS protection.


 
Figure 5.3.4.3.2-2: Authentication and Security Derivation with Simultaneous Connections. 
Authentication Security context:
•	Kauth:  key derived after authentication procedure, e.g. anchor key derived during mutual authentication. 
•	Counter: maintained at both supplicant and CP-AU per authentication security context. It is increased by one after each authentication. 
•	Fast Reauthentication IDSequence number: an ID a number used by peersupplicant and AUSF to perform fast reauthenticationderive session keys. 
•	Timer: a value specifies the validity of the keys
Editor Notes: Counter and fast authentication ID need for further clarification
After the authentication is finished successfully, Peerthe supplicant needs to derive security context for an individual access technology. To isolate the authentication security context from access technologies, the authentication security context is protected and is inaccessible to the individual acces technology. A key derived from Kauth is transmitted to the relative connections of an access technology for data and signalling protection. An example key derivation may follow the definition in RFC 6696 [25]can be as follows:
•	KAT = KDF(Kauth, Scounter )
where S may contain the sequence number and other parameters. 
The Kauth is always kept within the Peersupplicant and only the KAT is passed to the access technology. Therefore, the session key for an individual access technology is securely isolated from each other.
[bookmark: _Toc457918164][bookmark: _Toc457919232][bookmark: _Toc467573132][bookmark: _Toc475605930][bookmark: _Toc475607405][bookmark: _Toc476246725][bookmark: _Toc476326695]5.3.4.3.3	Evaluation 
Tba
*********************************End of changes*******************************
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