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1	Decision/action requested
This contribution adds questions and interim agreements for Issue #8.1: Security isolation of network slices
2	References
 [1] 3GPP TR 33.899v0.7.0 (2017-2) Study on the security aspects of the next generation system
3	Rationale
This contribution proposes a list of questions that may lead to interim agreements, addressing key issue #8.1: Security isolation of network slices, for TR33.899. 
4	Detailed proposal

It is proposed to approve below pCR. Since all texts are new, revision mark is not used.
**********************Begin of changes********************************
[bookmark: _Toc475606799][bookmark: _Toc475608273][bookmark: _Toc476247599][bookmark: _Toc476327569]E.8 	Questions and Interim Agreements for security area #8
E.8.1	Questions and Interim Agreements for Security Isolation of Network Slices
E.8.1.1   Slice-specific keys
E.8.1.1.1 Description of Question
Different network slices may host different applications or organizations. Isolation between network slices is important and is a basic requirement for network slicing, e.g. as specified inTR 22.864, clause.5.1.2.1 and TR 22.891, clause.5.2.3. If a slice is compromised, it should not negatively impact the performance and security of any other network slice. If it is possible to access one slice from another slice, then this access may be utilized to launch attack.  
As specified in Interim agreement of TR23.799, single NG-UE can access more than one slice at the same time. In this case, it should be taken into account that data leakage, data integrity breaches, and data confidentiality breaches might be possible on the network side and on the NG-UE side.
In TR33.899, there are a few solutions proposing slice-specific user plane keys and/or slice-specific control plane keys for network slice isolation. The answers to the following questions are expected to be helpful for reaching agreement on this key issue. 
Question 1: Shall slice-specific NAS keys be supported? 

E.8.1.1.2 Interim Agreement
1. Slice specific NAS keys shall be supported. 
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