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1	Decision/action requested
It is proposed to approve the question and interim agreements for key hierarchy.
2	References
[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".
[2]       3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[3]       3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
3	Rationale
Several solutions addressing Key Hierachy are already proposed in the current TR33.899, in order to accomplish the suitability of 5G key hierarchy, the below question and interim agreement are proposed. The Key Hierarchy can be consolidated based on these interim agreements.
4	Detailed proposal
**** Beginning of change ****
E.1.7 Questions and Agreements for Key Issue #1.7 Key Hierarchy
E.1.7.0 Questions in other clauses affecting this key issue
Questions affected by the questions on Need for security anchor in NextGen network (Key Issue #1.2), User plane integrity between UE and network (Key Issue #1.3), User plane confidentiality between UE and network (Key Issue #1.4), Intergrity protection for the control plane between UE and network (Key Issue #1.5), Confidentiality protection for the control plane between UE and network (Key Issue #1.6), as well as Key Issue #8.1 Slice isolation of network slices and Key Issue #8.3 Security on UEs’ access to slices.
E.1.7.0 Description of Question
Question: What keys of the 5G key hierarchy shall be contained? 
E.1.7.1 Interim Agreement
Key hierarchy should be extendable easily; in terms of it should be future proof to support all possible 5G security protection that would be added in future releases of 5G security work. The risk of not allowing extendability is the key derivation function and input parameters for key derivation in network interfaces are not supported, so the interface, function or parameters are missing in the stage 2 network architecture and it would be very difficult to add in the future release.
The 5G key hierarchy shall consider the backward compatibility of SAE/LTE and new features for NG network, then it shall consist of the following keys, in addition, some interim keys shall also be supported.
· K: the root key or subscription credential.
· CK/IK: the encryption key and intergrity key, derived from the K, and aslo shared by UE and UDM, compatible         with the legacy key hierarchy, e.g. LTE, UMTS.
· KNG: the key similar to the Kasme in LTE, derived from CK/IK
· Keys for CP protection: 
· Keys for NAS signalling protection: including keys for confidentiality and integrity protection of NAS signalling.
· Keys for protection of air interface signalling: The keys are mainly for AN signalling protection, derived from KNG and generated by UE and AN individually. 
· Keys for UP protection: 
· Keys for protection of user plane between UE and network: include the confidentiality and intergrity protection keys.
NOTE: The key hierarchies can be extended further if separate keys for RAN slices are required. In such a case, the keys of RAN can be slice-specific.
NOTE: Keys shall support non-3GPP RAT access, such as the keys for ePDG in LTE, therefore, there are should be certain keys for other NextGen access network than 3GPP.
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