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5.1.16 Management Security
1 Introduction
In key issue #16.2 “network element deployment security”, following security requirement is shown in the key issue details:

“In next generation, low cost and quick deployment is required. The requirements should suit both the “ultra dense” and the “virtualized infrastructure” characrastics. Both are required to minimize manual operations and rely on  automated operations as much as possible. The automated operations should be protected and, the provisioning of security related credentials, trust roots and policy configurations should be done in a secure way.”

A mechanism of automatic certificate enrolment for base station was specified in clause 9, Annex G and Annex H of TS 33.310. By using this mechanism, the base station can be provisioned with an operator issued certificate and root certificate of the operator CA. 

This mechanism can also be reused for gNB in 5G for provisioning gNB certificate issued by the operator CA and root certificate of the operator CA in an automatic and secure way. 
2 Proposal

It is proposed to approve below pCR. Since the all text is new, no revision mark is used.
******************Begin of changes*************************
5.16.4.1
Solution #16.1: automatic certificate enrolment for the gNB
5.16.4.1.1
Introduction  

This solution addresses key issue #16.2, especially for below security requirement: 

“In next generation, low cost and quick deployment is required. The requirements should suit both the “ultra dense” and the “virtualized infrastructure” characrastics. Both are required to minimize manual operations and rely on  automated operations as much as possible. The automated operations should be protected and, the provisioning of security related credentials, trust roots and policy configurations should be done in a secure way.”
5.16.4.1.2
Solution details  

It is desirable for operators to provision certificate issued by the operator CA to the gNB in an automatic way, so that the operator can control its network security without the dependency to other parties. 

A mechanism of automatic certificate enrolment for base station was specified in TS 33.310 [37]. This mechanism can provision the base station with an operator issued certificate for base station and root certificate of the operator CA. CMPv2 is used as certificate enrolment protocol. The detail of the mechanism can be found in clause 9, Annex G and Annex H of TS 33.310 [37].
This mechanism is also applicable to the gNB in NG. By reusing this mechanism, the gNB can be provisioned with an operator issued certificate and root certificate of the operator CA in an automatic and secure way.
5.16.4.1.3
Evaluation 

This solution can be used for the gNB to obtain an operator issued certificate in an automatic and secure way.
This solution is mature as it has been standardized and implemented in the eNB.
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