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5.1.4 RAN Security
1. Introduction

The proposal adds a NOTE to key issue #4.4 and #4.7 to add the conclusion of RP-170847.
2. Proposal

It is proposed to approve below pCR.
***********************Start of the first change************************
5.4.3.4

Key issue #4.4: Security aspects of inactive mode mobility
5.4.3.4.1
Key issue details

The Next Generation system may include inactive mode UE mobility. The scope of this Key issue is the security aspects of this mobility procedure.

NOTE: As stated in RP-170847 New WID on New Radio Access Technology, UL and DL data transfer in RRC_INACTIVE might be studied only if all of the other objectives have been completed and time is permitted. 
Editor’s Note: It is ffs in RAN2 whether there will be an ECM-CONNECTED/RRC_INACTIVE state. Hence, it is ffs whether security aspects of inactive mode mobility need to be studied as well.

5.4.3.4.2
Security threats 

5.4.3.4.3
Potential security requirements

***********************End of the first change*************************

***********************Start of the second change************************

5.4.3.7
Key Issue #4.7  Key handling in RRC inactive state to RRC active state transition 
5.4.3.7.1
Key issue details 
In additional to RRC idle and RRC connected, inactive connected state has been introduced into the new RAN.  In the inactive connected state, the connection (both CP and UP) between RAN and Core should be maintained, and the AS context should be stored in RAN and the UE. As forward security defined in TS 33.401, for a eNB with knowledge of KeNB, shared with a UE, it shall be computationally infeasible to predict any future KeNB.  Similar with LTE, the next generation network also needs forward security during RRC state transition.  Consequently, key handling mechanism in RRC inactive connected state to RRC connected state transition is needed.
NOTE: As stated in RP-170847 New WID on New Radio Access Technology, UL and DL data transfer in RRC_INACTIVE might be studied only if all of the other objectives have been completed and time is permitted.
5.4.3.7.2
Security threats
For a gNB with knowledge of KAN, shared with a UE, if it can predict any future KAN that will be used between the same UE and another gNB, the confidentiality of messages may be broken. 
5.4.3.7.3
Potential security requirements
If a UE transits to RRC connected state from RRC inactive connected state when connecting a new (another) gNB, new KAN shall be derived between the UE and the new gNB.
***********************End of the second change*************************

