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1
Decision/action requested

It is proposed to approve the following proposal.
2
References

[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".

3
Rationale

The contribution gives two options on how to transfer UE NR security capability in SCG bearer and SCG split bearer in EN-DC. The solution is based on Rel-12 DC that the NR security capability will be sent to the MME in the attach request signalling, and the eNB will get the UE LTE security capability and the UE NR security capability through initial context setup request message. When eNB determines to using DC, the UE NR security capability will be sent to the NR in NR addition Request signalling.
4
Detailed proposal

5.4.4.z
Solution #4.z: Security capability negotiation for SCG bearer and SCG split bearer in EN-DC

5.4.4.z.1
Introduction  
This solution address KI 4.3 for EN-DC on security capability negotiation of SCG bearer and SCG split bearer.

The solution is based on Rel-12 DC that the NR security capability will be sent to the MME in the attach request signalling, and the eNB will get the UE LTE security capability and the UE NR security capability through initial context setup request message. When eNB determines to using DC, the UE NR security capability will be sent to the NR in NR addition Request signalling.
5.1.4.z.2
Solution details  

In EN-DC option 3 and its variant, the master node is LTE eNB, and the secondary node is NR gNB. Only SCG bearer and SCG split bearer scenario, see figure 5.4.4.z.2-1, the secondary node needs a security key and security algorithms for UP protection. 
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Figure 5.4.4.z.2-1 SCG Split bearer (left), SCG bearer (right)

See figure 5.4.4.z.2-2, the call flow is based on Rel-12 DC. 
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Figure 5.4.4.z.2-2 eNB obtains NR security capability through Initial context setup message
In step 1, UE shall put the UE LTE security capability and the NR security capability into attach request message that terminates at MME. 

Step2, all the security capability will be forwarded to eNB with KeNB in Initial context setup message.

Step3, the eNB will send AS SMC to the UE after selecting eNB security capability, while the NR security capability shall be stored at eNB for future use. 

Step6, when eNB decides to perform EN-DC, the UE NR security capability will be transferred to gNB through NR addition Request message. G

Step7, gNB selects UP security capability based on received UE NR security capability and the priority list, then sends the select security capability in NR addition Request Acknowledge message in step 9.

5.1.4.z.3
Evaluation 
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