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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes to TR33.899 v0.7.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v0.7.0 Study on the security aspects of the next generation system

3
Rationale

Fundamentally, MASA solution is proposed as an enhancement to EPS-AKA while addressing the reported security vulnerabilities and building on its strength by utilizing the long successful deployment and strength of symmetric keying, mutual authentication, etc. 
In other words, MASA is proposed to enhance EPS-AKA by providing subscriber and UE permanent identifiers privacy, Home Network control of its subscriber when accessing the network especially during roaming by allowing the home network to fully authenticate the subscriber during initial attach, providing a secure channel between the NG-UE and its HN to exchange information confidentially, providing a mechanism that allows the serving network to securely communicate its public key to the NG-UE without the need for Global PKI deployment.

Furthermore, MASA solution provides a modular approach and a mechanism which allows full utilization of EPS-AKA re-authentication procedure in a smooth and fully backward compatible way.

With all of the above, MASA is considered an enhancement to EPS-AKA and is considered a variant of AKA. Therefore, MASA solution is being added to the list of solutions which addresses the AKA variant in question E.2.1.1.

4
Detailed proposal

*************** Start of Change 1 ****************
…………

E.2.1.1 
Support for AKA and its variants for primary authentication

E.2.1.1.1 
Description of Question

Question: shall the 5G network support a variant of the AKA authentication protocol for primary authentication? If so, which variant or variants shall be supported? Variants of the AKA protocol under discussion include EPS AKA, EPS AKA*, EAP-AKA, EAP-AKA’, EAP-AKA*. MASA, 
In answering this question, the aspects of serving network authentication, efficiency, and increased home control shall be explicitly taken into account. 
E.2.1.1.2 
Agreement
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*************** End of Change 1 ****************
