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1
Decision/action requested

In this proposal we provide a solution for LI in privacy enhanced Attach solutions in TR 33.899. We kindly request SA3 to discuss and approve this solution for inclusion into the TR.
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Rationale

TR 33.899 [1] contains a number of solutions for protecting the IMSI during attach. Many of these conceal the IMSI also for the serving network, which may hamper Lawful Interception requirements for the serving network. This poses two problems:

-
The IMSI is provided by the Home Network during or after AKA, which means that the Network can lie about the IMSI

- The IMSI is provided late such that LI equipment will be informed too late in order to catch the full conversation.

A possible solution that has been discussed is to let the serving network request the IMSI from the UE after authentication has been completed. Whereas this overcomes the first problem, it does not solve the second problem. We therefore propose to include the IMSI in the AKA for the network, such that the serving network can verify that the IMSI provided by the home network is the same as the IMSI provisioned in the UE. The changes below are an additional variant of solution #7.7 which takes this into account.
4
Detailed proposal

5.7.4.7
Solution #7.7: Revealing permanent or long-term subscriber identifier to a serving PLMN


NOTE: 
FFS whether this solution meats VPLMN non-assistance requirements.
5.7.4.7.1
Introduction  

The solution #7.3 proposes a mechanism that conceals the long-term subscriber identifier from all network entities on the path between the UE and the home PLMN (HPLMN), including the serving PLMN (SPLMN). However, doing so has implications on lawful interception (LI) as discussed in the clause 5.7.3.3.1. This solution addresses LI aspects for solutions addressing the key issue #7.3.

In order to address the LI requirements, the solution provides variants that reveal the long-term identifier to the SPLMN, which can be summarized as follows: 

· the long-term identifier is always concealed from all the network entities in the path between the UE and the serving PLMN’s core network, including the serving PLMN’s radio access network; 
· the long-term identifier is known to the SPLMN’s core network only after the UE has successfully completed the authentication; and
· the long-term identifier is provided along with the authentication vectors to the visited network and is verified during the authentication run.
5.7.4.7.2
Solution variants

5.7.4.7.2.1
Solution 7.7-A: Home PLMN authenticates UE 

A UE is authenticated at a home PLMN and not at a serving PLMN. In other words, the serving PLMN proxies the authentication procedure between the UE and the home PLMN. The home PLMN itself authenticates the UE instead of sending authentication information (e.g. authentication vector in the current LTE system) to the serving PLMN. Since the UE identifier that is used in the authentication procedure is a pseudonym or an encrypted long-term identifier, the serving PLMN does not yet know the long-term identifier.

If the home PLMN determines that the UE is successfully authenticated, the home PLMN sends the long-term identifier and necessary keying material for the UE to the serving PLMN in a separate message or piggy-backed to an existing message. Now, the serving PLMN knows the long-term identifier of the UE and can perform lawful interception without the home PLMN’s assistance or visibility. 

NOTE: 
A successful UE authentication at the home PLMN, proxied by a serving PLMN, implicitly indicates that the UE is present at the serving PLMN.
5.7.4.7.2.2
Solution 7.7-B: Serving PLMN authenticates UE 
A UE is authenticated at a serving PLMN and not at a home PLMN. This is similar to what is done in the current LTE system where the home PLMN sends authentication vector to the serving PLMN so that the serving PLMN can itself authenticate the UE. However, since the UE identifier that is used in the authentication procedure is a pseudonym or an encrypted long-term identifier, the serving PLMN does not yet know the long-term identifier.

When the home PLMN gets informed by the serving PLMN that the UE is successfully authenticated and is registered in the serving PLMN (e.g. via an Update-Location-Request message in the current LTE system sent by a MME to a HSS), the home PLMN sends the long-term identifier to the serving PLMN in a separate message or piggy-backed to an existing message (e.g. in an Update-Location-Answer message in the current LTE system sent by a HSS to a MME). Now, the serving PLMN knows the long-term identifier of the UE and can perform lawful interception without the home PLMN’s assistance or visibility.

 NOTE: 
A confirmation from a serving PLMN to a home PLMN about successful UE authentication makes the serving PLMN accountable for claiming that UE is actually present at the serving PLMN.
5.7.4.7.2.3
Solution 7.7-C: Serving PLMN authenticates the IMSI

In this solution, the UE is authenticated at a serving PLMN like the solution 7.7-B. The difference is that in this solution, the HPLMN provides the IMSI together with the AV to the VPLMN so that the VPLMN knows the IMSI at an earlier stage.

A possible additional step would include the following:

· Upon reception of the AV from the HPLMN, the VPLMN calculates a new XRESVPLMN = fx(XRES, IMSI), where fx could be cryptographic function like a KDF, a cryptographic hash function or an XOR.

· Upon reception of the RES from the USIM, the UE calculates RESVPLMN = fx(RES, IMSI) and provides this RES to the network.

· The VPLMN compares the XRESVPLMN and RESVPLMN and if they are the same authenticates the UE
This solution can be made compatible with e.g. solution #2.22 by calculating XRESVPLMN using XRES1 and letting the UE concatenate RESVPLMN and RES2 in the reponse to the VPLMN so that the RES2 can be forwarded to the HPLMN unaltered.
5.7.4.7.3
Evaluation 

-
The authentication of the UE can be done either at the home PLMN or at the serving PLMN.
-
When the authentication is done at the home PLMN, proxied by a serving PLMN, it is implicitly indicated that the UE is present at the serving PLMN.

-
When the authentication is done at the serving PLMN, the home PLMN can hold the serving PLMN accountable in case of false claims on the presence of the UE at the serving PLMN.
-
The long-term identifier is known and authenticated to the serving PLMN’s core network only after the UE has successfully completed the authentication.
